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Preface

This manual describes the NXP implementation of the ZigBee Cluster Library (ZCL)
for the ZigBee 3.0 standard. The manual describes the clusters from the ZCL that may
be used in ZigBee 3.0 applications developed using an NXP ZigBee 3.0 Software
Developer’s Kit (SDK).

Note: This manual assumes that you are already
“ familiar with the concepts of ZigBee devices, clusters

and attributes. These are described in the ZigBee 3.0
Stack User Guide (JN-UG-3113), available from the
NXP web site (see “Support Resources” on page 40).

Organisation

This manual is divided into thirteen parts:

= Part I: Fundamentals comprises four chapters:

Chapter 1 introduces the ZigBee Cluster Library (ZCL)

Chapter 2 describes some essential concepts for the ZCL, including read/
write access to cluster attributes and the associated read/write functions

Chapter 3 describes the event handling framework of the ZCL, including
the supplied event handling function

Chapter 4 describes the error handling provision of the ZCL, including the
supplied error handling function

= Part Il: Common Resources comprises three chapters:

Chapter 5 details the general functions of the ZCL
Chapter 6 details the general structures used by the ZCL
Chapter 7 details the general enumerations used by the ZCL

= Part lll: General Clusters comprises fifteen chapters:

Chapter 8 details the Basic cluster

Chapter 9 details the Power Configuration cluster

Chapter 10 details the Device Temperature Configuration cluster
Chapter 11 details the Identify cluster

Chapter 12 details the Groups cluster

Chapter 13 details the Scenes cluster

Chapter 14 details the On/Off cluster

Chapter 15 details the On/Off Switch Configuration cluster
Chapter 16 details the Level Control cluster

JN-UG-3115 v1.5
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Chapter 17 details the Alarms cluster

Chapter 18 details the Time cluster, as well as the use of ZCL time
Chapter 19 details the Input and Output clusters

Chapter 20 details the Poll Control cluster

Chapter 21 details the Power Profile cluster

Chapter 22 details the Diagnostics cluster

= Part I[V: Measurement and Sensing Clusters comprises eight chapters:

Chapter 23 details the llluminance Measurement cluster
Chapter 24 details the llluminance Level Sensing cluster
Chapter 25 details the Temperature Measurement cluster
Chapter 26 details the Pressure Measurement cluster
Chapter 27 details the Flow Measurement cluster
Chapter 28 details the Relative Humidity Measurement cluster
Chapter 29 details the Occupancy Sensing cluster
Chapter 30 details the Electrical Measurement cluster
Part V: Lighting Clusters comprises two chapters:
Chapter 31 details the Colour Control cluster
Chapter 32 details the Ballast Configuration cluster
Part VI: HVAC Clusters comprises three chapters:
Chapter 33 details the Thermostat cluster
Chapter 34 details the Fan Control cluster
Chapter 35 details the Thermostat Ul Configuration cluster
Part VII: Closure Clusters comprises one chapter:
Chapter 36 details the Door Lock cluster
Part VIII: Security and Safety Clusters comprises three chapters:
Chapter 37 details the IAS Zone cluster
Chapter 38 details the IAS ACE (Ancillary Control Equipment) cluster
Chapter 39 details the IAS WD (Warning Device) cluster
Part IX: Smart Energy Clusters comprises three chapters:
Chapter 40 details the Price cluster
Chapter 41 details the Demand-Response and Load Control cluster
Chapter 42 details the Simple Metering cluster
Part X: Commissioning Clusters comprises two chapters:
Chapter 43 details the Commissioning cluster
Chapter 44 details the Touchlink Commissioning cluster
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= Part XI: Appliances Clusters comprises four chapters:
Chapter 45 details the Appliance Control cluster
Chapter 46 details the Appliance Identification cluster
Chapter 47 details the Appliance Events and Alerts cluster
Chapter 48 details the Appliance Statistics cluster

= Part XII: Over-The-Air Upgrade comprises one chapter:
Chapter 49 details the OTA (Over-the-Air) Upgrade cluster

= Part XIlI: Appendices comprises nine appendices covering topics that include
mutex callbacks, attribute reporting, attribute discovery, custom endpoints,
manufacturer-specific attributes and commands, the storage of OTA upgrade
applications in JN516x/7x internal Flash memory, the OTA upgrade of nodes
comprising two processors, example code fragments and a glossary of terms.

Conventions

Files, folders, functions and parameter types are represented in bold type.
Function parameters are represented in italics type.

Code fragments are represented in the Courier New typeface.

This is a Tip. It indicates useful or practical information.

This is a Note. It highlights important additional
“ information.

This is a Caution. It warns of situations that may result
in equipment malfunction or damage.
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Acronyms and Abbreviations

ACE  Ancillary Control Equipment

API Application Programming Interface
CIE Control and Indicating Equipment
DRLC Demand-Response and Load Control
HVAC Heating, Ventilation and Air-Conditioning
JCU JN51xx Core Utilities

IAS Intruder Alarm System

OTA  Over The Air

SE Smart Energy

ul User Interface

UTC Co-ordinated Universal Time

WD Warning Device

ZCL ZigBee Cluster Library

Related Documents

JN-UG-3113 ZigBee 3.0 Stack User Guide

JN-UG-3114 ZigBee Devices User Guide

JN-UG-3116 JN51xx Core Utilities (JCU) User Guide

JN-UG-3081 JN51xx Encryption Tool (JET) User Guide

075123 rev 6 ZigBee Cluster Library Specification [from ZigBee Alliance]
095264 ZigBee Over-the-Air Upgrading Cluster [from ZigBee Alliance]

Support Resources

To access online support resources such as SDKs, Application Notes and User
Guides, visit the Wireless Connectivity area of the NXP web site:

www.nxp.com/products/wireless-connectivity

All NXP resources referred to in this manual can be found at the above address,
unless otherwise stated.

Trademarks

All trademarks are the property of their respective owners.
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Chip Compatibility
The ZCL software described in this manual can be used on the NXP JN516x and
JN517x families of wireless microcontrollers, with the exception of JN5161 device.

Most information in this manual is applicable to both the JN516x and JN517x devices.
The host device is therefore sometimes referred to as JN516x/7x.
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1. ZigBee Cluster Library (ZCL)

The ZigBee Cluster Library (ZCL) for ZigBee 3.0 contains standard clusters, as
defined by the ZigBee Alliance, for use in ZigBee 3.0 applications over a diverse range
of market sectors. Each cluster corresponds to a specific functionality, through a set
of attributes and/or commands. Clusters can be selected from the ZCL to give an
application the required set of capabilities.

The ZCL also provides a common means for applications to communicate. It defines
a header and payload that sit inside the Protocol Data Unit (PDU) used for messages.
It also defines attribute types (such as ints, strings, etc), common commands (e.g. for
reading attributes) and default responses for indicating success or failure.

The NXP implementation of the ZCL, described in this manual, is supplied in the
JN516x ZigBee 3.0 Software Developer’s Kit (SDK) [JN-SW-4170] and JN517x
ZigBee 3.0 SDK [JN-SW-4270], available via the NXP web site (see “Support
Resources” on page 40). These SDKs provide only the clusters supported by NXP
that are described in this manual. The ZCL is fully detailed in the ZigBee Cluster
Library Specification (075123), available from the ZigBee Alliance.

The NXP ZCL software can be used on the NXP JN516x and JN517x families of
wireless microcontrollers, with the exception of the JN5161 device.

1.1 ZCL Member Clusters

The clusters of the ZCL are divided into functional areas, for convenience. An
application can use clusters from any number of these areas to make up its complete
functionality. The clusters implemented by NXP are from the following areas (the
associated clusters are listed in the referenced sub-sections):

® General - Section 1.1.1

= Measurement and Sensing - Section 1.1.2

® | ighting - Section 1.1.3

®= Heating, Ventilation and Air-Conditioning (HVAC) - Section 1.1.4
® Closures - Section 1.1.5

®  Security and Safety - Section 1.1.6

= Smart Energy - Section 1.1.7

= Commissioning - Section 1.1.8

m  Appliances - Section 1.1.9

= QOver-The-Air (OTA) Upgrade - Section 1.1.10

Not all of the clusters from the above ZCL functional areas are available in the NXP
software.
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1.1.1 General

The General clusters implemented by NXP are listed and outlined in the table below.
These clusters are detailed in ‘Part lll: General Clusters’ of this manual.

Cluster

Cluster ID

Description

Basic

0x0000

The Basic cluster contains the basic properties of a
ZigBee device (e.g. software and hardware versions)
and allows the setting of user-defined properties (such
as location). This cluster is detailed in Chapter 8.

Power Configuration

0x0001

The Power Configuration cluster allows the details of a
device’s power source(s) to be determined and under/
over-voltage alarms to be configured. This cluster is
detailed in Chapter 9.

Device Temperature Configuration

0x0002

The Device Temperature Configuration cluster allows
information about the internal temperature of a device
to be obtained and under/over-temperature alarms to
be configured. This cluster is detailed in Chapter 10.

Identify

0x0003

The Identify cluster allows a ZigBee device to make
itself known visually (e.g. by flashing a light) to an
observer, such as a network installer. This cluster is
detailed in Chapter 11.

Groups

0x0004

The Groups cluster allows the management of the
Group table concerned with group addressing - that is,
the targeting of multiple endpoints using a single
address. This cluster is detailed in Chapter 12.

Scenes

0x0005

The Scenes cluster allows the management of pre-
defined sets of cluster attribute values called scenes,
where a scene can be stored, retrieved and applied to
put the system into a pre-determined state. This clus-
ter is detailed in Chapter 13.

On/Off

0x0006

The On/Off cluster allows a device to be put into the
‘on’ and ‘off’ states, or toggled between the two states.
This cluster is detailed in Chapter 14.

On/Off Switch Configuration

0x0007

The On/Off Switch Configuration cluster allows the
switch type on a device to be defined, as well as the
commands to be generated when the switch is moved
between its two states. This cluster is detailed in
Chapter 15.

Level Control

0x0008

The Level Control cluster allows control of the level of
a physical quantity (e.g. heat output) on a device. This
cluster is detailed in Chapter 16.

Alarms

0x0009

The Alarms cluster is used for sending alarm notifica-
tions and the general configuration of alarms for all
other clusters on the ZigBee device (individual alarm
conditions are set in the corresponding clusters). Thi s
cluster is detailed in Chapter 17.

Table 1: General Clusters
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Cluster

Cluster ID

Description

Time

0x000A

The Time cluster provides an interface to a real-time
clock on a ZigBee device, allowing the clock time to be
read and written in order to synchronise the clock to a
time standard - the number of seconds since 0 hrs 0
mins 0 secs on 1st January 2000 UTC (Co-ordinated
Universal Time). This cluster includes functionality for
local time-zone and daylight saving time. This cluster
is detailed in Chapter 18.

Analogue Input (Basic)

0x000C

The Analogue Input (Basic) cluster provides an inter-
face for accessing an analogue measurement. This
cluster is detailed in Section 19.1.

Analogue Output (Basic)

0x000D

The Analogue Output (Basic) cluster provides an
interface for setting the value of an analogue output.
This cluster is detailed in Section 19.2.

Binary Input (Basic)

0x000F

The Binary Input (Basic) cluster provides an interface
for accessing a binary (two-state) measurement. This
cluster is detailed in Section 19.3.

Binary Output (Basic)

0x0010

The Binary Output (Basic) cluster provides an inter-
face for setting the state of a binary (two-state) output.
This cluster is detailed in Section 19.4.

Multistate Input (Basic)

0x0012

The Multistate Input (Basic) cluster provides an inter-
face for accessing a multistate measurement (that can
take one of a set of fixed states). This cluster is
detailed in Section 19.5.

Multistate Output (Basic)

0x0013

The Multistate Output (Basic) cluster provides an
interface for setting the value of a multistate output
(that can take one of a set of fixed states). This cluster
is detailed in Section 19.6.

Poll Control

0x0020

The Poll Control cluster provides an interface for
remotely controlling the rate at which a ZigBee End
Device polls its parent for data. This cluster is detailed
in Chapter 20.

Power Profile

0x001A

The Power Profile cluster provides an interface
between a home appliance (e.g. a washing machine)
and the controller of an energy management system.
This cluster is detailed in Chapter 21.

Diagnostics

0x0B05

The Diagnostics cluster allows the operation of the
ZigBee PRO stack to be followed over time. This clus-
ter is detailed in Chapter 22.

Table 1: General Clusters
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1.1.2 Measurement and Sensing

The Measurement and Sensing clusters implemented by NXP are listed and outlined
in the table below. These clusters are detailed in ‘Part IV: Measurement and Sensing

Clusters’ of this manual.

Cluster

Cluster ID

Description

Illuminance Measurement

0x0400

The Illluminance Measurement cluster provides an
interface to an illuminance measuring device, allowing
the configuration of measuring and the reporting of
measurements. This cluster is detailed in Chapter 23.

llluminance Level Sensing

0x0401

The llluminance Level Sensing cluster provides an
interface to light-level sensing functionality. This clus-
ter is detailed in Chapter 24.

Temperature Measurement

0x0402

The Temperature Measurement cluster provides an
interface to a temperature measuring device, allowing
the configuration of measuring and the reporting of
measurements. This cluster is detailed in Chapter 25.

Pressure Measurement

0x0403

The Pressure Measurement cluster provides an inter-
face to a pressure measuring device, allowing the
configuration of measuring and the reporting of meas-
urements. This cluster is detailed in Chapter 26.

Flow Measurement

0x0404

The Flow Measurement cluster provides an interface
to a flow measuring device for a fluid, allowing the
configuration of measuring and the reporting of meas-
urements. This cluster is detailed in Chapter 27.

Relative Humidity Measurement

0x0405

The Relative Humidity Measurement cluster provides
an interface to a humidity measuring device, allowing
the configuration of relative humidity measuring and
the reporting of measurements. This cluster is detailed
in Chapter 28.

Occupancy Sensing

0x0406

The Occupancy Sensing cluster provides an interface
to an occupancy sensor, allowing the configuration of
sensing and the reporting of status. This cluster is
detailed in Chapter 29.

Electrical Measurement

0x0B04

The Electrical Measurement cluster provides an inter-
face for obtaining electrical measurements from a
device. This cluster is detailed in Chapter 30.

Table 2: Measurement and Sensing Clusters

48

© NXP Semiconductors 2018

JN-UG-3115v1.5



ZigBee Cluster Library (for ZigBee 3.0)
User Guide

1.1.3 Lighting

The Lighting clusters implemented by NXP are listed and outlined in the table below.
These clusters are detailed in ‘Part V: Lighting Clusters’ of this manual.

Cluster

Cluster ID

Description

Colour Control

0x0300

The Colour Control cluster can be used to adjust the
colour of a light (it does not govern the overall lumi-
nance of the light, as this is controlled using the Level
Control cluster). This cluster is detailed in Chapter 31.

Ballast Configuration

0x0301

The Ballast Configuration cluster can be used to con-
figure a lighting ballast that restricts the light levels of
a connected set of lamps. This cluster is detailed in
Chapter 32.

Table 3: Lighting Clusters

1.1.4 Heating, Ventilation and Air-Conditioning (HVAC)

The HVAC clusters implemented by NXP are listed and outlined in the table below.
These clusters are detailed in ‘Part VI: HVAC Clusters’ of this manual.

Cluster

Cluster ID

Description

Thermostat

0x0201

The Thermostat cluster provides a means of configur-
ing and controlling the functionality of a thermostat.
This cluster is detailed in Chapter 33.

Fan Control

0x0202

The Fan Control cluster provides a means of con-
trolling the speed or state of a fan which may be part
of a heating or cooling system. The cluster is detailed
in Chapter 34.

Thermostat User Interface Configuration

0x0204

The Thermostat User Interface (Ul) Configuration
cluster provides a means of configuring the user inter-
face (keypad and/or LCD screen) for a thermostat or a
thermostat controller device. This cluster is detailed in
Chapter 35.

Table 4: HVAC Clusters
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1.1.5 Closures

The Closure clusters implemented by NXP are listed and outlined in the table below.
These clusters are detailed in ‘Part VII: Closure Clusters’ of this manual.

Cluster

Cluster ID

Description

Door Lock

0x0101

The Door Lock cluster provides a means of represent-
ing the state of a door lock and (optionally) the door.
This cluster is detailed in Chapter 36.

Table 5: Closure Clusters

1.1.6 Security and Safety

The Security and Safety clusters implemented by NXP are listed and outlined in the
table below. These clusters are detailed in ‘Part VIII: Security and Safety Clusters’ of

this manual.

Cluster

Cluster ID

Description

IAS Zone

0x0500

The IAS Zone cluster provides an interface to a zone
device in an IAS (Intruder Alarm System). This cluster
is detailed in Chapter 37.

IAS ACE (Ancillary Control Equipment)

0x0501

The IAS ACE cluster provides a control interface to a
CIE (Control and Indicating Equipment) device in an
IAS (Intruder Alarm System). This cluster is detailed in
Chapter 38.

IAS WD (Warning Device)

0x0502

The IAS WD cluster provides an interface to a Warn-
ing Device in an |IAS (Intruder Alarm System). For
example, a CIE (Control and Indicating Equipment)
device can use the cluster to issue alarm warning indi-
cations to a Warning Device when an alarm condition
is detected. This cluster is detailed in Chapter 39.

Table 6: Security and Safety Clusters
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1.1.7 Smart Energy

The Smart Energy clusters implemented by NXP are listed and outlined in the table
below. These clusters are detailed in ‘Part IX: Smart Energy Clusters’ of this manual.

Cluster

Cluster ID

Description

Price

0x0700

The Price cluster provides the mechanism for sending
and receiving pricing information within a ZigBee 3.0
network. This cluster is detailed in Chapter 40.

Demand-Response and Load Control

0x0701

The Demand-Response and Load Control (DRLC)
cluster provides an interface for controlling an
attached appliance that supports load control. The
cluster is able to receive load control requests and act
upon them - the demand-response functionality. This
cluster is detailed in Chapter 41.

Simple Metering

0x0702

The Simple Metering cluster provides a mechanism to
obtain consumption data from a metering device (elec-
tric, gas, water or thermal). This cluster is detailed in
Chapter 42.

Table 7: Smart Energy Clusters

Other Smart Energy (SE) clusters, that are not available in the ZigBee 3.0 SDK, are
provided in the NXP ZigBee Smart Energy SDK. The ZigBee 3.0 SDK contains only
the SE clusters that are supported by NXP for non-SE applications.

1.1.8 Commissioning

The Commissioning clusters implemented by NXP are listed and outlined in the table
below. These clusters are detailed in ‘Part X: Commissioning Clusters’ of this manual.

Cluster

Cluster ID

Description

Commissioning

0x0015

The Commissioning cluster can be used for commis-
sioning the ZigBee stack on a device during network
installation and defining the device behaviour with
respect to the ZigBee network (it does not affect appli-
cations operating on the devices). This cluster is
detailed in Chapter 43.

Touchlink Commissioning

0x1000

The Touchlink Commissioning cluster is used when
forming a ZigBee 3.0 network or adding a new node to
an existing network. This cluster is detailed in Chapter
44,

Table 8: Commissioning Clusters
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1.1.9 Appliances

The Appliances clusters implemented by NXP are listed and outlined in the table
below. These clusters are detailed in ‘Part XI: Appliances Clusters’ of this manual.

Cluster Cluster ID Description

Appliance Control 0x001B The Appliance Control cluster provides an interface
for remotely controlling appliances in the home. This
cluster is detailed in Chapter 45.

Appliance Identification 0x0B00 The Appliance Identification cluster provides an inter-
face for obtaining and setting basic appliance informa-
tion. This cluster is detailed in Chapter 46.

Appliance Events and Alerts 0x0B02 The Appliance Events and Alerts cluster provides an
interface for the notification of significant events and
alert situations. This cluster is detailed in Chapter 47.

Appliance Statistics 0x0B03 The Appliance Statistics cluster provides an interface
for supplying statistical information about an appli-
ance. This cluster is detailed in Chapter 48.

Table 9: Appliances Clusters

1.1.10 Over-The-Air (OTA) Upgrade

The Over-The-Air (OTA) Upgrade cluster is outlined in the table below and detailed in
‘Part XIllI: Over-The-Air Upgrade’ of this manual.

Cluster Cluster ID Description

OTA Upgrade 0x0019 The OTA Upgrade cluster provides the facility to
upgrade (or downgrade or re-install) application soft-
ware on the nodes of a ZigBee 3.0 network by distrib-
uting the replacement software through the network
(over the air) and updating the software with minimal
interruption to node operation. This cluster is detailed
in Chapter 49.

Table 10: OTA Upgrade Cluster
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1.2 General ZCL Resources

In addition to clusters, the ZCL provides general (non-cluster-specific) resources. For
example, common mechanisms are used to allow a cluster client to access (read and
write to) the attributes on the cluster server - the NXP ZCL software includes
C functions and structures for performing such accesses across all clusters.

The fundamental principles and mechanisms of the ZCL are presented in the rest of
Part I: Fundamentals:

m  Chapter 2 describes essential ZCL principles, such as accessing attributes
m  Chapter 3 describes the ZCL handling of stack-related and timer-related events
= Chapter 4 described the ZCL handling of errors.

The general resources provided by the ZCL software are detailed in Part [I: Common
Resources:

= Chapter 5 details the core functions provided with the ZCL

m  Chapter 6 details the general ZCL structures

= Chapter 7 details the general ZCL enumerations and status codes
Cluster-specific resources are detailed in the respective chapters for the clusters.

Note: It is possible to customise the clusters of the ZCL

' by introducing manufacturer-specific attributes and
commands. The processes of adding custom attributes
and commands are described in Appendix E.
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1.3 ZCL Compile-time Options

Before the application can be built, the ZCL compile-time options must be configured
in the header file zcl_options.h for the application.

Enabled Clusters

All required clusters must be enabled in the options header file. For example, to enable
the Basic and Time clusters, the following lines are required:

#define CLD_BASIC

#define CLD TIME

In addition, to include the software for a cluster client or server or both, it is necessary
to select them in the options header file. For example, to select the Basic cluster client
and server, the following lines are required:

#define BASIC CLIENT

#define BASIC SERVER

Support for Attribute Read/Write

Read/write access to cluster attributes must be explicitly compiled into the application,
and must be enabled separately for the server and client sides of a cluster using the
following macros in the options header file:

#define ZCL_ATTRIBUTE READ SERVER SUPPORTED

#define ZCL_ATTRIBUTE READ CLIENT SUPPORTED

#define ZCL_ ATTRIBUTE WRITE SERVER SUPPORTED

#define ZCL_ATTRIBUTE WRITE_ CLIENT SUPPORTED

Each of the above definitions will apply to all clusters used in the application.

Tip: If only read access to attributes is required then do
not enable write access, as omitting the write options
will give the benefit of a reduced application size.

Optional Attributes

Many clusters have optional attributes that may be enabled at compile-time via the
options header file - for example, to enable the Time Zone attribute in the Time cluster:

#define E CLD TIME ATTR TIME ZONE

Note: Cluster-specific compile-time options are detailed

' in the chapters for the individual clusters. The attribute
reporting feature also has its own compile-time options
(see Appendix B.3.1).
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Number of Endpoints

The following line can be added to set the number of endpoints supported on a node
(ton):

#define ZCL NUMBER OF ENDPOINTS n
The default value is 1.

Default Responses
The following line can be added to enable default responses (see Section 2.5):

#define ZCL_DISABLE DEFAULT RESPONSES
By default, they are disabled.

APS Acknowledgements
The following line can be added to enable APS acknowledgements:

#define ZCL_DISABLE APS ACK
By default, they are disabled.

Cooperative Tasks

By default, tasks within the application are cooperative, and events will therefore not
be generated for locking and unlocking mutexes for resources that are shared
between the tasks. To disable the cooperative task feature, add the following line:

#undefine COOPERATIVE
Note that this requires an undefine.

Parameter Checking
Parameter checking in various functons can be enabled by including the following line:

#define STRICT PARAM CHECK

This feature is useful for testing during application development. When the testing is
complete, the option should be disabled to eliminate the checks and to save code
memory. This option can be defined in the zcl_options.h file or the makefile.

‘Wild Card’ Profile

Commands with a ‘wild card’ application profile (Profile ID of OxFFFF) can be accepted
and processed by the receiving device by including the following line:

#define ZCL_ALLOW WILD CARD PROFILE
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2. ZCL Fundamentals and Features

This chapter describes essential ZCL concepts, including the use of shared device
structures as well as remote read and write accesses to cluster attributes.

Note 1: This chapter assumes that you are familiar with
' ZigBee clusters and associated concepts (such as the
cluster server and client). For an introduction to ZigBee

clusters, refer to the ZigBee 3.0 Stack User Guide
(JN-UG-3113).

Note 2: The ZCL functions referred to in this chapter are
detailed in Chapter 5.

2.1 Initialising the ZCL

The ZCL can be initialised using the function eZCL_lInitialise(), which must be called
before registering any endpoints (using the device-specific endpoint registration
functions) and before starting the ZigBee PRO stack. As part of this initialisation, you
must specify a user-defined callback function that will be invoked when a ZigBee PRO
stack event occurs that is not associated with an endpoint. You must also provide a
local pool of Application Protocol Data Units (APDUs) that will be used by the ZCL to
hold messages that are to be sent and received.

2.2 Shared Device Structures

In each ZigBee device, cluster attribute values are exchanged between the application
and the ZCL by means of a shared structure. This structure is protected by a mutex -
see Appendix A. The structure for a particular ZigBee device contains structures for
the clusters supported by that device.

Note: In order to use a cluster which is supported by a
“ device, the relevant option for the cluster must be

specified at build-time - see Section 1.3.

A shared device structure within a device can be accessed both by the local
application and by a remote application on another device. Remote read and write
operations involving a shared device structure are illustrated in Figure 1 below.
Normally, these operations are requested by a cluster client and performed on a
cluster server. For more detailed descriptions of these operations, refer to Section 2.3.

Usually, the ZCL parses remote commands that write attribute values to the shared
device structure. The written values can then be read by the local application. For
example, an On/Off Switch device remotely writes to the shared device structure in an
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On/Off Light device and the local application then reads this data to change the state

or configuration of the light.

Reading Remote Attributes

Client Device

Server Device

1. Application requests read of attribute values from device
structure on remote server and ZCL sends request.

4. ZCL receives response and generates events (which can
prompt application to read attributes from structure).

Read
Read Request Command
-
icati ZCL ZCL icati
Application Device Application
-t -t <—— Structure | Write |
Event (s) Response Read Write

. If necessary, application first updates attribute values in

device structure.

. ZCL reads requested attribute values from device structure

and then returns them to requesting client.

Writing Remote Attributes

Client Device

Server Device

1. ZCL sends 'write attributes' request to remote server.
5. ZCL can receive optional response and generate events
for the application (that indicate any unsuccessful writes).

Write Request Write
Command
|
icati ZCL ZCL icati
Application Device - Application
[ I e A I IRkl BT TTe V1 ¢- Y
CEnt () Response Structure Read

. ZCL writes received attribute values to device structure and

optionally sends response to client.

. If required, application can then read new attribute values

from device structure.

. ZCL can optionally generate a ‘write attributes’ response.

Figure 1: Operations using Shared Device Structure

Note: Provided that there are no remote attribute writes,
the attributes of a cluster server (in the shared structure)
on a device are maintained by the local application(s).

58 © NXP Semiconductors 2018

JN-UG-3115v1.5




ZigBee Cluster Library (for ZigBee 3.0)
User Guide

2.3 Accessing Attributes

This section describes the processes of reading and writing cluster attributes on a
remote node. For the attribute access function descriptions, refer to Section 5.2.

2.3.1 Attribute Access Permissions

For each attribute of a cluster, access permissions need to be defined for the different
types of access to the attribute. These permissions are configured using control flags,
with one flag for each access type, as follows:

Access Type Flag Description

Read E_ZCL_AF_RD Global commands can read the attribute value

Write E_ZCL_AF_WR Global commands can write a new value to the attribute
Report E_ZCL_AF_RP Global commands can report the value of the attribute or

configure the attribute for default reporting

Scene E_ZCL_AF_SE The attribute can be accessed through a scene (if the
Scenes cluster is implemented on the same endpoint)

Table 11: Attribute Access Types and Control Flags

If a particular access type is required for an individual attribute, the corresponding flag
must be defined for that attribute. This is done in the C header file for the cluster. For
example, in the case of the On/Off cluster, the required flags must be defined for each
attribute in the following structure in the OnOff.c file:

const tsZCL_AttributeDefinition asCLD_OnOffClusterAttributeDefinitions[] = {

#ifdef ONOFF_SERVER
{E_CLD_ONOFF_ATTR_ID ONOFF, (E_ZCL_AF RD|E_ZCL_AF SE|E_ZzCL_AF RP), E_ZCL_BOOL,

(uint32) (& ((tsCLD_OnOff*) (0))->bOnoff), 0}, /* Mandatory */
#ifdef CLD ONOFF_ATTR_GLOBAL_SCENE_CONTROL

{E_CLD_ONOFF_ATTR_ID_ GLOBAL_SCENE_CONTROL, (E_ZCL_AF RD), _ZCL_BOOL,

(uint32) (& ((tsCLD_OnOff*) (0)) ->bGlobalSceneControl), 0}, /* Optional */
#endif

#ifdef CLD_ONOFF_ATTR_ON_TIME

{E_CLD ONOFF ATTR ID ON TIME, E_ZCL_AF_RD|E_ZCL_AF WR), E_ZCL_UINT16,

(uint32) (& ((tsCLD_OnOff*) (0))->ulé0nTime),0}, /* Optional */
#endif
#ifdef CLD_ONOFF_ATTR_OFF WAIT_TIME

{E_CLD ONOFF ATTR ID OFF WAIT TIME, (E_ZCL _AF RD|E_ZCL AF WR), E_ZCL_UINT16,

(uint32) (& ((tsCLD_OnOff*) (0))->ul60ffWaitTime), 0}, /* Optional */
#endif
#ifdef CLD_ONOFF_ATTR_STARTUP_ONOFF

/* ZLO extension for OnOff Cluster */

{E_CLD_ONOFF_ATTR_ID_STARTUP_ONOFF, E_ZCL_AF RD|E_ZCL AF_WR), E_ZCL_ENUMS,

(uint32) (& ( (tsCLD_OnOff*) (0)) ->eStartUpOnOff), 0}, /* Optional */
#endif
#endif

{E_CLD GLOBAL ATTR ID CLUSTER REVISION, (E_ZCL_AF RD|E_ZCL_AF GA), E_ZCL _UINT16,

(uint32) (& ((tsCLD_OnOff*) (0))->uléClusterRevision), 0}, /* Mandatory */

#if (defined ONOFF_SERVER) && (defined CLD_ONOFF_ATTR_ATTRIBUTE_REPORTING_STATUS)
{E_CLD_GLOBAL_ATTR_ID_ ATTRIBUTE_REPORTING STATUS, (E_ZCL_AF RD|E_ZCL_AF GA), E_ZCL_ENUMS,
(uint32)(&((tsCLD_OnOff*)(O))f>u8AttributeReportingStatus),O}, /* Optional */

#endif

}i

Note that the flag E_ZCL_AF_GA indicates a global attribute.
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2.3.2 Reading Attributes

A ZigBee 3.0 application may need to read attribute values from a remote device.
Attributes are read by sending a ‘read attributes’ request, normally from a client cluster
to a server cluster. This request can be sent using a general ZCL function (see below)
or using a function which is specific to the target cluster. The cluster-specific functions
for reading attributes are covered in the chapters of this manual that describe the
supported clusters. Note that read access to cluster attributes must be explicitly
enabled at compile-time as described in Section 1.3.

A ZCL function is provided for reading a set of attributes of a remote cluster instance,
as described in Section 2.3.2.1. A function is also provided for reading a local cluster
attribute value, as described in Section 2.3.2.2.

2.3.2.1 Reading a Set of Attributes of a Remote Cluster

This section describes the use of the function eZCL_SendReadAttributesRequest()
to send a ‘read attributes’ request to a remote cluster in order to obtain the values of
selected attributes. The resulting activities on the source and destination nodes are
outlined below and illustrated in Figure 2. The events generated from a ‘read
attributes’ request are further described in Chapter 3.

Note: The described sequence is similar when using the
“ cluster-specific ‘read attributes’ functions.
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1. On Source Node

The function eZCL_SendReadAttributesRequest() is called to submit a request to
read one or more attributes on a cluster on a remote node. The information required
by this function includes the following:

Source endpoint (from which the read request is to be sent)

Address of destination node for request

Destination endpoint (on destination node)

Identifier of the cluster containing the attributes [enumerations provided]
Number of attributes to be read

Array of identifiers of attributes to be read [enumerations provided]

2. On Destination Node

On receiving the ‘read attributes’ request, the ZCL software on the destination node
performs the following steps:

1.

5.

Generates an E_ZCL_CBET_READ_REQUEST event for the destination
endpoint callback function which, if required, can update the shared device
structure that contains the attributes to be read, before the read takes place.

If tasks within the application are not cooperative, the ZCL generates an
E_ZCL_CBET_LOCK_MUTEX event for the endpoint callback function, which
should lock the mutex that protects the shared device structure - for
information on mutexes, refer to Appendix A.

Reads the relevant attribute values from the shared device structure and
creates a ‘read attributes’ response message containing the read values.

If tasks within the application are not cooperative, the ZCL generates an
E_ZCL_CBET_UNLOCK_MUTEX event for the endpoint callback function,
which should now unlock the mutex that protects the shared device structure
(other application tasks can now access the structure).

Sends the ‘read attributes’ response to the source node of the request.

3. On Source Node

On receiving the ‘read attributes’ response, the ZCL software on the source node
performs the following steps:

1.

For each attribute listed in the ‘read attributes’ response, it generates an
E_ZCL_CBET_READ_INDIVIDUAL_ATTRIBUTE_RESPONSE message for
the source endpoint callback function, which may or may not take action on
this message.

On completion of the parsing of the ‘read attributes’ response, it generates a
single E_ ZCL_CBET_READ_ATTRIBUTES_RESPONSE message for the
source endpoint callback function, which may or may not take action on this
message.
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Source Node Destination Node

Endpoint ZCL ZCL Endpoint

‘Read Attributes' Message

Y

'Read Attributes' Request

> READ_REQUEST

Y

LOCK_MUTEX

Y

Read Attribute Values Shared
Structure

A

UNLOCK_MUTEX

A

‘Read Attributes' Response

READ_INDIVIDUAL _
_ ATTRIBUTE_RESPONSE A
- LYy
READ_ATTRIBUTES
_RESPONSE

A

Figure 2: ‘Read Attributes’ Request and Response

Note: The ‘read attributes’ requests and responses
arrive at their destinations as data messages. Such a
message triggers a stack event of the type
ZPS_EVENT_APS_DATA_INDICATION, which is
handled as described in Section 3.2.

2.3.2.2 Reading an Attribute of a Local Cluster

An individual attribute of a cluster on the local node can be read using the function
eZCL_ReadLocalAttributeValue(). The read value is returned by the function (in a
memory location for which a pointer must be provided).
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2.3.3 Writing Attributes

The ZCL provides functions for writing attribute values to both remote and local
clusters, as described in Section 2.3.3.1 and Section 2.3.3.2 respectively.

2.3.3.1 Wiriting to Attributes of a Remote Cluster

A ZigBee 3.0 application may need to write attribute values to a remote device.
Attribute values are written by sending a ‘write attributes’ request, normally from a
client cluster to a server cluster, where the relevant attributes in the shared device
structure are updated. Note that write access to cluster attributes must be explicitly
enabled at compile-time as described in Section 1.3.

Three ‘write attributes’ functions are provided in the ZCL.:

= eZCL_SendWriteAttributesRequest(): This function sends a ‘write attributes’
request to a remote device, which attempts to update the attributes in its shared
structure. The remote device generates a ‘write attributes’ response to the
source device, indicating success or listing error codes for any attributes that it
could not update.

= eZCL_SendWriteAttributesNoResponseRequest(): This function sends a
‘write attributes’ request to a remote device, which attempts to update the
attributes in its shared structure. However, the remote device does not
generate a ‘write attributes’ response, regardless of whether there are errors.

= eZCL_SendWriteAttributesUndividedRequest(): This function sends a ‘write
attributes’ request to a remote device, which checks that all the attributes can
be written to without error:

If all attributes can be written without error, all the attributes are updated.
If any attribute is in error, all the attributes are left at their existing values.

The remote device generates a ‘write attributes’ response to the source device,
indicating success or listing error codes for attributes that are in error.

The activities surrounding a ‘write attributes’ request on the source and destination
nodes are outlined below and illustrated in Figure 3. The events generated from a
‘write attributes’ request are further described in Chapter 3.
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1. On Source Node

In order to send a ‘write attributes’ request, the application on the source node calls
one of the above ZCL ‘write attributes’ functions to submit a request to update the
relevant attributes on a cluster on a remote node. The information required by this
function includes the following:

Source endpoint (from which the write request is to be sent)

Address of destination node for request

Destination endpoint (on destination node)

Identifier of the cluster containing the attributes [enumerations provided]
Number of attributes to be written

Array of identifiers of attributes to be written [enumerations provided]

2. On Destination Node

On receiving the ‘write attributes’ request, the ZCL software on the destination node
performs the following steps:

1.

For each attribute to be written, generates an
E_ZCL_CBET_CHECK_ATTRIBUTE_RANGE event for the destination
endpoint callback function.

If required, the callback function can do either or both of the following:

check that the new attribute value is in the correct range - if the value is
out-of-range, the function should set the eattributeStatus field of the
event to E_ZCL_ERR_ATTRIBUTE RANGE

block the write by setting the the eAttributeStatus field of the event to
E_ZCL_DENY_ATTRIBUTE_ACCESS

In the case of an out-of-range value or a blocked write, there is no further
processing for that particular attribute following the ‘write attributes’ request.

If tasks within the application are not cooperative, the ZCL generates an

E ZCL CBET_LOCK MUTEX event for the endpoint callback function, which
should lock the mutex that protects the relevant shared device structure - for
information on mutexes, refer to Appendix A.

Writes the relevant attribute values to the shared device structure - an

E ZCL CBET_WRITE_INDIVIDUAL_ATTRIBUTE event is generated for
each individual attempt to write an attribute value, which the endpoint callback
function can use to keep track of the successful and unsuccessful writes.

Note that if an ‘undivided write attributes’ request was received, an individual
failed write will render the whole update process unsuccessful.

Generates an E_ZCL_CBET_WRITE_ATTRIBUTES event to indicate that all
relevant attributes have been processed and, if required, creates a ‘write
attributes’ response message for the source node.

If tasks within the application are not cooperative, the ZCL generates an
E_ZCL _CBET_UNLOCK_MUTEX event for the endpoint callback function,
which should now unlock the mutex that protects the shared device structure
(other application tasks can now access the structure).
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If required, sends a ‘write attributes’ response to the source node of the

request.

3. On Source Node

On receiving an optional ‘write attributes’ response, the ZCL software on the source
node performs the following steps:

1.

For each attribute listed in the ‘write attributes’ response, it generates an
E_ZCL_CBET_WRITE_INDIVIDUAL_ATTRIBUTE_RESPONSE message for
the source endpoint callback function, which may or may not take action on
this message. Only attributes for which the write has failed are included in the
response and will therefore result in one of these events.

On completion of the parsing of the ‘write attributes’ response, it generates a
single E_ZCL_CBET_WRITE_ATTRIBUTES_RESPONSE message for the
source endpoint callback function, which may or may not take action on this

message.

Source Node

Destination Node

Endpoint

ZCL

ZCL

Endpoint

'Write Attributes' Message

[y
-

'Write Attributes' Request
-

= | CHECK_ATTRIBUTE_RANGE

¥ >

LOCK_MUTEX

[
|

Write Attribute Value

n. Shared

A Structure
WRITE_INDIVIDUAL_ATTRIBUTE
WRITE_ATTRIBUTES
UNLOCK_MUTEX
‘ 'Write Attributes' Response >
WRITE_INDIVIDUAL _
. ATTRIBUTE_RESPONSE A
< 9
WRITE_ATTRIBUTES
. _RESPONSE
Figure 3: ‘Write Attributes’ Request and Response
) Note: The ‘write attributes’ requests and responses
' arrive at their destinations as data messages. Such a
message triggers a stack event of the type
ZPS_EVENT_APS_DATA_INDICATION, which is
handled as described in Chapter 3.
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2.3.3.2 Writing an Attribute Value to a Local Cluster

An individual attribute of a cluster on the local node can be written to using the function
eZCL_WriteLocalAttributeValue(). The function is blocking, returning only once the
value has been written.

2.3.4 Attribute Discovery

A ZigBee cluster may have mandatory and/or optional attributes. The desired optional
attributes are enabled in the cluster structure. An application running on a cluster client
may need to discover which optional attributes are supported by the cluster server.

The ZCL provides functionality to perform the necessary ‘attribute discovery’, as
described in the rest of this section.

Note 1: ‘Extended’ attribute discovery is also available
“ in which the accessibility of each reported attribute is

also indicated. This is described in Appendix C.

Note 2: Alternatively, the application on a cluster client
can check whether a particular attribute exists on the
cluster server by attempting to read the attribute (see
Section 2.3.2) - if the attribute does not exist on the
server, an error will be returned.

Compile-time Options

If required, the attribute discovery feature must be explicitly enabled on the cluster
server and client at compile-time by including the relevant defines, from those below,
in the zcl_options.h files:

#define ZCL ATTRIBUTE DISCOVERY SERVER SUPPORTED

#define ZCL_ATTRIBUTE DISCOVERY EXTENDED SERVER SUPPORTED

#define ZCL ATTRIBUTE DISCOVERY CLIENT SUPPORTED

#define ZCL_ATTRIBUTE DISCOVERY EXTENDED CLIENT SUPPORTED

Application Coding

The application on a cluster client can initiate a discovery of the attributes on the
cluster server by calling the function eZCL_SendDiscoverAttributesRequest(),
which sends a ‘discover attributes’ request to the server. This function allows a range
of attributes to be searched for, defined by:

® The ‘start’ attribute in the range (the attribute identifier must be specified)
= The number of attributes in the range

Initially, the start attribute should be set to the first attribute of the cluster. If the
discovery request does not return all the attributes used on the cluster server, the
above function should be called again with the start attribute set to the next
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‘undiscovered’ attribute. Multiple function calls may be required to discover all of the
attributes used on the server.

On receiving a discover attributes request, the server handles the request
automatically (provided that attribute discovery has been enabled in the compile-time
options - see above) and replies with a ‘discover attributes’ response containing the
requested information.

The arrival of this response at the client results in an
E_ZCL_CBET_DISCOVER_INDIVIDUAL_ATTRIBUTE_RESPONSE event for each
attribute reported in the response. Therefore, multiple events will normally result from
a single discover attributes request. This event contains details of the reported
attribute in a tsZCL_AttributeDiscoveryResponse structure (see Section
6.1.10).

Following the event for the final attribute reported, the event
E ZCL CBET_DISCOVER_ATTRIBUTES RESPONSE is generated to indicate that
all attributes from the discover attributes response have been reported.

2.3.5 Attribute Reporting

A cluster client can poll the value of an attribute on the cluster server by sending a
‘read attributes’ request, as described in Section 2.3.2. Alternatively, the server can
issue unsolicited attribute reports to the client using the ‘attribute reporting’ feature (in
which case there is no need for the client to request attribute values).

The attribute reporting mechanism reduces network traffic compared with the polling
method. It also allows a sleeping server to report its attribute values while it is awake.
Attribute reporting is an optional feature and is not supported by all devices.

An ‘attribute report’ (from server to client) can be triggered in one of the following ways:
= by the user application (on the server device)
= automatically (triggered by a change in the attribute value or periodically)

Automatic attribute reporting for an attribute can be enabled and configured remotely
from the client or, for some attributes, locally on the server (see below). If it is required,
automatic attribute reporting must be enabled at compile-time on both the cluster
server and client. Automatic attribute reporting is more fully described in Appendix B.1
and the configuration of attribute reporting is detailed in Appendix B.3.

The ZCL specification states that certain attributes of a cluster must be reportable.
Attribute reporting for these attributes remains optional but can be enabled for the
individual attributes using a flag (E_ZCL_AF_RP) in the attribute definition structure -
see the example code for the On/Off cluster in Section 2.3.1. This defines those
attributes that the cluster server will report by default, known as ‘default reporting’, but
reports on other attributes can be requested/configured by the cluster client.
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»  Note: Attribute reporting configuration data should be
' preserved in Non-Volatile Memory (NVM) to allow
automatic attribute reporting to resume following a reset

of the server device. Persisting this data in NVM is
described in Appendix B.7.

An attribute report can be issued directly by the server application as follows:

= For all reportable attributes using the function eZCL_ReportAllAttributes()

= For an individual reportable attribute using the function
eZCL_ReportAttribute()

Only standard attributes can be reported (this does not include manufacturer-specific
attributes) and only those attributes for which reporting has been enabled. This
method of attribute reporting does not require any configuration, apart from enabling
reports for the desired attributes. In this case, attribute reporting does not need to be
enabled at compile-time on the server, but it still needs to be enabled at compile-time
on the client to allow the client to receive attribute reports.

Sending an attribute report from the server is further described in Appendix B.4 and
receiving an attribute report on the client is described in Appendix B.5.

24

Global Attributes

There are two global attributes that are used in multiple clusters. These attributes are
additions to the ZCL r6 for ZigBee 3.0 and are described below.

ClusterRevision

The ClusterRevision global attribute is mandatory in all clusters. It indicates the
revision of the cluster used by the current instance of the cluster on the local endpoint.
The cluster specification from the ZCL r6 acts as the baseline for the revision
numbering of a cluster - this is revision 1 of the cluster. The cluster revision number is
incremented by one for each subsequent update of the cluster specification. Those
cluster specifications that pre-date the ZCL r6 have assumed revision numbers of 0.
To check that the local cluster instance is interoperable with a remote instance of the
same cluster (perhaps based on a different cluster revision), the ClusterRevision
attribute on the remote node should be read - if the remote cluster instance is based
on an earlier cluster revision that does not support an essential feature, the two cluster
instances will not be interoperable.

AttributeReportingStatus

The AttributeReportingStatus global attribute is optional and used only when
attribute reporting is enabled for the cluster (see Section 2.3.5). Where ‘attribute
report’ messages are generated for multiple attributes, this attribute indicates whether
there are reports pending (0x00) or the reports are complete (0x01).
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2.5 Default Responses

The ZCL provides a default response which is generated in reply to a unicast
command in the following circumstances:

= when there is no other relevant response and the requirement for default
responses has not been disabled on the endpoint that sent the command

= when an error results from a unicast command and there is no other relevant
response, even if the requirement for default responses has been disabled on
the endpoint that sent the command

The default response disable setting is made in the bDisableDefaul tResponse
field of the structure tszZCL_EndPointDefinition detailed in Section 6.1.1. This
setting dictates the value of the ‘disable default response’ bit in messages sent by the
endpoint. The receiving device then uses this bit to determine whether to return a
default response to the source device.

The default response includes the ID of the command that triggered the response and
a status field (see Section 6.1.9). Therefore, in the case of an error, the identity of the
command that caused the error will be contained in the command ID field of the default
response.

Note that the default response can be generated on reception of all commands,
including responses (e.g. a ‘read attributes’ response) but not other default responses.

2.6

Handling Commands for Unsupported Clusters

When a node receives a cluster-specific command or general command for a cluster
that is not supported, the standard method of handling the unsupported command (as
described in the ZCL specification) is for the ZCL to send a ‘default response’
containing the status code E_ZCL_CMDS_UNSUPPORTED_CLUSTER to the
originator of the command. Default responses are described in Section 2.5.

The NXP implementation of the ZCL provides an alternative method for dealing with
commands for unsupported clusters. A user-defined callback function can be
introduced which will be invoked when a command is received for an unsupported
cluster. This function determines whether the application will handle the command and
returns a Boolean value:

= [f the callback function returns TRUE, the ZCL will pass the unsupported
command to the application in an appropriate event. For example, if a Report
Attribute command is received for the Occupancy Sensing cluster which is not
supported by the device but the callback function opts to allow the application
to handle this command, the callback function will return TRUE and the ZCL
will then pass the command to the main application in the event
E_ZCL_CBET_REPORT_INDIVIDUAL_ATTRIBUTE or
E ZCL CBET_REPORT_ATTRIBUTES, as appropriate.

= [f the callback function returns FALSE, the ZCL will handle the unsupported
command in the standard way by sending a default response containing the
status E_ZCL_CMDS_UNSUPPORTED_CLUSTER. The application is not
notified about the received command.
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The prototype for the user-defined callback function is as follows:
bool_t bZCL_OverrideHandlingEntireProfileCmd(uint16 ul6Clusterld);

where ul6Clusterld is the ZigBee identifier of the cluster to which the command
relates.

This callback function can be registered with the ZCL using the function
vZCL_RegisterHandleGeneralCmdCallBack(), detailed in Section 5.1.

2.7

Handling Commands from Other Manufacturers

Every manufacturer of ZigBee Certified Products is allocated a manufacturer code by
the ZigBee Alliance. The manufacturer code for NXP is 0x1037. A manufacturer-
specific command that is sent by a node contains the manufacturer code for the node
manufacturer.

By default, the NXP implementation of the ZCL rejects manufacturer-specific
commands containing manufacturer codes other than NXP’s own code. For a rejected
command, the ZCL sends a ‘default response’ containing the status code
E_ZCL_CMDS_UNSUP_MANUF_CLUSTER_COMMAND to the originator of the
command. Default responses are described in Section 2.5.

However, a mechanism is available to handle multiple manufacturer codes. A user-
defined callback function can be introduced which will be invoked when a
manufacturer-specific command is received containing a non-NXP manufacturer
code. This function determines whether the application will handle the command and
returns a Boolean value:

= |f the callback function returns TRUE, the ZCL will pass the command to the
application in an appropriate event.

m [f the callback function returns FALSE, the ZCL will handle the command with in
the standard way by sending a default response containing the status
E ZCL CMDS_UNSUP_MANUF_CLUSTER_COMMAND. The application is
not notified about the received command.

The prototype for the user-defined callback function is as follows:
bool_t bZCL_IsManufacturerCodeSupported(uint16 ul6ManufacturerCode);
where ul6ManufacturerCode is the manufacturer code in the received command.

This callback function can be registered with the ZCL using the function
vZCL_RegisterCheckForManufCodeCallBack(), detailed in Section 5.1.
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2.8 Bound Transmission Management

ZigBee PRO provides the facility for bound transfers/transmissions. In this case, a
source endpoint on one node is bound to one or more destination endpoints on other
nodes. Data sent from the source endpoint is then automatically transmitted to all the
bound endpoints (without the need to specify destination addresses). The bound
transmission is handled by a Bind Request Server on the source node. Binding, bound
transfers and the Bind Request Server are fully described in the ZigBee 3.0 Stack User
Guide (JN-UG-3113).

Congestion may occur if a new bound transmission is requested while the Bind
Request Server is still busy completing the previous bound transmission (still sending
packets to bound nodes). This causes the new bound transmission to fail. The ZCL
software incorporates a feature for managing bound transmission requests, so not to
overload the Bind Request Server and cause transmissions to fail.

Note: The alternative to using this feature is for the
“ application to re-attempt bound transmissions that fail.

If this feature is enabled and a bound transmission request submitted to the Bind
Request Server fails, the bound transmission APDU is automatically put into a queue.
A one-second scheduler periodically takes the APDU at the head of the queue and
submits it to the Bind Request Server for transmission. If this bound transmission also
fails, the APDU will be returned to the bound transmission queue.

The bound transmission queue has the following properties:
= Number of buffers in the queue
= Size of each buffer, in bytes

The feature is enabled and the above properties are defined at compile-time, as
described below.

Note: If a single APDU does not fit into a single buffer in
“ the queue, it will be stored in multiple buffers (provided

that enough buffers are available).
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Compile-time Options

In order to use the bound transmission management feature, the following definitions
are required in the zcl_options.h file.

Add this line to enable the bound transmission management feature:

#define CLD_BIND SERVER

Add this line to define the number of buffers in the bound transmission queue (in this
example, the queue will contain four buffers):

#define MAX NUM BIND QUEUE_BUFFERS 4

Add this line to define the size, in bytes, of a buffer in the bound transmission queue
(in this example, the buffer size is 60 bytes):

#define MAX PDU BIND QUEUE PAYLOAD SIZE 60

Certain clusters and the ‘attribute reporting’ feature allow APS acknowledgements to
be disabled for bound transmissions. The required definitions are detailed in the
cluster-specific compile-time options.

2.9

Command Discovery

The ZCL provides the facility to discover the commands that a cluster instance on a
remote device can receive and generate. This is useful since an individual cluster
instance may not be able to receive or generate all of the commands that are
theoretically supported by the cluster.

The commands that are supported by a cluster (and that can therefore potentially be
discovered) are defined in a Command Definition table which is enabled in the cluster
definition when Command Discovery is enabled (see Section 6.1.2).

Two ZCL functions are provided to implement the Command Discovery feature (as
indicated in Section 2.9.1 below and fully described in Section 5.3).
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2.9.1 Discovering Command Sets

The commands supported by a remote cluster instance can be discovered as
described below.

Discovering commands that can be received

The commands that can be received by an instance of a cluster on a remote device
can be discovered using the function

eZCL_SendDiscoverCommandReceivedRequest()

This function sends a request to the remote cluster instance, which responds with a
list of commands (identified by their Command IDs). On receiving this response, the
following events are generated on the local device:

= E ZCL_CBET_DISCOVER_INDIVIDUAL_COMMAND_RECEIVED_RESPONSE

This event is generated for each individual command reported in the response.
The reported information is contained in a structure of the type
tsZCL_CommandDiscoveryIndividualResponse (see Section 6.1.17).

= E_ZCL_CBET_DISCOVER_COMMAND RECEIVED RESPONSE
This event is generated after all the above individual events, in order to indicate

the end of these events. The reported information is contained in a structure of
the type tsZCL_ CommandDiscoveryResponse (see Section 6.1.18).

Discovering commands that can be generated

The commands that can be generated by an instance of a cluster on a remote device
can be discovered using the function

eZCL_SendDiscoverCommandGeneratedRequest()

This function sends a request to the remote cluster instance, which responds with a
list of commands (identified by their Command IDs). On receiving this response, the
following events are generated on the local device:

= E_ZCL_CBET_DISCOVER_INDIVIDUAL_COMMAND_GENERATED_RESPONSE

This event is generated for each individual command reported in the response.
The reported information is contained in a structure of the type
tsZCL_CommandDiscoveryIndividualResponse (see Section 6.1.17).

= E ZCL_CBET_DISCOVER_COMMAND_GENERATED_RESPONSE
This event is generated after all the above individual events, in order to indicate

the end of these events. The reported information is contained in a structure of
the type tsZCL CommandDiscoveryResponse (see Section 6.1.18).

Note: The above functions can be called multiple times

' to discover the commands in stages. After each call, the
tsZCL_ CommandDiscoveryResponse structure
contains a Boolean flag which indicates whether there
are more commands to be discovered (see Section

6.1.18). For full details, refer to the function descriptions
in Section 5.3.
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2.9.2 Compile-time Options

If required, the Command Discovery feature must be enabled at compile-time.
To enable the feature, the following must be defined at both the local and remote ends:

#define ZCL_COMMAND DISCOVERY SUPPORTED

To enable the handling of Command Discovery requests and the generation of
responses at the remote end, the following must be defined on the remote device:

#define ZCL_COMMAND RECEIVED DISCOVERY SERVER SUPPORTED
#define ZCL_COMMAND GENERATED DISCOVERY SERVER SUPPORTED

To enable the handling of Command Discovery responses at the local end, the
following must be defined on the local device:

#define ZCL_COMMAND RECEIVED DISCOVERY CLIENT SUPPORTED
#define ZCL_COMMAND GENERATED DISCOVERY CLIENT SUPPORTED
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3. Event Handling

This chapter describes the event handling framework which allows the ZCL to deal
with stack-related and timer-related events (including cluster-specific events).

A stack event is triggered by a message arriving in a message queue and a timer
event is triggered when a software timer expires (for more information on timer events,
refer to Section 5.2).

The event must be wrappedina tsZCL_CallBackEvent structure by the application
(see Section 3.1 below), which then passes this event structure into the ZCL using the
function vZCL_EventHandler(), described in Section 5.1. The ZCL processes the
event and, if necessary, invokes the relevant endpoint callback function. Refer to
Section 3.2 for more details of event processing.

3.1

Event Structure

The tszZCL_CallBackEvent structure, in which an event is wrapped, is as follows:

typedef struct

{

teZCL_CallBackEventType eEventType;

uints8 u8TransactionSequenceNumber;
uints8 u8EndPoint;

teZCL_Status eZCL_Status;

union {

tsZCL_IndividualAttributesResponse sIndividualAttributeResponse;

tsZCL_DefaultResponse sDefaultResponse;
tsZCL_TimerMessage sTimerMessage;
tsZCL_ClusterCustomMessage sClusterCustomMessage;

tsZCL_AttributeReportingConfigurationRecord
sAttributeReportingConfigurationRecord;

tsZCL_AttributeReportingConfigurationResponse
sAttributeReportingConfigurationResponse;

tsZCL_AttributeDiscoveryResponse sAttributeDiscoveryResponse;
tsZCL_AttributeStatusRecord sReportingConfigurationResponse;
tsZCL_ReportAttributeMirror sReportAttributeMirror;

uint32 u32TimerPeriodMs;

tsZCL_CommandDiscoveryIndividualResponse
sCommandsReceivedDiscoveryIndividualResponse;
tsZCL_CommandDiscoveryResponse sCommandsReceivedDiscoveryResponse;
tsZCL_CommandDiscoveryIndividualResponse
sCommandsGeneratedDiscoveryIndividualResponse;
tsZCL_CommandDiscoveryResponse sCommandsGeneratedDiscoveryResponse;
tsZCL_AttributeDiscoveryExtendedResponse
sAttributeDiscoveryExtenedResponse;

}uMessage ;
ZPS_tsAfEvent *pZPSevent;
tsZCL_ClusterInstance *psClusterInstance;

} tsZCL_CallBackEvent;

The fields of this structure are fully described Section 6.2.
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In the tsZCL_CallBackEvent structure, the eEventType field defines the type of
event being posted - the various event types are described in Section 3.3 below. The
union and remaining fields are each relevant to only specific event types.

3.2 Processing Events

This section outlines how the application should deal with stack events and timer
events that are generated externally to the ZCL. A cluster-specific event will initially
arrive as one of these events.

The occurrence of an event in the ZCL queue activates a ZCL user function. The
following actions must then be performed in the application:

1. The task checks whether the event that has occurred is a timer event (timer
messages are collected by a user-defined function).

2. The task sets fields of the event structure t sZCL_CallBackEvent (see
Section 3.1), as follows (all other fields are ignored):

If a timer event, sets the field eEventType to E_ZCL_CBET_TIMER

If a millisecond timer event, sets the field eEvent Type to
E ZCL CBET _TIMER_MS

If a stack event, sets the field eEventType to E_ZCL_ZIGBEE_EVENT
and sets the field pzPSevent to point to the ZPS_tsAfEvent structure
received by the application - this structure is defined in the ZigBee 3.0
Stack User Guide (JN-UG-3113)

3. The task passes this event structure to the ZCL using vZCL_EventHandler()
- the ZCL will then identify the event type (see Section 3.3) and invoke the
appropriate endpoint callback function.

Note: For a cluster-specific event (which arrives as a

' stack event or a timer event), the cluster normally
contains its own event handler which will be invoked by
the ZCL. If the event requires the attention of the
application, the ZCL will replace the eEvent Type field
with E_ZCL_CBET_CLUSTER_CUSTOM and populate
the tsZCL ClusterCustomMessage structure with
the event data. The ZCL will then invoke the user-
defined endpoint callback function to perform any
application-specific event handling that is required.
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3.3 Events

The events that are not cluster-specific are divided into four categories (Input, Read,
Write, General), as shown in the following table. The ‘input events’ originate externally
to the ZCL and are passed into the ZCL for processing (see Section 3.2). The
remaining events are generated as part of this processing.

Note: Cluster-specific events are covered in the chapter
for the relevant cluster.

Category

Event

Input Events

E_ZCL_ZIGBEE_EVENT

E_ZCL_CBET_TIMER

E_ZCL_CBET_TIMER_MS

Read Events

E_ZCL_CBET_READ_REQUEST

E_ZCL_CBET_READ_INDIVIDUAL_ATTRIBUTE_RESPONSE

E_ZCL_CBET_READ_ATTRIBUTES_RESPONSE

Write Events

E_ZCL_CBET_CHECK_ATTRIBUTE_RANGE

E_ZCL_CBET_WRITE_INDIVIDUAL_ATTRIBUTE

E_ZCL_CBET_WRITE_ATTRIBUTES

E_ZCL_CBET_WRITE_INDIVIDUAL_ATTRIBUTE_RESPONSE

E_ZCL_CBET_WRITE_ATTRIBUTES_RESPONSE

General Events

E_ZCL_CBET_LOCK_MUTEX

E_ZCL_CBET_UNLOCK_MUTEX

E_ZCL_CBET_DEFAULT RESPONSE

E_ZCL_CBET_UNHANDLED_EVENT

E_ZCL_CBET_ERROR

E_ZCL_CBET_CLUSTER_UPDATE

Table 12: Events

The above events are described below.
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Input Events

The ‘input events’ are generated externally to the ZCL. Such an event is received by
the application, which wraps the eventin a tsZCL_CallBackEvent structure and
passes it into the ZCL using the function vZCL_EventHandler() - for further details of
event processing, refer to Section 3.2.

» E_ZCL_ZIGBEE_EVENT

All ZigBee PRO stack events to be processed by the ZCL are designated as this
type of event by setting the eEventType field in the tsZCL_CallBackEvent
structure to E_ZCL_ZIGBEE_EVENT.

= E_ZCL_CBET_TIMER

A timer event (indicating that a timer has expired) which is to be processed by
the ZCL is designated as this type of event by setting the eEvent Type field in
the tsZCL_CallBackEvent structure to E_ZCL_CBET_TIMER.

= E_ZCL_CBET_TIMER_MS

A millisecond timer event (indicating that a timer has expired) which is to be
processed by the ZCL is designated as this type of event by setting the
eEventType field in the tszZCL CallBackEvent structure to
E_ZCL_CBET_TIMER_MS.

Read Events

The ‘read events’ are generated as the result of a ‘read attributes’ request (see Section
2.3.2). Some of these events are generated on the remote node and some of them are
generated on the local (requesting) node, as indicated in the table below.

Generated on local node (client): Generated on remote node (server):

E_ZCL_CBET_READ_REQUEST

E_ZCL_CBET_READ_INDIVIDUAL_ATTRIBUTE_RESPONSE

E_ZCL CBET READ _ATTRIBUTES RESPONSE

Table 13: Read Events

The circumstances surrounding the generation of the ‘read events’ are outlined below:
= E ZCL_CBET_READ_REQUEST

When a ‘read attributes’ request has been received and passed to the ZCL (as
a stack event), the ZCL generates the event E_ZCL_CBET_READ_REQUEST
for the relevant endpoint to indicate that the endpoint’s shared device structure
is going to be read. This gives an opportunity for the application to access the
shared structure first, if required - for example, to update attribute values before
they are read. This event may be ignored if the application reads the hardware
asynchronously - for example, driven by a timer or interrupt.

= E_ZCL_CBET_READ_INDIVIDUAL_ATTRIBUTE_RESPONSE

When a ‘read attributes’ response has been received by the requesting node
and passed to the ZCL (as a stack event), the ZCL generates the event
E_ZCL_CBET_READ_INDIVIDUAL_ATTRIBUTE_RESPONSE for each
individual attribute in the response. Details of the attribute are incorporated in
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the structure t sZCL_ReadIndividualAttributesResponse, described in
Section 6.2.

Note that this event is often ignored by the application, while the event
E_ZCL _CBET_READ_ATTRIBUTES_ RESPONSE (see next event) is
handled.

» E_ZCL_CBET_READ_ATTRIBUTES_RESPONSE

When a ‘read attributes’ response has been received by the requesting node
and the ZCL has completed updating the local copy of the shared device
structure, the ZCL generates the event

E_ZCL _CBET_READ_ATTRIBUTES_RESPONSE. The transaction sequence
number and cluster instance fields of the tszZCL_CallBackEvent structure
are used by this event.

Write Events

The ‘write events’ are generated as the result of a ‘write attributes’ request (see
Section 2.3.3). Some of these events are generated on the remote node and some of
them are generated on the local (requesting) node, as indicated in the table below.

Generated on local node (client): Generated on remote node (server):

E_ZCL_CBET_CHECK_ATTRIBUTE_RANGE

E_ZCL_CBET_WRITE_INDIVIDUAL_ATTRIBUTE

E_ZCL_CBET_WRITE_ATTRIBUTES

E_ZCL_CBET_WRITE_INDIVIDUAL_ATTRIBUTE_RESPONSE

E_ZCL CBET WRITE_ATTRIBUTES RESPONSE

Table 14: Write Events

During the process of receiving and processing a ‘write attributes’ request, the
receiving application maintains a tszCL_IndividualAttributesResponse Structure
for each individual attribute in the request:

typedef struct PACK {

uintlé ul6AttributeEnum;
teZCL_ZCLAttributeType eAttributeDataType;
teZCL_ CommandStatus eAttributeStatus;
void *pvAttributeData;
tsZCL AttributeStatus *psAttributeStatus;

} tsZCL_IndividualAttributesResponse;

The uisattributeEnum field identifies the attribute.

The field eattributebataType is set to the ZCL data type of the attribute in the
request, which is checked by the ZCL to ensure that the attribute type in the request
matches the expected attribute type.

The above structure is fully detailed in Section 6.2.
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The circumstances surrounding the generation of the ‘write events’ are outlined below:
s E ZCL_CBET_CHECK_ATTRIBUTE_RANGE

When a ‘write attributes’ request has been received and passed to the ZCL (as
a stack event), for each attribute in the request the ZCL generates the event

E ZCL CBET_CHECK_ATTRIBUTE_RANGE for the relevant endpoint. This
indicates that a ‘write attributes’ request has arrived and gives an opportunity for
the application to do either or both of the following:

check that the attribute value to be written falls within the valid range
(range checking is not performed in the ZCL because the range may
depend on application-specific rules)

decide whether the requested write access to the attribute in the shared
structure will be allowed or disallowed

The value to be written is pointed to by pvAttributeData in the above
structure (note that this does not point to the field of the shared structure
containing this attribute, as the shared structure field still has its existing value).

The attribute status field eAttributeStatus in the above structure is initially
setto E_ ZCL SUCCESS. The application should set this field to
E_ZCL_ERR_ATTRIBUTE_RANGE if the attribute value is out-of-range or to
E_ZCL DENY_ATTRIBUTE_ACCESS if it decides to disallow the write. Also
note the following:

If a conventional ‘write attributes’ request is received and an attribute value
fails the range check or write access to an attribute is denied, this attribute
is left unchanged in the shared structure but other attributes are updated.

If an ‘undivided write attributes’ request is received and any attribute fails
the range check or write access to any attribute is denied, no attribute
values are updated in the shared structure.

» E_ZCL_CBET_WRITE_INDIVIDUAL_ATTRIBUTE

Following an attempt to write an attribute value to the shared structure, the ZCL
generates the event E_ZCL_CBET_WRITE_INDIVIDUAL_ATTRIBUTE for the
relevant endpoint. The field eAttributeStatus in the structure
tszCL_IndividualAttributesResponse indicates to the application whether
the attribute value was updated successfully:

If the write was successful, this status field is left as E_ ZCL _SUCCESS.

If the write was unsuccessful, this status field will have been set to a
suitable error status (see Section 7.1.4).

= E_ZCL_CBET_WRITE_ATTRIBUTES

Once all the attributes in a ‘write attributes’ request have been processed, the
ZCL generates the eventE_ZCL_CBET_WRITE_ATTRIBUTES for the relevant
endpoint.

= E_ZCL_CBET_WRITE_INDIVIDUAL_ATTRIBUTE_RESPONSE

The E_ZCL_CBET_WRITE_INDIVIDUAL_ATTRIBUTE_RESPONSE event is
generated for each attribute that is listed in an incoming ‘write attributes’
response message. Only attributes that have failed to be written are contained
in the message. The field eAttributeStatus of the structure
tsZCL_IndividualAttributesResponse indicates the reason for the failure
(see Section 7.1.4).
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» E_ZCL_CBET_WRITE_ATTRIBUTES_RESPONSE

The E_ZCL_CBET _WRITE_ATTRIBUTES_RESPONSE event is generated
when the parsing of an incoming ‘write attributes’ response message is
complete. This event is particularly useful following a write where all the
attributes have been written without errors since, in this case, no
E_ZCL_CBET_WRITE_INDIVIDUAL_ATTRIBUTE_RESPONSE events will be
generated.

General Events

= E_ZCL_CBET_LOCK_MUTEX and E_ZCL_CBET_UNLOCK_MUTEX

When an application task accesses the shared device structure of an endpoint,
a mutex should be used by the task to protect the shared structure from
conflicting accesses. Thus, the ZCL may need to lock or unlock a mutex in
handling an event - for example, when a “read attributes” request has been
received and passed to the ZCL (as a stack event). In these circumstances, the
ZCL generates the following events:

E ZCL CBET _LOCK MUTEX when a mutex is to be locked
E_ZCL _CBET_UNLOCK_MUTEX when a mutex is to be unlocked

The ZCL will specify one of the above events in invoking the callback function
for the endpoint. Thus, the endpoint callback function must include the
necessary code to lock and unlock a mutex - for further information, refer to
Appendix A.

The locking and unlocking of a mutex are useful if the tasks in the application
are non-cooperative while sharing the same resource. To optimise the code, the
above events will not be generated when the tasks are in a cooperative group.
Tasks are cooperative by default and, if not required, this feature can be
disabled in the zcl_options.h file (see Section 1.3).

= E_ZCL_CBET_DEFAULT_RESPONSE

The E_ZCL_CBET_DEFAULT_RESPONSE event is generated when a ZCL
default response message has been received. These messages indicate that
either an error has occurred or a message has been processed. The payload of
the default response message is contained in the structure
tsZCL DefaultResponseMessage below:
typedef struct PACK {
uint8 u8CommandId;
uint8 u8StatusCode;
} tsZCL_DefaultResponseMessage;
u8CommandId is the ZCL command identifier of the command which triggered
the default response message.

u8StatusCode is the status code from the default response message. It is set
to 0x00 for OK or to an error code defined in the ZCL Specification.

» E_ZCL_CBET_UNHANDLED_EVENT and E_ZCL_CBET_ERROR

The E_ZCL_CBET_UNHANDLED_EVENTandE_ZCL_CBET_ERROR events
indicate that a stack message has been received which cannot be handled by
the ZCL. The *pzPSevent field of the tsZCL CallBackEvent structure
points to the stack event that caused the event.
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= E_ZCL_CBET_CLUSTER_UPDATE

The E_ZCL_CBET_CLUSTER_UPDATE event indicates that one or more
attribute values for a cluster on the local device may have changed.

O

Note: ZCL error events and default responses (see

Section 6.1.9) may be generated when problems occur
in receiving commands. The possible ZCL status codes
contained in the events and responses are detailed in

Section 4.2.
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4. Error Handling

This chapter describes the error handling provision in the NXP implementation of the
ZCL.

4.1 Last Stack Error

The last error generated by the ZigBee PRO stack can be obtained using the ZCL
function eZCL_GetLastZpsError(), described in Section 5.1. The possible returned
errors are listed in the Return/Status Codes chapter of the ZigBee 3.0 Stack User
Guide (JN-UG-3113).

4.2 Error/Command Status on Receiving Command

An error may be generated when a command is received by a device. If receiving a
command results in an error, as indicated by an event of the type
E_ZCL_CBET_ERROR on the device, the following status codes may be used:

® The ZCL status of the event (sZCL_CallBackEvent.eZCL_Status)is setto
one of the error codes detailed in Section 7.2.

= A ‘default response’ (see Section 6.1.9) may be generated which contains one
of the command status codes detailed in Section 7.1.4. This response is sent to
the source node of the received command (and can be intercepted using an
over-air sniffer).

The table below details the error and command status codes that may be generated.
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Error Status (in Event)

Command Status (in Response)

Notes

E_ZCL_ERR_ZRECEIVE_FAIL *

None

A receive error has occurred. This error
is often security-based due to key estab-
lishment not being successfully com-
pleted - ZPS error is
ZPS_APL_APS_E_SECURITY_FAIL.

E_ZCL_ERR_EP_UNKNOWN

E_ZCL_CMDS_SOFTWARE_FAILURE

Destination endpoint for the command is
not registered with the ZCL.

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL_CMDS_UNSUPPORTED_
CLUSTER

Destination cluster for the command is
not registered with the ZCL.

E_ZCL_ERR_SECURITY_
INSUFFICIENT_FOR_CLUSTER

E_ZCL_CMDS_FAILURE

Attempt made to access a cluster using
a packet without the necessary applica-
tion-level (APS) encryption.

None

E_ZCL_CMDS_UNSUP_GENERAL_
COMMAND

Command has no handler enabled in
zcl_options.h file.

E_ZCL_ERR_CUSTOM_COMMAND_
HANDLER_NULL_OR_RETURNED_
ERR

E_ZCL_CMDS_UNSUP_CLUSTER_
COMMAND

Custom command has no registered
handler or its handler has not returned
E_ZCL_SUCCESS.

MENT_CALLBACK_ERROR

E_ZCL_ERR_KEY_ESTABLISH- None Key Establishment cluster has not been
MENT_END_POINT_NOT_FOUND registered correctly.
E_ZCL_ERR_KEY_ESTABLISH- None Key Establishment cluster callback func-

tion has returned an error.

None

E_ZCL_CMDS_MALFORMED _
COMMAND

A received message is incomplete due
to some missing command-specific data.

Table 15: Error and Command Status Codes

* ZigBee PRO stack raises an error which can be retrieved using eZCL_GetLastZpsError().
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Part Il:
Common Resources
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5. ZCL Functions

This chapter details the core functions of the ZCL that may be needed irrespective of

the clusters used. These functions include:
®  General functions - see Section 5.1
® Attribute Access functions - see Section 5.2
= Command Discovery functions - see Section 5.3

5.1 General Functions

This section details a set of general ZCL functions that deal with ZCL initialisation,
endpoint registration, timing, APS acknowledgements, event handling and error

handling:

Function

eZCL _Initialise

eZCL_Register

vZCL_EventHandler

eZCL_Update100mS

vZCL_DisableAPSACK
eZCL_GetlLastZpsError
vZCL_RegisterHandleGeneralCmdCallBack
vZCL_RegisterCheckForManufCodeCallBack

Page
88
89
90
91
92
93
94
95
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eZCL _Initialise

teZCL_Status eZCL _Initialise(
tfpZCL_ZCLCallBackFunction cbCallBack,
PDUM_thAPdu hAPdu);

Description

This function initialises the ZCL. It should be called before registering any endpoints
(using one of the device-specific endpoint registration functions) and before starting
the ZigBee PRO stack.

As part of this function call, you must specify a user-defined callback function that will
be invoked when a ZigBee PRO stack event occurs that is not associated with an
endpoint (the callback function for events associated with an endpoint is specified
when the endpoint is registered using one of the registration functions). This callback
function is defined according to the typedef:

typedef void (* tfpZCL_ZCLCallBackFunction)
(tsZCL_CallBackEvent *pCallBackEvent) ;

You must also provide a pointer to a local pool of Application Protocol Data Units
(APDUs) that will be used by the ZCL to hold messages to be sent and received.

Parameters
cbCallBack Pointer to a callback function to handle stack events that are
not associated with a registered endpoint
hAPdu Pointer to a pool of APDUs for holding messages to be sent
and received
Returns

E_ZCL_SUCCESS
E_ZCL_ERR_HEAP_FAIL
E_ZCL_ERR_PARAMETER_NULL
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eZCL_Register

teZCL_Status eZCL_Register(

tsZCL_EndPointDefinition *psEndPointDefinition);

Description

This function is used to register an endpoint with the ZCL. The function validates the
clusters and corresponding attributes supported by the endpoint, and registers the

endpoint.

The function should only be called to register a custom endpoint (which does not
contain one of the standard ZigBee device types). It should be called for each custom
endpoint on the local node. The function is not required when using a standard
ZigBee device (e.g. On/Off Switch) on an endpoint - in this case, the appropriate

device registration function should be used.

Parameters

Returns

psEndPointDefinition Pointer to tsZCL_EndPointDefinition structure for the

endpoint to be registered (see Section 6.1.1)

E_ZCL_SUCCESS

E_ZCL_FAIL
E_ZCL_ERR_PARAMETER_NULL
E_ZCL_ERR_PARAMETER RANGE
E_ZCL_ERR_HEAP_FAIL
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_EP_UNKNOWN
E_ZCL_ERR_SECURITY_RANGE
E_ZCL_ERR_CLUSTER_0
E_ZCL_ERR_CLUSTER_NULL
E_ZCL_ERR_CLUSTER_NOT_FOUND
E_ZCL_ERR_CLUSTER_ID_RANGE
E_ZCL_ERR_ATTRIBUTES_NULL

E_ZCL_ERR_ATTRIBUTE_TYPE_UNSUPPORTED,

E_ZCL_ERR_ATTRIBUTE_NOT_FOUND,
E_ZCL_ERR_CALLBACK_NULL
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vZCL_EventHandler

void vZCL_EventHandler(
tsZCL_CallBackEvent *psZCLCallBackEvent);

Description

This function should be called when an event (ZigBee stack, peripheral, timer or
cluster event) occurs. The function is used to pass the event to the ZCL. The ZCL will
then process the event, including a call to any necessary callback function.

The event is passed into the function in a t sZCL_CallBackEvent structure, which
the application must fill in - refer to Section 6.2 for details of this structure.

Parameters

psZCLCallBackEvent  Pointertoa tszCL_ CallBackEvent eventstructure (see
Section 6.2) containing the event to process

Returns

None
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eZCL_Update100mS

teZCL_Status eZCL_Update100mS(void);

Description

This function is used to service all the timing needs of the clusters used by the
application and should be called every 100 ms - this can be achieved by using a
100-ms software timer to periodically prompt execution of this function.

The function calls the external user-defined function vidEffectTick(), which can be
used to implement an identify effect on the node. This function must be defined in the
application, irrespective of whether identify effects are needed (and thus, may be
empty). The function prototype is:

void vIdEffectTick (void)

Parameters

Returns

None

E_ZCL_SUCCESS
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vZCL_DisableAPSACK

void vZCL_DisableAPSACK(bool_t bDisableAPSACK);

Description

This function can be used to enable/disable the request of an APS acknowledgement
when a ZCL command is sent. APS acknowledgements are enabled by default.

Parameters
bDisableAPSACK Enable or disable APS acknowledgement requests:
TRUE - Disable requests of APS acknowledgements
FALSE - Enable requests of APS acknowledgements
Returns
None
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eZCL_GetLastZpsError

ZPS_teStatus eZCL_GetLastZpsError(void);

Description

This function returns the last error code generated by the ZigBee PRO stack when
accessed from the ZCL.

For example, if a call to the On/Off cluster function eCLD_OnOffCommandSend()
returns E_ZCL_ERR_ZTRANSMIT_FAIL (because the ZigBee PRO API function
that was used to transmit the command failed), the eZCL_GetLastZpsError()
function can be called to obtain the return code from the ZigBee PRO stack.

Note that the error code is not updated on a successful call to the ZigBee PRO stack.
Also, there is only a single instance of the error code, so subsequent errors will over-
write the current value.

Note: If an error occurs when a command is received, an

' event of type E_ZCL_CBET_ERROR is generated on the
receiving node. A ‘default response’ may also be returned to
the source node of the received command. The possible ZCL
status codes in the error event and in the default response are

detailed in Section 4.2.

Parameters

None

Returns

The error code of the last ZigBee PRO stack error - see the Return/Status Codes
chapter of the ZigBee 3.0 Stack User Guide (JN-UG-3113)
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vZCL_RegisterHandleGeneralCmdCallBack

void vZCL_RegisterHandleGeneralCmdCallBack(void *fnPtr);

Description

This function is used to register an optional user-defined callback function that will be
invoked when a cluster-specific or general command is received for a cluster that is
not supported on the local device.

The purpose of the registered callback function is to determine whether the
application will handle the unsupported command. The prototype of the callback
function is as follows:

bool_t bZCL_OverrideHandlingEntireProfileCmd(uint16 ul6Clusterid);

where ul6Clusterld is the ZigBee identifier of the cluster to which the command
relates. The function returns a Boolean value, which is TRUE if the main application
will handle the command and FALSE if the ZCL will handle the command:

® |f the function returns TRUE, the ZCL will pass the command to the main application in
an appropriate event.

® |f the function returns FALSE, the ZCL will send a ‘default response’ containing the
status E_ZCL_CMDS_UNSUPPORTED_CLUSTER to the originator of the command
(this is also the standard way of handling a command for an unsupported cluster when
a callback function has not been registered).

For more information on handling commands for unsupported clusters, refer to
Section 2.6.

Parameters

fnPtr Pointer to user-defined callback function to be registered

Returns

None
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vZCL_RegisterCheckForManufCodeCallBack

void vZCL_RegisterCheckForManufCodeCallBack(void *fnPtr);

Description

This function is used to register an optional user-defined callback function that will be
invoked when a manufacturer-specific command is received containing a
manufacturer code other than NXP’s own code (0x1037).

The purpose of the registered callback function is to determine whether the
application will handle a received command with a given manufacturer code. The
prototype of the callback function is as follows:

bool_t bZCL _IsManufacturerCodeSupported(uint16 ul6ManufacturerCode);

where ul6ManufacturerCode is the manufacturer code contained in the received
command. The function returns a Boolean value, which is TRUE if the main
application will handle the command and FALSE if the ZCL will handle the command:

® |f the function returns TRUE, the ZCL will pass the command to the main application in
an appropriate event.

® [f the function returns FALSE, the ZCL will send a ‘default response’ containing the
status E_ZCL_CMDS_UNSUP_MANUF_CLUSTER_COMMAND to the originator of
the command (this is also the standard way of handling a command with a non-NXP
manufacturer code when a callback function has not been registered).

For more information on handling manufacturer-specific commands containing
non-NXP manufacturer codes, refer to Section 2.7.

Parameters

Returns

fnPtr Pointer to user-defined callback function to be registered

None
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5.2 Attribute Access Functions

The following functions are provided in the ZCL for accessing cluster attributes on a

remote device:

Function Page
eZCL_SendReadAttributesRequest 97
eZCL_SendWriteAttributesRequest 99
eZCL_SendWriteAttributesNoResponseRequest 101
eZCL_SendWriteAttributesUndividedRequest 103
eZCL_SendDiscoverAttributesRequest 105
eZCL_SendDiscoverAttributesExtendedRequest 107
eZCL_SendConfigureReportingCommand 109
eZCL_SendReadReportingConfigurationCommand 111
eZCL_ReportAllAttributes 113
eZCL_ReportAttribute 114
eZCL_CreatelLocalReport 115
eZCL_SetReportableFlag 116
vZCL_SetDefaultReporting 117
eZCL_HandleReadAttributesResponse 118
eZCL_ReadLocalAttributeValue 119
eZCL_WriteLocalAttributeValue 121
eZCL_OverrideClusterControlFlags 123
eZCL_SetSupportedSecurity 124

O

Note: In addition to the general function
eZCL_SendReadAttributesRequest(), there are
cluster-specific ‘read attributes’ functions for some
clusters.
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eZCL_SendReadAttributesRequest

teZCL_Status eZCL_SendReadAttributesRequest(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
uint16 ul6Clusterld,
bool_t bDirectionlsServerToClient,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
uint8 u8NumberOfAttributesinRequest,
bool_t bisManufacturerSpecific,
uint16 ul6ManufacturerCode,
uint16 *pulbAttributeRequestList);

Description

This function can be used to send a ‘read attributes’ request to a cluster on a remote
endpoint. Note that read access to cluster attributes on the remote node must be
enabled at compile-time as described in Section 1.3.

You must specify the endpoint on the local node from which the request is to be sent.

You must also specify the address of the destination node, the destination endpoint
number and the cluster from which attributes are to be read. It is possible to use this
function to send a request to bound endpoints or to a group of endpoints on remote
nodes - in the latter case, a group address must be specified. Note that when sending
requests to multiple endpoints through a single call to this function, multiple
responses will subsequently be received from the remote endpoints.

The function allows you to read selected attributes from the remote cluster. You are
required to specify the number of attributes to be read and to identify the required
attributes by means of an array of identifiers - this array must be created by the
application (the memory space for the array only needs to persist for the duration of
this function call). The attributes can be from the relevant ZigBee cluster specification
or manufacturer-specific.

You are also required to provide a pointer to a location to receive a Transaction
Sequence Number (TSN) for the request. The TSN in the response will be set to
match the TSN in the request, allowing an incoming response to be paired with a
request. This is useful when sending more than one request to the same destination
endpoint.

On receiving the ‘read attributes’ response, the obtained attribute values are
automatically written to the local copy of the shared device structure for the remote
device and an E_ZCL_CBET_READ_INDIVIDUAL_ATTRIBUTE_RESPONSE
event is then generated for each attribute updated. Note that the response may not
contain values for all requested attributes. Finally, once all received attribute values
have been parsed, the event E ZCL_CBET_READ_ATTRIBUTES_RESPONSE is
generated.
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Parameters

u8SourceEndPointld Number of the local endpoint through which the
request will be sent

u8DestinationEndPointld Number of the remote endpoint to which the
request will be sent. Note that this parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

ul6Clusterld Identifier of the cluster to be read (see the
macros section in the cluster header file)

bDirectionlsServerToClient Direction of request:

TRUE: Cluster server to client
FALSE: Cluster client to server

psDestinationAddress Pointer to a structure (see Section 6.1.4)
containing the address of the remote node to
which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to store the Transaction
Sequence Number (TSN) of the request

u8NumberOfAttributesinRequest Number of attributes to be read

blsManufacturerSpecific Indicates whether attributes are manufacturer-
specific or defined in the relevant ZigBee cluster:
TRUE: Attributes are manufacturer-specific
FALSE: Attributes are from ZigBee cluster

ul6ManufacturerCode ZigBee Alliance code for the manufacturer that
defined proprietary attributes (set to zero if
attributes are from the ZigBee cluster - that is, if
blsManufacturerSpecific is set to FALSE)

pul6AttributeRequestList Pointer to an array which lists the attributes to be
read. The attributes are identified by means of
enumerations (listed in the ‘Enumerations’
section of each cluster-specific chapter)

Returns

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_ATTRIBUTES_0
E_ZCL_ERR_ZBUFFER_FAIL
E_ZCL_ERR_ZTRANSMIT_FAIL
E_ZCL_FAIL
E_ZCL_ERR_EP_UNKNOWN
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eZCL_SendWriteAttributesRequest

teZCL_Status eZCL_SendWriteAttributesRequest(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
uint16 ul6Clusterld,
bool_t bDirectionlsServerToClient,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
uint8 u8NumberOfAttributesinRequest,
bool_t bisManufacturerSpecific,
uint16 ul6ManufacturerCode,
tsZCL_WriteAttributeRecord *pul6AttributeRequestList);

Description

This function can be used to send a ‘write attributes’ request to a cluster on a remote
endpoint. The function also demands a ‘write attributes’ response from the remote
endpoint, listing any attributes that could not be updated (see below). Note that write
access to cluster attributes on the remote node must be enabled at compile-time as
described in Section 1.3.

You must specify the endpoint on the local node from which the request is to be sent.

You must also specify the address of the destination node, the destination endpoint
number and the cluster to which attributes are to be written. It is possible to use this
function to send a request to bound endpoints or to a group of endpoints on remote
nodes - in the latter case, a group address must be specified. Note that when sending
requests to multiple endpoints through a single call to this function, multiple
responses will subsequently be received from the remote endpoints.

The function allows you to write selected attributes to the remote cluster. You are
required to specify the number of attributes to be written and to identify the required
attributes by means of an array of identifiers - this array must be created by the
application (the memory space for the array only needs to be valid for the duration of
this function call). The attributes can be from the relevant ZigBee cluster specification
or manufacturer-specific

You are also required to provide a pointer to a location to receive a Transaction
Sequence Number (TSN) for the request. The TSN in the response will be set to
match the TSN in the request, allowing an incoming response to be paired with a
request. This is useful when sending more than one request to the same destination
endpoint.

Following a ‘write attributes’ response from the remote endpoint, the event
E_ZCL_CBET_WRITE_INDIVIDUAL_ATTRIBUTE_RESPONSE is generated for
each attribute that was not successfully updated on the remote endpoint. Finally, the
event E_ZCL_CBET_WRITE_ATTRIBUTES_RESPONSE is generated when
processing of the response is complete. If required, these events can be handled in
the user-defined callback function which is specified when the (requesting) endpoint
is registered using the endpoint registration function for the device type.
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Parameters

u8SourceEndPointld Number of the local endpoint through which the
request will be sent

u8DestinationEndPointld Number of the remote endpoint to which the
request will be sent. Note that this parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

ul6Clusterld Identifier of the cluster to be written to (see the
macros section in the cluster header file)

bDirectionlsServerToClient Direction of request:

TRUE: Cluster server to client
FALSE: Cluster client to server

psDestinationAddress Pointer to a structure (see Section 6.1.4)
containing the address of the remote node to
which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to store the Transaction
Sequence Number (TSN) of the request

u8NumberOfAttributesinRequest Number of attributes to be written

blsManufacturerSpecific Indicates whether attributes are manufacturer-
specific or as defined in relevant ZigBee cluster:
TRUE: Attributes are manufacturer-specific
FALSE: Attributes are from ZigBee cluster

ul6ManufacturerCode ZigBee Alliance code for the manufacturer that
defined proprietary attributes (set to zero if
attributes are from the ZigBee cluster - that is, if
blsManufacturerSpecific is set to FALSE)

pul6AttributeRequestList Pointer to an array of structures containing the
attribute data to be written (see Section 6.1.21)

Returns

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_ATTRIBUTES_0
E_ZCL_ERR_ZBUFFER_FAIL
E_ZCL_ERR_ZTRANSMIT_FAIL
E_ZCL_FAIL
E_ZCL_ERR_EP_UNKNOWN
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eZCL_SendWriteAttributesNoResponseRequest

teZCL_Status
eZCL_SendWriteAttributesNoResponseRequest(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
uint16 ul6Clusterld,
bool_t bDirectionlsServerToClient,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
uint8 uBNumberOfAttributesinRequest,
bool_t biIsManufacturerSpecific,
uint16 ul6ManufacturerCode,
tsZCL_WriteAttributeRecord *pul6AttributeRequestList);

Description

This function can be used to send a ‘write attributes’ request to a cluster on a remote
endpoint without requiring a response. If you need a response to your request, use
the function eZCL_SendWriteAttributesRequest() instead. Note that write access
to cluster attributes on the remote node must be enabled at compile-time as
described in Section 1.3.

You must specify the endpoint on the local node from which the request is to be sent.

You must also specify the address of the destination node, the destination endpoint
number and the cluster to which attributes are to be written. It is possible to use this
function to send a request to bound endpoints or to a group of endpoints on remote
nodes - in the latter case, a group address must be specified.

The function allows you to write selected attributes to the remote cluster. You are
required to specify the number of attributes to be written and to identify the required
attributes by means of an array of identifiers - this array must be created by the
application (the memory space for the array only needs to be valid for the duration of
this function call). The attributes can be from the relevant ZigBee cluster specification
or manufacturer-specific

You are also required to provide a pointer to a location to receive a Transaction
Sequence Number (TSN) for the request.

Parameters

u8SourceEndPointld Number of the local endpoint through which the
request will be sent

u8DestinationEndPointld Number of the remote endpoint to which the
request will be sent. Note that this parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

ul6Clusterld Identifier of the cluster to be written to (see the
macros section in the cluster header file)

bDirectionlsServerToClient Direction of request:

TRUE: Cluster server to client
FALSE: Cluster client to server
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psDestinationAddress Pointer to a structure (see Section 6.1.4)
containing the address of the remote node to
which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to store the Transaction
Sequence Number (TSN) of the request

u8NumberOfAttributesInRequest Number of attributes to be written

blsManufacturerSpecific Indicates whether attributes are manufacturer-
specific or as defined in relevant ZigBee cluster:
TRUE: Attributes are manufacturer-specific
FALSE: Attributes are from ZigBee cluster

ul6ManufacturerCode ZigBee Alliance code for the manufacturer that
defined proprietary attributes (set to zero if
attributes are from the ZigBee cluster - that is, if
blsManufacturerSpecific is set to FALSE)

pul6AttributeRequestList Pointer to an array of structures containing the
attribute data to be written (see Section 6.1.21).

Returns

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_ATTRIBUTES_0
E_ZCL_ERR_ZBUFFER_FAIL
E_ZCL_ERR_ZTRANSMIT_FAIL
E_ZCL_FAIL
E_ZCL_ERR_EP_UNKNOWN
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eZCL_SendWriteAttributesUndividedRequest

teZCL_Status eZCL_SendWriteAttributesUndividedRequest(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
uint16 ul6Clusterld,
bool_t bDirectionisServerToClient,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
uint8 u8NumberOfAttributesinRequest,
bool_t bisManufacturerSpecific,
uint16 ul6ManufacturerCode,
tsZCL_WriteAttributeRecord *pul6AttributeRequestList);

Description

This function can be used to send an ‘undivided write attributes’ request to a cluster
on a remote endpoint. This requests that all the specified attributes are updated on
the remote endpoint or none at all - that is, if one of the attributes cannot be written
then none of them are updated. The function also demands a ‘write attributes’
response from the remote endpoint, indicating success or failure. Note that write
access to cluster attributes on the remote node must be enabled at compile-time as
described in Section 1.3.

You must specify the endpoint on the local node from which the request is to be sent.

You must also specify the address of the destination node, the destination endpoint
number and the cluster to which attributes are to be written. It is possible to use this
function to send a request to bound endpoints or to a group of endpoints on remote
nodes - in the latter case, a group address must be specified. Note that when sending
requests to multiple endpoints through a single call to this function, multiple
responses will subsequently be received from the remote endpoints.

The function allows you to write selected attributes to the remote cluster. You are
required to specify the number of attributes to be written and to identify the required
attributes by means of an array of identifiers - this array must be created by the
application (the memory space for the array only needs to be valid for the duration of
this function call). The attributes can be from the relevant ZigBee cluster specification
or manufacturer-specific

You are also required to provide a pointer to a location to receive a Transaction
Sequence Number (TSN) for the request. The TSN in the response will be set to
match the TSN in the request, allowing an incoming response to be paired with a
request. This is useful when sending more than one request to the same destination
endpoint.

Following a ‘write attributes’ response from the remote endpoint, the event

E _ZCL CBET _WRITE_ATTRIBUTES RESPONSE is generated to indicate
success or failure. This event can be handled in the user-defined callback function
which is specified when the (requesting) endpoint is registered using the appropriate
endpoint registration function for the device type.
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Parameters

u8SourceEndPointld Number of the local endpoint through which the
request will be sent

u8DestinationEndPointld Number of the remote endpoint to which the
request will be sent. Note that this parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

ul6Clusterld Identifier of the cluster to be written to (see the
macros section in the cluster header file)

bDirectionlsServerToClient Direction of request:

TRUE: Cluster server to client
FALSE: Cluster client to server

psDestinationAddress Pointer to a structure (see Section 6.1.4)
containing the address of the remote node to
which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to store the Transaction
Sequence Number (TSN) of the request

u8NumberOfAttributesinRequest Number of attributes to be written

blsManufacturerSpecific Indicates whether attributes are manufacturer-
specific or as defined in relevant ZigBee cluster:
TRUE: Attributes are manufacturer-specific
FALSE: Attributes are from ZigBee cluster

ul6ManufacturerCode ZigBee Alliance code for the manufacturer that
defined proprietary attributes (set to zero if
attributes are from the ZigBee cluster - that is, if
blsManufacturerSpecific is set to FALSE)

pul6AttributeRequestList Pointer to an array of structures containing the
attribute data to be written (see Section 6.1.21)

Returns

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_ATTRIBUTES_0
E_ZCL_ERR_ZBUFFER_FAIL
E_ZCL_ERR_ZTRANSMIT_FAIL
E_ZCL_FAIL
E_ZCL_ERR_EP_UNKNOWN
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eZCL_SendDiscoverAttributesRequest

teZCL_Status eZCL_SendDiscoverAttributesRequest(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
uint16 ul6Clusterld,
bool_t bDirectionlsServerToClient,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
uint16 ul6Attributeld,
bool_t bisManufacturerSpecific,
uint16 ul6ManufacturerCode,
uint8 u8MaximumNumberOfldentifiers);

Description

This function can be used to send a ‘discover attributes’ request to a cluster (normally
a cluster server) on a remote device. The range of attributes of interest (within the
standard set of cluster attributes) must be defined by specifying the identifier of the
‘start’ attribute and the number of attributes in the range. The function will return
immediately and the results of the request will later be received in a ‘discover
attributes’ response.

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

On receiving the ‘discover attributes’ response, the event
E_ZCL_CBET_DISCOVER_INDIVIDUAL_ATTRIBUTE_RESPONSE

is generated for each attribute reported in the response. Therefore, multiple events
will normally result from a single function call (‘discover attributes’ request). Following
the event for the final attribute reported, the event

E_ZCL_CBET_DISCOVER_ATTRIBUTES_RESPONSE

is generated to indicate that all attributes from the discover attributes response have
been reported.

Attribute discovery is fully described in Section 2.3.4.

Parameters

u8SourceEndPointld Number of the local endpoint through which the
request will be sent

u8DestinationEndPointld Number of the remote endpoint to which the
request will be sent

ul6Clusterld Identifier of the cluster to be queried (see the
macros section in the cluster header file)

bDirectionlsServerToClient Direction of request:

TRUE: Cluster server to client
FALSE: Cluster client to server
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psDestinationAddress Pointer to a structure (see Section 6.1.4)
containing the address of the remote node to
which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to store the Transaction
Sequence Number (TSN) of the request

ul6Attributeld Identifier of ‘start’ attribute of interest

blsManufacturerSpecific Indicates whether attributes are manufacturer-
specific or as defined in relevant ZigBee cluster:
TRUE: Attributes are manufacturer-specific
FALSE: Attributes are from ZigBee cluster

ul6ManufacturerCode ZigBee Alliance code for the manufacturer that
defined proprietary attributes (set to zero if
attributes are from the ZigBee cluster - that is, if
blsManufacturerSpecific is set to FALSE)

u8MaximumNumberOfldentifiers Number of attributes in attribute range of interest
(maximum number of attributes to report in
response)

Returns

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_ATTRIBUTES_0
E_ZCL_ERR_ZBUFFER_FAIL
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eZCL_SendDiscoverAttributesExtendedRequest

teZCL_Status
eZCL_SendDiscoverAttributesExtendedRequest(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
uint16 ul6Clusterld,
bool_t bDirectionIsServerToClient,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
uint16 ul6Attributeld,
bool_t bisManufacturerSpecific,
uint16 ul6ManufacturerCode,
uint8 u8MaximumNumberOfldentifiers);

Description

This function can be used to send a ‘discover attributes extended’ request to a cluster
(normally a cluster server) on a remote device. The range of attributes of interest
(within the standard set of cluster attributes) must be defined by specifying the
identifier of the ‘start’ attribute and the number of attributes in the range. The function
will return immediately and the results of the request will later be received in a
‘discover attributes extended’ response.

Note: An ‘extended’ attribute discovery is similar to a normal
attribute discovery except the accessibility of each attribute is
additionally indicated as being ‘read’, ‘write’ or ‘reportable’.

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

On receiving the ‘discover attributes extended’ response, the event
E_ZCL_CBET_DISCOVER_INDIVIDUAL_ATTRIBUTE_EXTENDED_RESPONSE

is generated for each attribute reported in the response. Therefore, multiple events
will normally result from a single function call (‘discover attributes extended’ request).
Within this event, the details of the reported attribute are contained in a structure of
the type tsZCL_AttributeDiscoveryExtendedResponse (see Section
6.1.11).

Following the event for the final attribute reported, the event
E_ZCL_CBET_DISCOVER_ATTRIBUTES_EXTENDED_RESPONSE

is generated to indicate that all attributes from the discover attributes extended
response have been reported.

Extended attribute discovery is fully described in Appendix C.
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Parameters
u8SourceEndPointld Number of the local endpoint through which the
request will be sent
u8DestinationEndPointld Number of the remote endpoint to which the
request will be sent
ul6Clusterld Identifier of the cluster to be queried (see the
macros section in the cluster header file)
bDirectionlsServerToClient Direction of request:
TRUE: Cluster server to client
FALSE: Cluster client to server
psDestinationAddress Pointer to a structure (see Section 6.1.4)

Returns

containing the address of the remote node to

which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to store the Transaction
Sequence Number (TSN) of the request

ul6Attributeld Identifier of ‘start’ attribute of interest

blsManufacturerSpecific Indicates whether attributes are manufacturer-
specific or as defined in relevant ZigBee cluster:
TRUE: Attributes are manufacturer-specific
FALSE: Attributes are from ZigBee cluster

ul6ManufacturerCode ZigBee Alliance code for the manufacturer that
defined proprietary attributes (set to zero if
attributes are from the ZigBee-defined cluster -
that is, if blsManufacturerSpecific is set to

FALSE)

u8MaximumNumberOfldentifiers Number of attributes in attribute range of interest
(maximum number of attributes to report in

response)

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_ATTRIBUTES_0
E_ZCL_ERR_ZBUFFER_FAIL
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eZCL_SendConfigureReportingCommand

teZCL_Status eZCL_SendConfigureReportingCommand(

uint8 u8SourceEndPointld,

uint8 u8DestinationEndPointld,

uint16 ul6Clusterld,

bool_t bDirectionIsServerToClient,

tsZCL_Address *psDestinationAddress,

uint8 *pu8TransactionSequenceNumber,

uint8 u8NumberOfAttributesinRequest,

bool_t bisManufacturerSpecific,

uint16 ul6ManufacturerCode,

tsZCL_AttributeReportingConfigurationRecord
*psAttributeReportingConfigurationRecord);

Description

This function can be used on a cluster client to send a ‘configure reporting’ command
to a cluster server, in order to request automatic reporting to be configured for a set
of attributes. The configuration information is provided to the function in an array of
structures, where each structure contains the configuration data for a single attribute.
The function will return immediately and the results of the request will later be
received in a ‘configure reporting’ response.

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

On receiving the ‘configure reporting’ response, the event
E_ZCL_CBET_REPORT_INDIVIDUAL_ATTRIBUTES_CONFIGURE_RESPONSE iS generated for each
attribute in the response. Therefore, multiple events will normally result from a single
function call (‘configure reporting’ command). If on receiving this event, the
eZCL_Status of callback is set to E_zcL_RESTORE_DEFAULT_REPORT_CONFIGURATION,
application should restore default reporting configuration. Following the event for the
final attribute, the event. If on receiving this event, the eZCL_Status of callback is set
to E_zCL RESTORE_DEFAULT_REPORT_CONFIGURATION, application should restore default
reporting configuration.

E_ZCL_CBET_REPORT_ATTRIBUTES_CONFIGURE_RESPONSE

If on receiving this event, the eZCL_Status of callback is set to
E_ZCL_RESTORE_DEFAULT_REPORT_CONFIGURATION, application should restore default
reporting configuration.

Note: In order for automatic reporting to be successfully
configured for an attribute using this function, the ‘reportable
flag’ for the attribute must have been set on the cluster server
using the function eZCL_SetReportableFlag().

Attribute reporting is fully described in Appendix B.
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Parameters

u8SourceEndPointld Number of the local endpoint through which the
request will be sent

u8DestinationEndPointld Number of the remote endpoint to which the
request will be sent

ul6Clusterld Identifier of the cluster to be configured (see the
macros section in the cluster header file)

bDirectionlsServerToClient Direction of request:

TRUE: Cluster server to client
FALSE: Cluster client to server

psDestinationAddress Pointer to a structure (see Section 6.1.4)
containing the address of the remote node to
which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to store the Transaction
Sequence Number (TSN) of the request

u8NumberOfAttributesinRequest Number of attributes for which reporting is to be
configured as a result of the request

blsManufacturerSpecific Indicates whether attributes are manufacturer-
specific or as defined in relevant ZigBee cluster:
TRUE: Attributes are manufacturer-specific
FALSE: Attributes are from ZigBee cluster

ul6ManufacturerCode ZigBee Alliance code for the manufacturer that
defined proprietary attributes (set to zero if
attributes are from the ZigBee cluster - that is, if
blsManufacturerSpecific is set to FALSE)

psAttributeReportingConfigurationRecord

Pointer to array of structures, where each
structure contains the attributing reporting
configuration data for a single attribute (see
Section 6.1.5)

Returns

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_ATTRIBUTES_0
E_ZCL_ERR_ZBUFFER_FAIL
E_ZCL_ERR_ZTRANSMIT_FAIL
E_ZCL_FAIL
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eZCL_SendReadReportingConfigurationCommand

teZCL_Status
eZCL_SendReadReportingConfigurationCommand(

uint8 u8SourceEndPointld,

uint8 u8DestinationEndPointld,

uint16 ul6Clusterld,

bool_t bDirectionIsServerToClient,

tsZCL_Address *psDestinationAddress,

uint8 *pu8TransactionSequenceNumber,

uint8 u8NumberOfAttributesinRequest,

bool_t bisManufacturerSpecific,

uint16 ul6ManufacturerCode,

tsZCL_AttributeReadReportingConfigurationRecord

*psAttributeReadReportingConfigurationRecord);

Description

This function can be used on a cluster client to send a ‘read reporting configuration’
command to a cluster server, in order to request the attribute reporting configuration
data for a set of attributes. For each attribute, configuration data can be requested
relating to either sending or receiving an attribute report. The required configuration
data is specified to the function in an array of structures, where each structure
contains the requirements for a single attribute. The function will return immediately
and the results of the request will later be received in a ‘read reporting configuration’
response.

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

On receiving the ‘read reporting configuration’ response, the event
E_ZCL_CBET_REPORT_READ_INDIVIDUAL_ATTRIBUTE_CONFIGURATION_RESPONSE

is generated for each attribute in the response. Therefore, multiple events will
normally result from a single function call (‘read reporting configuration’ command).
Following the event for the final attribute reported, the event

E_ZCL_CBET_REPORT_READ_ATTRIBUTE_CONFIGURATION_RESPONSE

is generated to indicate that the configuration outcomes for all the attributes from the
‘configure reporting’ command have been reported.

Attribute reporting is fully described in Appendix B.

Parameters
u8SourceEndPointld Number of the local endpoint through which the
request will be sent
u8DestinationEndPointld Number of the remote endpoint to which the
request will be sent.
ul6Clusterld Identifier of the cluster containing the attributes

(see the macros section in the cluster header file)
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bDirectionlsServerToClient Direction of request:
TRUE: Cluster server to client
FALSE: Cluster client to server

psDestinationAddress Pointer to a structure (see Section 6.1.4)
containing the address of the remote node to
which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to store the Transaction
Sequence Number (TSN) of the request

u8NumberOfAttributesinRequest Number of attributes for which reporting is to be
configured as a result of the request

blsManufacturerSpecific Indicates whether attributes are manufacturer-
specific or as defined in relevant ZigBee cluster:
TRUE: Attributes are manufacturer-specific
FALSE: Attributes are from ZigBee cluster

ul6éManufacturerCode ZigBee Alliance code for the manufacturer that
defined proprietary attributes (set to zero if
attributes are from the ZigBee cluster - that is, if
blsManufacturerSpecific is set to FALSE)

psAttributeReportingConfigurationRecord

Pointer to array of structures, where each
structure indicates the required configuration
data for a single attribute (see Section 6.1.7)

Returns

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_ATTRIBUTES_0
E_ZCL_ERR_ZBUFFER_FAIL
E_ZCL_ERR_ZTRANSMIT_FAIL
E_ZCL_FAIL
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eZCL_ReportAllAttributes

teZCL_Status eZCL_ReportAllAttributes(
tsZCL_Address *psDestinationAddress,
uint16 ul6ClusterliD,
uint8 u8SrcEndPoint,
uint8 u8DestEndPoint,
PDUM_thAPdulnstance hAPdulnst);

Description

This function can be used on the cluster server to issue an attribute report for all the
reportable attributes on the server. Only the standard attributes are reported - this
does not include manufacturer-specific attributes.

Use of this function requires no special configuration on the cluster server but the
target client must be enabled to receive attribute reports (via the compile-time option
ZCL_ATTRIBUTE_REPORTING_CLIENT_SUPPORTED - see Appendix B.3.1).

After this function has been called and before the attribute report is sent, the event
E_ZCL_CBET_REPORT_REQUEST is generated on the server, allowing the
application to update the attribute values in the shared structure, if required.

Attribute reporting is fully described in Appendix B.

Parameters

psDestinationAddress Pointer to a structure (see Section 6.1.4)
containing the address of the remote node to
which the attribute report will be sent

ul6ClusterlD Identifier of the cluster containing the attributes to
be reported (see the macros section in the
cluster header file)

u8SrcEndPoint Number of endpoint on server from which
attribute report will be sent

u8DestEndPoint Number of endpoint on target client to which
attribute report will be sent

hAPdulnst Handle of APDU instance that will contain the

attribute report

Returns
E_ZCL_SUCCESS
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eZCL_ReportAttribute

teZCL_Status eZCL_ReportAttribute(

uint16 ul6ClusterlD,
uint16 ul6AttributelD,
uint8 u8SrcEndPoint,
uint8 u8DestEndPoint,

tsZCL_Address *psDestinationAddress,

PDUM_thAPdulnstance hAPdulnst);

Description

This function can be used on the cluster server to issue an attribute report for an
individual reportable attribute on the server. Only a standard attribute can be

reported - a manufacturer-specific attribute cannot be reported.

Use of this function requires no special configuration on the cluster server but the
target client must be enabled to receive attribute reports (via the compile-time option
ZCL_ATTRIBUTE_REPORTING_CLIENT_SUPPORTED - see Appendix B.3.1).

After this function has been called and before the attribute report is sent, the event
E_ZCL_CBET_REPORT_REQUEST is generated on the server, allowing the
application to update the attribute value in the shared structure, if required.

Attribute reporting is fully described in Appendix B.

Parameters

Returns

psDestinationAddress

Pointer to a structure (see Section 6.1.4)

containing the address of the remote node to

which the attribute report will be sent

ul6ClusterlD Identifier of the cluster containing the attribute to
be reported (see the macros section in the

cluster header file)
ul6AttributelD Identifier of the attribute to be reported

u8SrcEndPoint Number of endpoint on server from which

attribute report will be sent

u8DestEndPoint Number of endpoint on target client to which

attribute report will be sent

hAPdulnst Handle of APDU instance that will contain the

attribute report

E_ZCL_SUCCESS
E_ZCL_ERR_ATTRIBUTE_NOT_FOUND
E_ZCL_ERR_ATTRIBUTE_NOT_REPORTABLE
E_ZCL_ERR_ZBUFFER_FAIL
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_CLUSTER_NOT_FOUND
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eZCL_CreateLocalReport

teZCL_Status eZCL_CreateLocalReport(
uint8 u8SourceEndPointld,
uint16 ul6Clusterld,
bool_t bManufacturerSpecific,
bool_t bisServerAttribute,
tsZCL_AttributeReportingConfigurationRecord
*psAttributeReportingConfigurationRecord);

Description

This function can be used on a cluster server during a ‘cold start’ to register attribute
reporting configuration data (with the ZCL) that has been retrieved from Non-Volatile
Memory (NVM) using the JCU Persistent Data Manager (PDM). Each call of the
function registers the Attribute Reporting Configuration Record for a single attribute.
This configuration record is supplied to the function in a structure that has been
populated using the PDM. The function should only be called after the ZCL has been
initialised. Following this function call, automatic attribute reporting can resume for
the relevant attribute (e.g. following a power loss or device reset).

The function must not be called for attributes that have not been configured for
automatic attribute reporting (e.g. those for which the maximum reporting interval is
set to REPORTING_MAXIMUM_TURNED_OFF).

Attribute reporting is fully described in Appendix B.

Parameters
u8SourceEndPointld Number of endpoint on which the relevant cluster
is located
ul6Clusterld Identifier of the cluster containing the attribute for

which retrieved attribute reporting configuration
data is to be registered (see the macros section
in the cluster header file)

bManufacturerSpecific Indicates whether attribute is manufacturer-
specific or as defined in relevant ZigBee cluster:
TRUE: Attribute is manufacturer-specific
FALSE: Attribute is from ZigBee cluster

blsServerAttribute Indicates whether the attribute is located on the
cluster server (or client):

TRUE: Attribute is on cluster server
FALSE: Attribute is on cluster client

psAttributeReportingConfigurationRecord

Pointer to structure (see Section 6.1.5)
containing the reporting configuration data for
the attribute

Returns
E ZCL_SUCCESS
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eZCL_SetReportableFlag

teZCL_Status eZCL_SetReportableFlag(
uint8 u8SrcEndPoint,
uint16 ul6ClusterlD,
bool bisServerClusterinstance,
bool bisManufacturerSpecific,
uint16 ul6Attributeld);

Description

This function can be used on a cluster server to set (to ‘1°) the ‘reportable flag’
E_ZCL_AF_RP for an attribute. Setting this flag configures the attribute to be
potentially reportable, allowing automatic reporting to be configured and
implemented for the attribute. It will also allow the attribute to be reported as a result
of a call to eZCL_ReportAllAttributes().

The cluster on which the attribute resides must be specified. The flag will be set for
the specified attribute on all endpoints, but a single endpoint must be nominated
which will be used to search for the attribute definition and to check that the specified
cluster has been registered with the ZCL.

Attribute reporting is fully described in Appendix B.

Parameters
u8SourceEndPointld Number of endpoint to be used to search for the
attribute definition and to check the cluster
ul6Clusterld Identifier of the cluster containing the attribute for

which the flag is to be set (see the macros
section in the cluster header file)

blsServerClusterinstance Type of cluster instance to be set:
TRUE: Cluster Server
FALSE: Cluster Client

blsManufacturerSpecific Indicates whether attribute is manufacturer-
specific or as defined in relevant ZigBee cluster:
TRUE: Attribute is manufacturer-specific
FALSE: Attribute is from ZigBee cluster

ul6Attributeld Identifier of attribute for which the flag is to be set

Returns

E_ZCL_SUCCESS
E_ZCL_ERR_ATTRIBUTE_NOT_FOUND
E_ZCL_ERR_CLUSTER_NOT_FOUND
E_ZCL_ERR_EP_RANGE
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vZCL_SetDefaultReporting

void vZCL_SetDefaultReporting(
tsZCL_Clusterinstance *psClusterinstance);

Description

This function can be used on a cluster server to enable ‘default reporting’ for those
attributes that are reportable. It should be called immediately after the cluster
instance has been created.

The function checks which attributes are potentially reportable - that is, which
attributes have the ‘reportable flag’ E_ZCL_AF_RP set. It then sets the ‘default
reporting flag’ E_ZCL_ACF_RP for these attributes.

Note: The flag E_ZCL_AF_RP can be set for an attribute in
“ the attribute definition or through a call to the function

eZCL_SetReportableFlag().

Attribute reporting is fully described in Appendix B.

Parameters
psClusterinstance Pointer to structure containing information about the
cluster instance for which default reporting is to be enabled
(see Section 6.1.16).
Returns
None
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eZCL_HandleReadAttributesResponse

teZCL_Status eZCL_HandleReadAttributesResponse(
tsZCL_CallBackEvent *psEvent,
uint8 *pu8TransactionSequenceNumber);

Description

This function can be used to examine the response to a 'read attributes' request for
a remote cluster and determine whether the response is complete - that is, whether
the 'read attributes' response contains all the relevant attribute values (it may be
incomplete if the returned data is too large to fit into a single APDU).

eZCL_HandleReadAttributesResponse() should normally be included in the user-
defined callback function that is invoked on generation of the event

E_ZCL CBET_READ_ATTRIBUTES RESPONSE. The callback function must
pass the generated event into eZCL_HandleReadAttributesResponse().

If the 'read attributes' response is not complete, the function will re-send 'read
attributes' requests until all relevant attribute values have been received.

You are also required to provide a pointer to a location to receive a Transaction
Sequence Number (TSN) for the request. The TSN in the response will be set to
match the TSN in the request, allowing an incoming response to be paired with a
request. This is useful when sending more than one request to the same destination
endpoint.

Parameters
psEvent Pointer to generated event of the type
E_ZCL_CBET_READ_ATTRIBUTES_RESPONSE

pu8TransactionSequenceNumber Pointer to a location to store the Transaction
Sequence Number (TSN) of the request

Returns

E_ZCL_SUCCESS
E_ZCL_ERR_CLUSTER_NOT_FOUND
E_ZCL_ERR_CLUSTER_ID_RANGE
E_ZCL_ERR_EP_UNKNOWN
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_ATTRIBUTE_WO
E_ZCL_ERR_ATTRIBUTES_ACCESS
E_ZCL_ERR_ATTRIBUTE_NOT_FOUND
E_ZCL_ERR_PARAMETER_NULL
E_ZCL_ERR_PARAMETER_RANGE
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eZCL_ReadLocalAttributeValue

ZPS_teStatus eZCL_ReadLocalAttributeValue(
uint8 u8SourceEndPointld,
uint16 ul6Clusterld,
bool bisServerClusterinstance,
bool blsManufacturerSpecific,
bool_t bisClientAttribute,
uint16 ul6Attributeld,
void *pvAttributeValue);

Description

This function can be used to read a local attribute value of the specified cluster on
the specified endpoint. Before reading the attribute value, the function checks that
the attribute and cluster actually reside on the endpoint.

Parameters
u8SourceEndPointld Number of the local endpoint on which the read
will be performed
ul6Clusterld Identifier of the cluster to be read (see the
macros section in the cluster header file)
bisServerClusterinstance Type of cluster instance to be read:

TRUE: Cluster server
FALSE: Cluster client

blsManufacturerSpecific Indicates whether attribute is manufacturer-
specific or as defined in relevant ZigBee cluster:
TRUE: Attribute is manufacturer-specific
FALSE: Attribute is from ZigBee cluster

blsClientAttribute Type of attribute to be read (client or server):
TRUE: Client attribute
FALSE: Server attribute

ul6Attributeld Identifier of the attribute to be read
pvAttributeValue Pointer to location to receive the read attribute
value
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Returns

E_ZCL_SUCCESS
E_ZCL_ERR_CLUSTER_NOT_FOUND
E_ZCL_ERR_CLUSTER_ID_RANGE
E_ZCL_ERR_EP_UNKNOWN
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_ATTRIBUTE_WO
E_ZCL_ERR_ATTRIBUTES_ACCESS
E_ZCL_ERR_ATTRIBUTE_NOT_FOUND
E_ZCL_ERR_PARAMETER_NULL
E_ZCL_ERR_PARAMETER RANGE
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eZCL_WriteLocalAttributeValue

ZPS_teStatus eZCL_WriteLocalAttributeValue(
uint8 u8SourceEndPointld,
uint16 ul6Clusterld,
bool bisServerClusterinstance,
bool blsManufacturerSpecific,
bool_t bisClientAttribute,
uint16 ul6Attributeld,
void *pvAttributeValue);

Description

This function can be used to write a value to a local attribute value of the specified
cluster on the specified endpoint. Before writing the attribute value, the function
checks that the attribute and cluster actually reside on the endpoint.

Parameters
u8SourceEndPointld Number of the local endpoint on which the write
will be performed
ul6Clusterld Identifier of the cluster to be written to (see the
macros section in the cluster header file)
bisServerClusterinstance Type of cluster instance to be written to:

TRUE: Cluster server
FALSE: Cluster client

blsManufacturerSpecific Indicates whether attribute is manufacturer-
specific or as defined in relevant ZigBee cluster:
TRUE: Attribute is manufacturer-specific
FALSE: Attribute is from ZigBee cluster

blsClientAttribute Type of attribute to be written to (client or server):
TRUE: Client attribute
FALSE: Server attribute

ul6Attributeld Identifier of the attribute to be written to

pvAttributeValue Pointer to location containing the attribute value
to be written
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Returns

E_ZCL_SUCCESS
E_ZCL_ERR_CLUSTER_NOT_FOUND
E_ZCL_ERR_CLUSTER_ID_RANGE
E_ZCL_ERR_EP_UNKNOWN
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_ATTRIBUTE_WO
E_ZCL_ERR_ATTRIBUTES_ACCESS
E_ZCL_ERR_ATTRIBUTE_NOT_FOUND
E_ZCL_ERR_PARAMETER_NULL
E_ZCL_ERR_PARAMETER RANGE
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eZCL_OverrideClusterControlFlags

teZCL_Status eZCL_OverrideClusterControlFlags(
uint8 u8SrcEndpoint,
uint16 ul6Clusterld,
bool bisServerClusterinstance,
uint8 u8ClusterControlFlags);

Description

This function can be used to over-ride the control flag setting for the specified cluster
(it can be used for any cluster). If required, this function can be called immediately
after the relevant endpoint registration function (e.g. for a Light Sensor device,
eHA_RegisterLightSensorEndPoint()) or at any subsequent point in the
application.

In particular, this function can be used by the application to change the default
security level for a cluster.

Parameters
u8SourceEndPointld Number of the local endpoint on which the
control flag is to be over-ridden
ul6Clusterld Identifier of the cluster to have control flag over-
ridden (see the macros section in the cluster
header file)
bisServerClusterinstance Type of cluster instance:

TRUE: Cluster server
FALSE: Cluster client

u8ClusterControlFlags Value to be written to control flag, one of:
E_ZCL_SECURITY_NETWORK
E_ZCL_SECURITY_APPLINK

Returns

E_ZCL_SUCCESS
E_ZCL_ERR_CLUSTER_NOT_FOUND
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_PARAMETER_NULL
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eZCL_SetSupportedSecurity

teZCL_Status eZCL_SetSupportedSecurity(
teZCL_ZCLSendSecurity eSecuritySupported);

Description
This function can be used to set the security level for future transmissions from the
local device. The possible levels are:

®m  Application-level security, which uses an application link key that is unique to the pair of
nodes in communication

= Network-level security, which uses a network key that is shared by the whole network

By default, application-level security is enabled. In practice, you may want to use this
function to disable application-level security on the local device so that the device will
send all future communications with only network-level security. This is useful when
transmitted packets need to be easily accessed, e.g. during over-air tests performed
using a packet sniffer.

Parameters

eSecuritySupported Required level of security, one of:
E_ZCL_SECURITY_NETWORK - network-level security
E_ZCL_SECURITY_APPLINK - application-level security

Returns

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_RANGE
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5.3 Command Discovery Functions

The following functions are provided in the ZCL for performing command discovery:

Function Page
eZCL_SendDiscoverCommandReceivedRequest 126
eZCL_SendDiscoverCommandGeneratedRequest 128

Note: In order to use these functions, Command
Discovery must be enabled in the compile-time options.
For more details, refer to the introduction to Command
Discovery in Section 2.9.
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eZCL_SendDiscoverCommandReceivedRequest

teZCL_Status
eZCL_SendDiscoverCommandReceivedRequest(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
uint16 ul6Clusterld,
bool_t bDirectionlsServerToClient,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
uint8 u8Commandid,
bool_t bisManufacturerSpecific,
uint16 ul6ManufacturerCode,
uint8 u8MaximumNumberOfCommands);

Description

This function sends a request to initiate a command discovery on a remote cluster
instance to obtain a list of commands that can be received by the cluster instance.

Commands are represented by their Command IDs and the first Command ID from
which the discovery is to start must be specified. The maximum number of
commands to be reported must also be specified. This allows the function can be
called multiple times to discover the commands in stages (see below).

The function also allows commands to be searched for that are associated with a
particular manufacturer code. Alternatively, the manufacturer code can be searched
for, along with the commands.

The target cluster will return a response containing the requested information. On
receiving this response, the following events will be generated on the local device:

m E ZCL_CBET_DISCOVER_INDIVIDUAL_COMMAND_RECEIVED_RESPONSE: This
event is generated for each individual command reported in the response. The reported
information is contained in a structure of the type
tsZCL CommandDiscoveryIndividualResponse (see Section 6.1.17).

m E ZCL_CBET_DISCOVER_COMMAND_RECEIVED_RESPONSE: This event is
generated after all the above individual events, in order to indicate the end of these
events. The reported information is contained in a structure of the type
tsZCL_CommandDiscoveryResponse (see Section 6.1.18).

The tsZCL CommandDiscoveryResponse structure in the last event contains a

flag which indicates whether there are still commands to be discovered. If this is the

case, the function can be called again with a new starting point (first Command ID).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Command discovery is described in Section 2.9.
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u8SourceEndPointld

u8DestinationEndPointld

ul6Clusterld

bDirectionlsServerToClient

psDestinationAddress

pu8TransactionSequenceNumber
u8Commandid

blsManufacturerSpecific

ul6ManufacturerCode

u8MaximumNumberOfCommands

Returns
E_ZCL_SUCCESS

ZigBee Cluster Library (for ZigBee 3.0)
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Number of the local endpoint through which
the request will be sent

Number of the remote endpoint (hosting the
target cluster instance) to which the request
will be sent

Identifier of the cluster for which a command
discovery is requested

Boolean indicating the type of request in
terms of source and target clusters:
TRUE - server sending request to client
FALSE - client sending request to server

Pointer to a structure (see Section 6.1.4)
containing the address of the remote node to
which the request will be sent

Pointer to a location to store the Transaction
Sequence Number (TSN) of the request

Command ID which will be the starting point
for the command discovery

Boolean indicating whether a manufacturer
code will be specified in the parameter
ul6ManufacturerCode below:

TRUE - ul6ManufacturerCode is used
FALSE - ul6ManufacturerCode is not used

A manufacturer-specific code (depends on
the setting of blsManufacturerSpecific
above). OxFFFF is a wildcard value indicating
that the manufacturer code should be
discovered along with the commands

Maximum number of commands to be
discovered

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_PARAMETER_NULL
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eZCL_SendDiscoverCommandGeneratedRequest

teZCL_Status
eZCL_SendDiscoverCommandGeneratedRequest(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
uint16 ul6Clusterld,
bool_t bDirectionIsServerToClient,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
uint8 u8Commandid,
bool_t bisManufacturerSpecific,
uint16 ul6ManufacturerCode,
uint8 u8MaximumNumberOfCommands);

Description

This function sends a request to initiate a command discovery on a remote cluster
instance to obtain a list of commands that can be generated by the cluster instance.

Commands are represented by their Command IDs and the first Command ID from
which the discovery is to start must be specified. The maximum number of
commands to be reported must also be specified. This allows the function can be
called multiple times to discover the commands in several stages.

The function also allows commands to be searched for that are associated with a
particular manufacturer code. Alternatively, the manufacturer code can be searched
for, along with the commands.

The target cluster will return a response containing the requested information. On
receiving this response, the following events will be generated on the local device:

m E ZCL_CBET_DISCOVER_INDIVIDUAL_COMMAND_GENERATED_RESPONSE:
This event is generated for each individual command reported in the response. The
reported information is contained in a structure of the type
tsZCL CommandDiscoveryIndividualResponse (see Section 6.1.17).

m E ZCL_CBET_DISCOVER_COMMAND_GENERATED_RESPONSE: This event is
generated after all the above individual events, in order to indicate the end of these
events. The reported information is contained in a structure of the type
tsZCL_CommandDiscoveryResponse (see Section 6.1.18).

The tsZCL CommandDiscoveryResponse structure in the last event contains a

flag which indicates whether there are still commands to be discovered. If this is the

case, the function can be called again with a new starting point (first Command ID).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Command discovery is described in Section 2.9.
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Parameters
u8SourceEndPointld

u8DestinationEndPointld

ul6Clusterld

bDirectionlsServerToClient

psDestinationAddress

pu8TransactionSequenceNumber
u8Commandid

blsManufacturerSpecific

ul6ManufacturerCode

u8MaximumNumberOfCommands
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Number of the local endpoint through which
the request will be sent

Number of the remote endpoint (hosting the
target cluster instance) to which the request
will be sent

Identifier of the cluster for which a command
discovery is requested

Boolean indicating the type of request in
terms of source and target clusters:
TRUE - server sending request to client
FALSE - client sending request to server

Pointer to a structure (see Section 6.1.4)
containing the address of the remote node to
which the request will be sent

Pointer to a location to store the Transaction
Sequence Number (TSN) of the request

Command ID which will be the starting point
for the command discovery

Boolean indicating whether a manufacturer
code will be specified in the parameter
ul6ManufacturerCode below:

TRUE - ul6ManufacturerCode is used
FALSE - ul6ManufacturerCode is not used

A manufacturer-specific code (depends on
the setting of blsManufacturerSpecific
above). OxFFFF is a wildcard value indicating
that the manufacturer code should be
discovered along with the commands

Maximum number of commands to be

discovered
Returns
E_ZCL_SUCCESS
E ZCL_ERR_PARAMETER_NULL
E ZCL ERR_EP_RANGE
E ZCL ERR_ATTRIBUTES 0
E _ZCL ERR _ZBUFFER_FAIL
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6. ZCL Structures

This chapter details the structures that are not specific to any particular ZCL cluster.

Note: Cluster-specific structures are detailed in the
“ chapters for the respective clusters.

6.1 General Structures

6.1.1 tsZCL_EndPointDefinition

This structure defines the endpoint for an application:

struct tsZCL_EndPointDefinition

{

uints8 u8EndPointNumber;

uintle ulé6ManufacturerCode;

uintlé uléProfileEnum;

bool t bIsManufacturerSpecificProfile;
uintlé ulé6NumberOfClusters;

tsZCL ClusterInstance *psClusterInstance;

bool t bDisableDefaultResponse;

tfpZCL_ZCLCallBackFunction pCallBackFunctions;

}i

where:

® u8EndPointNumber is the endpoint number between 1 and 240 (0 is
reserved)

® uléeManufacturerCode is the manufacturer code (only valid when
bIsManufacturerSpecificProfile is setto TRUE)

® uléProfileEnum is the ZigBee application profile ID

® pIsManufacturerSpecificProfile indicates whether the application
profile is proprietary (TRUE) or from the ZigBee Alliance (FALSE)

® ylé6NumberOfClusters is the number of clusters on the endpoint
® psClusterInstance is a pointer to an array of cluster instance structures

® pDisableDefaultResponse can be used to disable the requirement for
default responses to be returned for commands sent from the endpoint
(TRUE=disable, FALSE=enable)

® pCallBackFunctions is a pointer to the callback functions for the endpoint
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6.1.2 tsZCL_ClusterDefinition

This structure defines a cluster used on a device:

typedef struct

{

uintlé ulé6ClusterEnum;

bool t bIsManufacturerSpecificCluster;
uint8 u8ClusterControlFlags;

uintle uleNumberOfAttributes;

tsZCL _AttributeDefinition *psAttributeDefinition;
tsZCL_SceneExtensionTable *psSceneExtensionTable;

#ifdef ZCL_ COMMAND DISCOVERY SUPPORTED

uint8 u8NumberOfCommands ;
tsZCL CommandDefinition *psCommandDefinition;
#endif

}  tsZCL ClusterDefinition;

where:
® yléeClusterEnumis the Cluster ID

® bIsManufacturerSpecificCluster indicates whether the cluster is
specific to a manufacturer (proprietary):

 TRUE - proprietary cluster
*  FALSE - ZigBee cluster

B y8ClusterControlFlags is a bitmap containing control bits in two parts, as
follows:

Bits | Description Values

0-3 | Type of security | Indicates the type of security key used via one of the following
teZCL_ZCLSendSecurity enumerations (see Section 7.1.6):

« E_ZCL_SECURITY_NETWORK
« E_ZCL_SECURITY_APPLINK

* E_ZCL_SECURITY_TEMP_APPLINK
(this option is for internal use only)

4 -7 | Cluster mirror Used internally to indicate whether the cluster is mirrored,
as follows:

« 0000b - Not mirrored
* 1000b - Mirrored
All other values are reserved

® uléeNumberOfAttributes indicates the number of attributes in the cluster

® psAttributeDefinition is a pointer to an array of attribute definition
structures - see Section 6.1.3
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® psSceneExtensionTable is a pointer to a structure containing a Scene
Extension table - see Section 6.1.20

= The following optional pair of fields are related to the Command Discovery
feature (see Section 2.9):

u8NumberOf Commands is the number of supported commands in the
Command Definition table (see below)

psCommandDefinition is a pointer to a Command Definition table
which contains a list of the commands supported by the cluster - each
entry of the table contains the details of a supported command in a
tsZCL_CommandDefinition structure (see Section 6.1.19)

6.1.3 tsZCL_AttributeDefinition

This structure defines an attribute used in a cluster:

struct tsZCL_AttributeDefinition

{

uintlé ul6AttributeEnum;

uint8 u8AttributeFlags;

teZCL ZCLAttributeType eAttributeDataType;
uintle ul60OffsetFromStructBase;
uintle ule6AttributeArrayLength;

bi

where:
® yl6eAttributeEnum is the Attribute ID

® u8AttributeFlags is a 5-bit bitmap indicating the accessibility of the
attribute (for details of the access types, refer to Section 2.3.1) - a bit is set to
‘1’ if the corresponding access type is supported, as follows:

Bit Access Type
0 Read

1 Write

2 Reportable
3 Scene

4 Global

5-7 Reserved

® eAttributeDataType is the data type of the attribute - see Section 7.1.3

® uleOffsetFromStructBase is the offset of the attribute’s location from the
start of the cluster

® ylé6AttributeArrayLength is the number of consecutive attributes of the
same type
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6.1.4 tsZCL_Address

This structure is used to specify the addressing mode and address for a
communication with a remote node:

typedef struct PACK

{

teZCL_AddressMode eAddressMode;
union
zuintleé ul6GroupAddress;
zuintlé uléeDestinationAddress;
zuinté4 u64DestinationAddress;
teAplAfBroadcastMode eBroadcastMode;
} uAddress;

} tsZCL_Address;

where:

® eAddressMode is the addressing mode to be used (see Section 7.1.1)

® uAddress is a union containing the necessary address information (only one
of the following must be set, depending on the addressing mode selected):

* uléGroupAddress is the 16-bit group address for the target nodes

* uléDestinationAddress is the 16-bit network address of the target

* u64DestinationAddress is the 64-bit [IEEE/MAC address of the target
* eBroadcastMode is the required broadcast mode (see Section 7.1.2)

6.1.5 tsZCL_AttributeReportingConfigurationRecord

This structure contains the configuration record for automatic reporting of an attribute.

typedef struct

{

uint8 u8DirectionIsReceived;
teZCL_ZCLAttributeType eAttributeDataType;

uintle ule6AttributeEnum;

uintle uleMinimumReportingInterval;
uintle uléeMaximumReportingInterval;
uintlé ul6TimeoutPeriodField;
tuZCL_AttributeReportable uAttributeReportableChange;

} tsZCL AttributeReportingConfigurationRecord;

134 © NXP Semiconductors 2018 JN-UG-3115v1.5



ZigBee Cluster Library (for ZigBee 3.0)
User Guide

where:

® ugsDirectionIsReceived indicates whether the record configures how

attribute reports will be received or sent:

0x00: Configures how attribute reports will be sent by the server - the
following fields are included in the message payload:
eAttributeDataType, ul6MinimumReportingInterval,
ul6MaximumReportingInterval, uAttributeReportableChange

0x01: Configures how attribute reports will be received by the client -
ul6TimeoutPeriodField is included in the message payload

eAttributeDataType indicates the data type of the attribute

uléAttributeEnum is the identifier of the attribute to which the configuration
record relates

ul6MinimumReportingInterval is the minimum time-interval, in seconds,
between consecutive reports for the attribute - the value 0x0000 indicates no
minimum (REPORTING_MINIMUM_LIMIT_NONE)

ul6MaximumReportingInterval is the time-interval, in seconds, between
consecutive reports for periodic reporting - the following special values can also
be set:

0x0000 indicates that periodic reporting is to be disabled for the attribute
(REPORTING_MAXIMUM_PERIODIC_TURNED_OFF)

OxFFFF indicates that automatic reporting is to be completely disabled for
the attribute (REPORTING_MAXIMUM_TURNED_OFF)

uléTimeoutPeriodField is the timeout value, in seconds, for an attribute
report - if the time elapsed since the last report exceeds this value (without
receiving another report), it may be assumed that there is a problem with the
attribute reporting - the value 0x0000 indicates that no timeout will be applied
(REPORTS_OF_ATTRIBUTE_NOT_SUBJECT_TO_TIMEOUT)

uAttributeReportableChange is the minimum change in the attribute
value that will cause an attribute report to be issued

) Note: For successful attribute reporting, the timeout on
' the receiving client must be set to a higher value than
the maximum reporting interval for the attribute on the
sending server.
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6.1.6 tsZCL_AttributeReportingConfigurationResponse

This structure contains information from a ‘configure reporting’ response.

typedef struct

{

teZCL CommandStatus eCommandStatus;

tsZCL AttributeReportingConfigurationRecord
sAttributeReportingConfigurationRecord;

}tsZCL_AttributeReportingConfigurationResponse;

where:

® eCommandStatus is an enumeration representing the status from the
response (see Section 7.1.4)

® sAttributeReportingConfigurationRecord is a configuration record
structure (see Section 6.1.5), but only the fields u16AttributeEnum and
u8DirectionIsReceived are used in the response

6.1.7 tsZCL_AttributeReadReportingConfigurationRecord

This structure contains the details of a reporting configuration query for one attribute,
to be included in a ‘read reporting configuration’ command:

typedef struct

{

uint8 u8DirectionIsReceived;
uintle ule6AttributeEnum;
} tsZCL AttributeReadReportingConfigurationRecord;

where:

® usDirectionIsReceived specifies whether the required reporting
configuration information details how the attribute reports will be received or
sent
0x00: Specifies that required information details how a report will be sent
by the server
0x01: Specifies that required information details how a report will be
received by the client

® ylé6AttributeEnum is the identifier of the attribute to which the required
reporting configuration information relates
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6.1.8 tsZCL IndividualAttributesResponse

This structure is contained in a ZCL event of type
E_ZCL _CBET_READ_INDIVIDUAL_ATTRIBUTE_RESPONSE (see Section ):

typedef struct PACK {

uintleé ul6AttributeEnum;
teZCL ZCLAttributeType eAttributeDataType;
teZCL_CommandStatus eAttributeStatus;
void *pvAttributeData;

} tsZCL_IndividualAttributesResponse;

where:

® uleAttributeEnum identifies the attribute that has been read (the relevant
enumerations are listed in the ‘Enumerations’ section of each cluster-specific
chapter)

® eAttributeDataType is the ZCL data type of the read attribute (see Section
7.1.3)

® eAttributeStatus is the status of the read operation (0x00 for success or
an error code - see Section 7.1.4 for enumerations)

® pvAttributeData is a pointer to the read attribute data which (if the read
was successful) has been inserted by the ZCL into the shared device structure

The above structure is contained in the tsZCL_CallBackEvent event structure,
detailed in Section 6.2, when the field eEventType is set to
E ZCL CBET_READ_INDIVIDUAL ATTRIBUTE_RESPONSE.

6.1.9 tsZCL_DefaultResponse

This structure is contained in a ZCL event of type
E ZCL CBET_DEFAULT_RESPONSE (see Section ):
typedef struct PACK {
uint8 u8CommandId;
uint8 wu8StatusCode;
} tsZCL DefaultResponse;

where:

® ygCommandId is the ZCL identifier of the command that triggered the default
response message

® ugStatusCode is the status code from the default response message (0x00
for OK or an error code defined in the ZCL Specification - see Section 4.2)

The above structure is contained in the tszZCL_CallBackEvent event structure,
detailed in Section 6.2, when the field eEventType is set to
E_ZCL_CBET_DEFAULT_RESPONSE.
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6.1.10 tsZCL_AttributeDiscoveryResponse

This structure contains details of an attribute reported in a ‘discover attributes’
response. It is contained in a ZCL event of type
E_ZCL CBET_DISCOVER_INDIVIDUAL_ATTRIBUTE_RESPONSE.

typedef struct

{

bool t bDiscoveryComplete;
uintile ulé6AttributeEnum;
teZCL ZCLAttributeType eAttributeDataType;

} tsZCL_AttributeDiscoveryResponse;

where:

® pDiscoveryComplete indicates whether this is the final attribute from a
‘discover attributes’ to be reported:

TRUE - final attribute
FALSE - not final attribute
® ylé6AttributeEnum is the identifier of the attribute being reported

® eAttributeDataType indicates the data type of the attribute being reported
(see Section 7.1.3)

The above structure is contained in the tszZCL_CallBackEvent event structure,
detailed in Section 6.2, when the field eEventType is set to
E_ZCL_CBET_DISCOVER_INDIVIDUAL_ATTRIBUTE_RESPONSE.

6.1.11 tsZCL_AttributeDiscoveryExtendedResponse

This structure contains details of an attribute reported in a ‘discover attributes
extended’ response. It is contained in a ZCL event of type
E_ZCL_CBET_DISCOVER_INDIVIDUAL_ATTRIBUTE_EXTENDED_RESPONSE.

typedef struct

{

bool t bDiscoveryComplete;
uintlé ul6AttributeEnum;
teZCL ZCLAttributeType eAttributeDataType;
uints8 uBAttributeFlags;

}tsZCL_AttributeDiscoveryExtendedResponse;

where:

® pDiscoveryComplete indicates whether this is the final attribute from a
‘discover attributes’ to be reported:

TRUE - final attribute
FALSE - not final attribute
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uléAttributeEnum is the identifier of the attribute being reported

eAttributeDataType indicates the data type of the attribute being reported
(see Section 7.1.3)

u8AttributeFlags is a 5-bit bitmap indicating the accessibility of the
reported attribute (for details of the access types, refer to Section 2.3.1) - a bit
is set to ‘1’ if the corresponding access type is supported, as follows:

Bit Access Type
0 Read

1 Write

2 Reportable

3 Scene

4 Global

5-7 Reserved

The above structure is contained in the t sZCL_CallBackEvent event structure,
detailed in Section 6.2, when the field eEventType is set to
E ZCL _CBET_DISCOVER_INDIVIDUAL ATTRIBUTE_EXTENDED_ RESPONSE.

6.1.12 tsZCL_ReportAttributeMirror

This structure contains information relating to a report attribute command:

typedef struct

{

uints8 u8DestinationEndPoint;
uintlé ul6ClusterId;
uinté4 u64RemoteleeeAddress;

teZCL ReportAttributeStatus eStatus;

}tsZCL_ReportAttributeMirror;

where:

u8DestinationEndPoint is the number of target endpoint for the attribute
report (this is the endpoint on which the mirror for the device resides)

uleClusterIdis the ID of the cluster for which information is to be mirrored

u64RemoteIeeeAddress is the IEEE/MAC address of the target device for
the attribute report (which contains the mirror for the device)

eStatus indicates the status of the attribute report (see Section 7.1.5)
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6.1.13 tsZCL_OctetString

This structure contains information on a ZCL octet (byte) string. This string is of the
format:

Octet Count, N Data
(1 octet) (N octets)

which contains N+1 octets, where the leading octet indicates the number of octets (N)
of data in the remainder of the string (valid values are from 0x00 to OxFE).

The tsZCL_OctetString structure incorporates this information as follows:

typedef struct

{

uints8 u8MaxLength;
uints8 u8Length;
uint8 *pu8Data;

} tsZCL OctetString;

where:
® uygMaxLength is the maximum number of data octets in an octet string
® ugLength is the actual number of data octets (N) in this octet string
® pu8Data is a pointer to the first data octet of this string

Note that there is also a tsZCL_LongOctetString structure in which the octet
count (N) is represented by two octets, thus allowing double the number of data octets.
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6.1.14 tsZCL_CharacterString

This structure contains information on a ZCL character string. This string is of the
format:

Character Data Length, L Character Data
(1 byte) (L bytes)

which contains L+1 bytes, where the leading byte indicates the number of bytes (L) of
character data in the remainder of the string (valid values are from 0x00 to OXFE). This
value represents the number of characters in the string only if the character set used
encodes each character using one byte (this is the case for ISO 646 ASCII but not in
all character sets, e.g. UTF8).

The tsZCL_CharacterString structure incorporates this information as follows:

typedef struct

{

uints8 u8MaxLength;
uints8 u8Length;
uints8 *pu8Data;

} tsZCL_CharacterString;

where:
® u8MaxLength is the maximum number of character data bytes
® u8Length is the actual number of character data bytes (L) in this string
® pu8Data is a pointer to the first character data byte of this string
The string is not null-terminated and may therefore contain null characters mid-string.

Note that there is also a sZCL_LongCharacterString structure in which the
character data length (L) is represented by two bytes, thus allowing double the number
of characters.

6.1.15 tsZCL_ClusterCustomMessage

This structure contains a cluster custom message:

typedef struct ({
uintlé uléClusterId;
void *pvCustomData;

} tsZCL_ClusterCustomMessage;

where:

B yléeClusterIdis the Cluster ID
® pvCustomData is a pointer to the start of the data contained in the message
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6.1.16 tsZCL_Clusterinstance

This structure contains information about an instance of a cluster on a device:

struct tsZCL_ClusterInstance

{

bool t bIsServer;

tsZCL ClusterDefinition *psClusterDefinition;

void *pvEndPointSharedStructPtr;
uint8 *pu8AttributeControlBits;
void *pvEndPointCustomStructPtr;

tfpZCL_ZCLCustomcallCallBackFunction
pCustomcallCallBackFunction;

}i

where:
® pbIsServer indicates whether the cluster instance is a server or client:
* TRUE - server
*  FALSE - client

® psClusterDefinition is a pointer to the cluster definition structure - see
Section 6.1.2

® pvEndPointSharedStructPtr is a pointer to the shared device structure
that contains the cluster’s attributes

® pusAttributeControlBits is a pointer to an array of bitmaps, one for each
attribute in the relevant cluster - for internal cluster definition use only, array
should be initialised to O

® pvEndPointCustomStructPtr is a pointer to any custom data (only
relevant to a user-defined cluster)

® pCustomcallCallBackFunction is a pointer to a custom callback function
(only relevant to a user-defined cluster)
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6.1.17 tsZCL_CommandDiscoveryindividualResponse

This structure contains information about an individual command reported in a
Command Discovery response (see Section 2.9).

typedef struct
uint8 u8CommandEnum;
uint8 u8CommandIndex;

} tsZCL CommandDiscoveryIndividualResponse;

where:

® ygCommandEnum is the Command ID of the reported command

= ygCommandIndex is the index of the reported command in the response
payload

The above structure is contained in the tsZCL_CallBackEvent event structure,
detailed in Section 6.2, when the field eEventType is set to

E ZCL _CBET_DISCOVER_INDIVIDUAL COMMAND_RECEIVED_RESPONSE or
E ZCL CBET_DISCOVER_INDIVIDUAL COMMAND_GENERATED RESPONSE.

6.1.18 tsZCL_CommandDiscoveryResponse

This structure contains information about a Command Discovery response (see
Section 2.9).

typedef struct

{
bool t bDiscoveryComplete;
uint8 u8NumberOfCommands;

} tsZCL_CommandDiscoveryResponse;

where:

® pbDiscoveryComplete is a Boolean flag which indicates whether the
Command Discovery is complete, i.e. whether there are any commands
remaining to be discovered:

TRUE - all commands have been discovered
FALSE - there are further commands to be discovered

® u8NumberOfCommands is the number of discovered commands reported in
the response (the individual commands are reported in a structure of the type
tsZCL_CommandDiscoveryIndividualResponse - see Section 6.1.17)

The above structure is contained in the tsZCL_CallBackEvent event structure,
detailed in Section 6.2, when the field eEvent Type is set to

E ZCL CBET_DISCOVER _COMMAND _ RECEIVED RESPONSE or

E ZCL CBET_DISCOVER _COMMAND GENERATED RESPONSE.

JN-UG-3115v1.5 © NXP Semiconductors 2018 143



Chapter 6
ZCL Structures

6.1.19 tsZCL_CommandDefinition

This structure contains the details of a command which is supported by the cluster
(and can be reported in Command Discovery).

struct tsZCL_CommandDefinition

{

uint8 u8CommandEnum;

uint8 u8CommandFlags;

}i

where:
® u8CommandEnum is the Command ID within the cluster
= ygCommandFlags is a bitmap containing a set of control flags, as follows:

Bits Enumeration Description

0 E_ZCL_CF_RX | Command is generated by the client and received by the server

1 E_ZCL_CF_TX | Command is generated by the server and received by the client

2 - Reserved

3 E_ZCL_CF_MS | Command is manufacturer-specific

4-7 - Reserved

6.1.20 tsZCL_SceneExtensionTable

This structure contains a Scenes Extension table.

typedef struct

{

tfpZCL_SceneEventHandler pSceneEventHandler;
uintle ul6NumberOfAttributes;
uintlé aulé6Attributes|[] ;

} tsZCL_SceneExtensionTable;

where:
® pSceneEventHandler is a pointer a Scenes event handler function
® yléNumberOfAttributes is the number of attributes in the Scene extension

B aulé6Attributes is an array of the attribute IDs of the attributes in the Scene
extension
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6.1.21 tsZCL_WriteAttributeRecord

The is structure contains the details for a ‘write attribute’ operation.

typedef struct

{

teZCL_ZCLAttributeType eAttributeDataType;

uintle ule6AttributeEnum;

uint8 *pu8AttributeData;
}tsZCL WriteAttributeRecord;

where:

® eAttributeDataType is an enumeration indicating the attribute data type
(for the enumerations, refer to Section 7.1.3)

® ul6AttributeEnum is an enumeration for the attribute identifier (for the
relevant ‘Attribute ID’ enumerations, refer to the ‘Enumerations’ section of each
cluster-specific chapter)

® pusAttributeData is a pointer to the attribute data to be written
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6.2 Event Structure (tsZCL_CallBackEvent)

A ZCL event must be wrapped in the following tsZCL_CallBackEvent structure
before being passed into the function vZCL_EventHandler():

typedef struct

{

teZCL_CallBackEventType
uints

uints
teZCL_Status

union {

tsZCL_IndividualAttributesResponse
tsZCL_DefaultResponse
tsZCL_TimerMessage
tsZCL_ClusterCustomMessage

eEventType;
u8TransactionSequenceNumber;
u8EndPoint;

eZCL_Status;

sIndividualAttributeResponse;
sDefaultResponse;
sTimerMessage;
sClusterCustomMessage;

tsZCL_AttributeReportingConfigurationRecord

sAttributeReportingConfigurationRecord;

tsZCL_AttributeReportingConfigurationResponse

tsZCL_AttributeDiscoveryResponse
tsZCL_AttributeStatusRecord
tsZCL_ReportAttributeMirror
uint32

sAttributeReportingConfigurationResponse;
sAttributeDiscoveryResponse;
sReportingConfigurationResponse;
sReportAttributeMirror;

u32TimerPeriodMs;

tsZCL_CommandDiscoveryIndividualResponse
sCommandsReceivedDiscoveryIndividualResponse;

tsZCL_CommandDiscoveryResponse sCommandsReceivedDiscoveryResponse;

tsZCL_CommandDiscoveryIndividualResponse
sCommandsGeneratedDiscoveryIndividualResponse;

tsZCL_CommandDiscoveryResponse sCommandsGeneratedDiscoveryResponse;

tsZCL_AttributeDiscoveryExtendedResponse
sAttributeDiscoveryExtenedResponse;

}uMessage ;

ZPS_tsAfEvent

tsZCL_ClusterInstance
} tsZCL_CallBackEvent;

where

*pZPSevent;
*psClusterInstance;

eEventType specifies the type of event generated - see Section 7.3

u8TransactionSequenceNumber is the Transaction Sequence Number
(TSN) of the incoming ZCL message (if any) which triggered the ZCL event

u8EndPoint is the endpoint on which the ZCL message (if any) was received

eZCL_ Status is the status of the operation that the event reports - see

Section 7.2
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® yMessage iS a union containing information that is only valid for specific
events:

* sIndividualAttributeResponse contains the response to a ‘read
attributes’ or ‘write attributes’ request - see Section 6.1.8

* sDefaultResponse contains the response to a request (other than a
read request) - see Section 6.1.9

* sTimerMessage contains the details of a timer event - this feature is
included for future use

* sClusterCustomMessage contains details of a cluster custom
command - see Section 6.1.15

* sAttributeReportingConfigurationRecord contains the attribute
reporting configuration data from the ‘configure reporting’ request for an
attribute - see Section 6.1.5

* sAttributeReportingConfigurationResponse is reserved for
future use

* sAttributeDiscoveryResponse contains the details of an attribute
reported in a ‘discover attributes’ response - see Section 6.1.10

* sReportingConfigurationResponse is reserved for future use

* sReportAttributeMirror contains information on the device from
which a ZCL ‘report attribute’ command has been received

* u32TimerPeriodMs contains the timed period of the millisecond timer
which is enabled by the application when the event
E_ZCL_CBET_ENABLE_MS_TIMER occurs

* sCommandsReceivedDiscoveryIndividualResponse contains
information about an individual command (that can be received) reported
in a Command Discovery response - see Section 6.1.17

* sCommandsReceivedDiscoveryResponse contains information about
a Command Discovery response which reports commands that can be
recieved - see Section 6.1.18

* sCommandsGeneratedDiscoveryIndividualResponse contains
information about an individual command (that can be generated) reported
in a Command Discovery response - see Section 6.1.17

* sCommandsGeneratedDiscoveryResponse contains information
about a Command Discovery response which reports commands that can
be generated - see Section 6.1.18

* sAttributeDiscoveryExtenedResponse contains information from a
Discover Attributes Extended response - see Section 6.1.11

The remaining fields are common to more than one event type but are not valid for all
events:

® pzPSevent is a pointer to the stack event (if any) which caused the ZCL event

® psClusterInstance is a pointer to the cluster instance structure which holds
the information relating to the cluster being accessed
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7. Enumerations and Status Codes

This chapter details the enumerations and status codes provided in the NXP
implementation of the ZCL or provided in the ZigBee PRO APIs and used by the ZCL.

7.1 General Enumerations

7.1.1 Addressing Modes (teZCL_AddressMode)

The following enumerations are used to specify the addressing mode to be used in a
communication with a remote node:

typedef enum
{
E_ZCL_AM BOUND,
E_ZCL AM GROUP,
E_ZCL_AM SHORT,
E_ZCL _AM IEEE,
E_ZCL _AM BROADCAST,
E_ZCL AM NO TRANSMIT,
E_ZCL AM BOUND NO ACK,
E_ZCL AM SHORT NO ACK,
E_ZCL AM IEEE NO ACK,
E_ZCL AM BOUND NON BLOCKING,
E_ZCL_AM BOUND NON BLOCKING NO ACK,
E_ZCL AM ENUM END, /* enum End */
} teZCL_AddressMode;

The above enumerations are described in the table below.
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Enumeration

Description

E_ZCL_AM_BOUND

Use one or more bound nodes/endpoints, with acknowl-
edgements

E_ZCL_AM_GROUP

Use a pre-defined group address, with acknowledgements

E_ZCL_AM_SHORT

Use a 16-bit network address, with acknowledgements

E_ZCL_AM_IEEE

Use a 64-bit IEEE/MAC address, with acknowledgements

E_ZCL_AM_BROADCAST

Perform a broadcast (see Section 7.1.2)

E_ZCL_AM_NO_TRANSMIT

Do not transmit

E_ZCL_AM_BOUND_NO_ACK

Perform a bound transmission, with no acknowledgements

E_ZCL_AM_SHORT NO_ACK

Perform a transmission using a 16-bit network address, with
no acknowledgements

E_ZCL_AM_IEEE_NO_ACK

Perform a transmission using a 64-bit IEEE/MAC address,
with no acknowledgements

E_ZCL_AM_BOUND_NON_BLOCKING

Perform a non-blocking bound transmission, with acknowl-
edgements

E_ZCL_AM_BOUND_NON_BLOCKING_NO_ACK

Perform a non-blocking bound transmission, with no
acknowledgements

Table 16: Addressing Mode Enumerations

The required addressing mode is specified in the structure tszCL_Address (see

Section 6.1.4).
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7.1.2 Broadcast Modes (ZPS_teAplAfBroadcastMode)

The following enumerations are used to specify the type of broadcast (when the
addressing mode for a communication has been set to E_ZCL_AM_BROADCAST

(see Section 7.1.1)):

typedef enum

{

ZPS_E_APL AF BROADCAST ALL,
ZPS_E APL_AF BROADCAST RX ON,
ZPS_E_APL_AF BROADCAST ZC_ZR

} ZPS_teAplAfBroadcastMode;

The above enumerations are described in the table below.

Enumeration

Description

ZPS_E_APL_AF_BROADCAST ALL

All End Devices

ZPS_E_APL_AF_BROADCAST_RX_ON

Nodes on which the radio receiver remains enabled
when the node is idle (e.g. sleeping)

ZPS_E_APL_AF_BROADCAST ZC_ZR

Only the Co-ordinator and Routers

Table 17: Broadcast Mode Enumerations

The required broadcast mode is specified in the structure tszCL_Address (see

Section 6.1.4).
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7.1.3 Attribute Types (teZCL_ZCLAttributeType)

The following enumerations are used to represent the attribute types in the/ZCL
clusters:

typedef enum

{

/* Null */
E ZCL NULL = 0x00,

/* General Data */
E_ZCL_GINTS = 0x08,
E_ZCL_GINT16,

E_ZCL_GINT24,

E_ZCL_GINT32,

E_ZCL_GINT40,

E ZCL_GINT48,

E_ZCL_GINT56,

E_ZCL_GINT64,

/* Logical */
E_ZCL_BOOL = 0x10,

/* Bitmap */
E_ZCL_BMAPS = 0x18,
E_ZCL_BMAP16,
E_ZCL_BMAP24,
E_ZCL_BMAP32,
E_ZCL_BMAP40,
E_ZCL_BMAP48,
E_ZCL_BMAPS56,
E_ZCL_BMAP64,

/* Unsigned Integer */

E_ZCL UINTS = 0x20,
E_ZCL_UINT16,

E_ZCL_UINT24,

E_ZCL_UINT32,

E_ZCL_UINT40,

E_ZCL_UINT48,

E_ZCL_UINTS6,

E_ZCL_UINT64,

/* Signed Integer */
E_ZCL_INT8 = 0x28,
E_ZCL_INT16,

E_ZCL_INT24,

E_ZCL_INT32,

E_ZCL_INT40,

E_ZCL_INT48,

E_ZCL_INTS6,

E_ZCL_INT64,

/* Enumeration */
E_ZCL_ENUMS = 0x30,
E_ZCL_ENUM16,

// General 8 bit - not specified if signed

// 8 bit bitmap

// Unsigned 8 bit

// Signed 8 bit

// 8 Bit enumeration
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/* Floating Point */
E ZCL_ FLOAT SEMI = 0x38, // Semi precision
E ZCL_FLOAT SINGLE, // Single precision
E ZCL_FLOAT DOUBLE, // Double precision
/* String */
E_ZCL_OSTRING = 0x41, // Octet string
E ZCL_CSTRING, // Character string
E ZCL_LOSTRING, // Long octet string
E ZCL_LCSTRING, // Long character string
/* Ordered Sequence */
E ZCL_ARRAY = 0x48,
E_ZCL_STRUCT = Ox4c,
E_ZCL_SET = 0x50,
E_ZCL_BAG = 0x51,
/* Time */
E ZCL_TOD = 0xe0, // Time of day
E_ZCL_DATE, // Date
E_ZCL_UTCT, // UTC Time
/* Identifier */
E_ZCL_CLUSTER_ID = 0xe8, // Cluster ID
E ZCL_ATTRIBUTE 1D, // Attribute ID
E ZCL_BACNET OID, // BACnet OID
/* Miscellaneous */
E_ZCL_IEEE_ADDR = 0xfo, // 64 Bit IEEE Address
E ZCL_KEY 128, // 128 Bit security key
/* Unknown */
E_ZCL_UNKNOWN = Oxff
} teZCL_zZCLAttributeType;
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7.1.4 Command Status (teZCL_CommandStatus)

The following enumerations are used to indicate the status of a command:

typedef enum

{
E ZCL CMDS_SUCCESS =0x00,
E_ZCL_CMDS_FAILURE,
E ZCL _CMDS NOT AUTHORIZED =0x7e,
E_ZCL_CMDS_RESERVED FIELD NOT ZERO,
E ZCL_CMDS_MALFORMED COMMAND =0x80,
E_ZCL_CMDS_UNSUP_CLUSTER COMMAND,
E ZCL_CMDS_UNSUP_ GENERAL COMMAND,
E_ZCL_CMDS_UNSUP_MANUF CLUSTER COMMAND,
E ZCL_CMDS_UNSUP MANUF GENERAL COMMAND,
E_ZCL_CMDS_INVALID FIELD,
E ZCL_CMDS_UNSUPPORTED ATTRIBUTE,
E_ZCL_CMDS_INVALID VALUE,
E ZCL_CMDS_READ ONLY,
E ZCL CMDS INSUFFICIENT SPACE,
E ZCL_CMDS DUPLICATE EXISTS,
E_ZCL_CMDS_NOT_FOUND,
E ZCL_CMDS UNREPORTABLE ATTRIBUTE,
E_ZCL_CMDS_INVALID DATA TYPE,
E ZCL_CMDS_INVALID SELECTOR,
E_ZCL_CMDS_WRITE_ONLY,
E ZCL _CMDS_INCONSISTENT STARTUP STATE,
E_ZCL_CMDS_DEFINED OUT OF BAND,
E ZCL_CMDS_INCONSISTENT,
E_ZCL_CMDS_ACTION DENIED,
E ZCL_CMDS_TIMEOUT,
E_ZCL_CMDS_HARDWARE FAILURE =0xcO,
E ZCL_CMDS_ SOFTWARE FAILURE,
E_ZCL_CMDS_CALIBRATION ERROR,
E ZCL_CMDS_UNSUPPORTED CLUSTER,
E_ZCL_CMDS_ENUM_END

} teZCL CommandStatus;

The above enumerations are described in the table below.
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Enumeration

Description

E_ZCL_CMDS_SUCCESS

Command was successful

E_ZCL_CMDS_FAILURE

Command was unsuccessful

E_ZCL_CMDS_NOT_AUTHORIZED

Sender does not have authorisation to issue the
command

E_ZCL_CMDS_RESERVED_FIELD_NOT_ZERO

A reserved field of command is not set to zero

E_ZCL_CMDS_MALFORMED_COMMAND

Command has missing fields or invalid field values

E_ZCL_CMDS_UNSUP_CLUSTER_COMMAND

The specified cluster has not been registered with
the ZCL on the device

E_ZCL_CMDS_UNSUP_GENERAL_COMMAND

Command does not have a handler enabled in the
zcl_options.h file

E_ZCL_CMDS_UNSUP_MANUF_CLUSTER_COMMAND

Manufacturer-specific cluster command is not sup-
ported or has unknown manufacturer code

E_ZCL_CMDS_UNSUP_MANUF_GENERAL_COMMAND

Manufacturer-specific ZCL command is not sup-
ported or has unknown manufacturer code

E_ZCL_CMDS_INVALID_FIELD

Command has field which contains invalid value

E_ZCL_CMDS_UNSUPPORTED_ATTRIBUTE

Specified attribute is not supported on the device

E_ZCL_CMDS_INVALID_VALUE

Specified attribute value is out of range or a reserved
value

E_ZCL_CMDS_READ_ONLY

Attempt to write to read-only attribute

E_ZCL_CMDS_INSUFFICIENT_SPACE

Not enough memory space to perform requested
operation

E_ZCL_CMDS_DUPLICATE_EXISTS

Attempt made to create a table entry that already
exists in the target table

E_ZCL_CMDS_NOT_FOUND

Requested information cannot be found

E_ZCL_CMDS_UNREPORTABLE_ATTRIBUTE

Periodic reports cannot be produced for this attribute

E_ZCL_CMDS_INVALID_DATA_TYPE

Invalid data type specified for attribute

E_ZCL_CMDS_INVALID_SELECTOR

Incorrect selector for this attribute

E_ZCL_CMDS_WRITE_ONLY

Issuer of command does not have authorisation to
read specified attribute

E_ZCL_CMDS_INCONSISTENT_STARTUP_STATE

Setting the specified values would put device into an
inconsistent state on start-up

E_ZCL_CMDS_DEFINED_OUT_OF_BAND

Attempt has been made to write to attribute using an
out-of-band method or not over-air

E_ZCL_CMDS_HARDWARE_FAILURE

Command was unsuccessful due to hardware failure

E_ZCL_CMDS_SOFTWARE_FAILURE

Command was unsuccessful due to software failure

Table 18: Command Status Enumerations
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Enumeration Description
E_ZCL_CMDS_CALIBRATION_ERROR Error occurred during calibration
E_ZCL_CMDS_UNSUPPORTED_CLUSTER The cluster is not supported

Table 18: Command Status Enumerations

7.1.5 Report Attribute Status (teZCL_ReportAttributeStatus)

The following enumerations are used to indicate the status of a report attribute
command.

typedef enum

{
E_ZCL ATTR_REPORT OK = 0x00,
E_ZCL ATTR_REPORT EP MISMATCH,
E_ZCL ATTR_REPORT ADDR MISMATCH,
E_ZCL_ATTR_REPORT ERR

} teZCL_ReportAttributeStatus;

The above enumerations are described in the table below.

Enumeration Description
E_ZCL_ATTR_REPORT_OK Indicates that report is valid
E_ZCL_ATTR_REPORT_EP_MISMATCH Indicates that source endpoint does not match endpoint in mirror

E_ZCL_ATTR_REPORT_ADDR_MISMATCH | Indicates that source address does not match address in mirror

E_ZCL_ATTR_REPORT_ERR Indicates that there is an error in the report

Table 19: Report Attribute Status Enumerations
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7.1.6 Security Level (teZCL_ZCLSendSecurity)

The following enumerations are used to indicate the security level for transmissions:

typedef enum

{
E_ZCL_SECURITY NETWORK = 0x00,
E ZCL_ SECURITY APPLINK,
E_ZCL_SECURITY TEMP APPLINK,
E_ZCL_SECURITY ENUM_END

} teZCL ZCLSendSecurity;

The above enumerations are described in the table below.

Enumeration Description

E_ZCL_SECURITY_NETWORK Network-level security, using a network key
E_ZCL_SECURITY_APPLINK Application-level security, using an application link key
E_ZCL_SECURITY_TEMP_APPLINK Temporary application-level security for situations in

which an application link key is to be used temporarily,
such as for an individual communication (this option is
for internal use only)

Table 20: Security Level Enumerations
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7.2 General Return Codes (ZCL Status)

The following ZCL status enumerations are returned by many API functions to indicate
the outcome of the function call.

typedef enum

{

// General

E_ZCL_SUCCESS = 0x0,
E_ZCL_FAIL, //
E_ZCL_ERR PARAMETER NULL, //
E_ZCL_ERR_PARAMETER RANGE, //
E_ZCL_ERR HEAP FAIL, //
// Specific ZCL status codes
E_ZCL_ERR _EP RANGE, //
E_ZCL_ERR_EP UNKNOWN, //
E_ZCL_ERR_SECURITY RANGE, //
E_ZCL_ERR_CLUSTER_O, //
E_ZCL_ERR CLUSTER NULL, //
E_ZCL_ERR CLUSTER NOT FOUND, //
E_ZCL_ERR CLUSTER ID RANGE, //
E_ZCL_ERR ATTRIBUTES NULL, //
E_ZCL_ERR_ATTRIBUTES 0, //
E_ZCL_ERR_ATTRIBUTE_ WO, //
E_ZCL_ERR ATTRIBUTE RO, //

E_ZCL_ERR_ATTRIBUTES_ACCESS, //

E ZCL_ERR_ATTRIBUTE TYPE UNSUPPORTED, // 17

E_ZCL_ERR_ATTRIBUTE NOT FOUND,
E_ZCL_ERR_CALLBACK NULL,
E_ZCL_ERR_ZBUFFER_FATIL,
E_ZCL_ERR_ZTRANSMIT FAIL,
E_ZCL_ERR_CLIENT SERVER STATUS,
E_ZCL_ERR_TIMER RESOURCE,
E_ZCL_ERR_ATTRIBUTE IS CLIENT,
E_ZCL_ERR_ATTRIBUTE IS SERVER,
E_ZCL_ERR_ATTRIBUTE_RANGE,

E ZCL_ERR_ATTRIBUTE MISMATCH,

E_ZCL_ERR_KEY ESTABLISHMENT MORE_THAN ONE_CLUSTER, //28

E_ZCL_ERR_INSUFFICIENT SPACE,
E_ZCL_ERR_NO REPORTABLE CHANGE,
E_ZCL_ERR_NO REPORT_ ENTRIES,

01
02
03
04

05
06
07
08
09
10
11
12
13
14
15
16

//
//
//
//
//
//
//
//
//
//

//
//
//

E ZCL_ERR ATTRIBUTE NOT REPORTABLE,

E ZCL_ERR_ATTRIBUTE ID ORDER,
E_ZCL_ERR_MALFORMED MESSAGE,
E_ZCL_ERR_MANUFACTURER SPECIFIC,
E_ZCIL,_ERR_PROFILE_ID,
E_ZCL_ERR_INVALID VALUE,
E_ZCL_ERR_CERT NOT FOUND,

E ZCL_ERR_CUSTOM DATA NULL,
E_ZCL_ERR_TIME NOT SYNCHRONISED,

//
//
//
//
//
//
//
//

18
19
20
21
22
23
24
25
26
27

29
30
31
//32
33
34
35
36
37
38
39
40
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E_ZCIL,_ERR_SIGNATURE VERIFY FATLED, //41

E_ZCIL,_ERR_ZRECEIVE FATL,

// 42

E_ZCIL,_ERR_KEY ESTABLISHMENT END POINT NOT FOUND, // 43

E ZCL_ERR_KEY ESTABLISHMENT CLUSTER ENTRY NOT FOUND, // 44

E ZCL_ERR_KEY ESTABLISHMENT CALLBACK ERROR, // 45
E_ZCL_ERR_SECURITY INSUFFICIENT FOR CLUSTER, // 46
E_ZCI,_ERR_CUSTOM COMMAND HANDLER NULI,_OR_RETURNED ERROR, // 47

E ZCL_ERR_INVALID IMAGE SIZE, // 48

E ZCL_ERR_INVALID IMAGE VERSION, // 49
E ZCL_READ ATTR REQ NOT FINISHED, // 50
E_ZCL_DENY ATTRIBUTE_ACCESS, // 51

E_ZCL_ERR_SECURITY FATL,

// 52

E_ZCI,_ERR_CLUSTER_COMMAND NOT FOUND,

E ZCL_ERR_SCENE NOT_ FOUND,

E ZCL_RESTORE DEFAULT REPORT CONFIGURATION,

E_7CL_ERR_ENUM_ END
} tezCL_Status;

Enumeration

Description

E_ZCL_SUCCESS

Function call was successful in its purpose

E_ZCL_FAIL

Function call failed in its purpose and no other error code is
appropriate

E_ZCL_ERR_PARAMETER_NULL

Specified parameter pointer was null

E_ZCL_ERR_PARAMETER_RANGE

A parameter value was out-of-range

E_ZCL_ERR_HEAP_FAIL

ZCL heap is out-of-memory

E_ZCL_ERR_EP_RANGE

Specified endpoint number was out-of-range

E_ZCL_ERR_EP_UNKNOWN

Specified endpoint has not been registered with the ZCL
(but endpoint number was in-range)

E_ZCL_ERR_SECURITY_RANGE

Security value is out-of-range

E_ZCL_ERR_CLUSTER_O

Specified endpoint has no clusters

E_ZCL_ERR_CLUSTER_NULL

Specified pointer to a cluster was null

E_ZCL_ERR_CLUSTER_NOT_FOUND

Specified cluster has not been registered with the ZCL

E_ZCL_ERR_CLUSTER_ID_RANGE

Specified cluster ID was out-of-range

E_ZCL_ERR_ATTRIBUTES_NULL

Specified pointer to an attribute was null

E_ZCL_ERR_ATTRIBUTES_ 0

List of attributes to be read was empty

E_ZCL_ERR_ATTRIBUTE_WO

Attempt was made to read write-only attribute

E_ZCL_ERR_ATTRIBUTE_RO

Attempt was made to write to read-only attribute

E_ZCL_ERR_ATTRIBUTES_ACCESS

Error occurred while accessing attribute

E_ZCL_ERR_ATTRIBUTE_TYPE_UNSUPPORTED

Specified attribute was of unsupported type

E_ZCL_ERR_ATTRIBUTE_NOT_FOUND

Specified attribute was not found

E_ZCL_ERR_CALLBACK_NULL

Specified pointer to a callback function was null

Table 21: General Return Code Enumerations
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Enumeration

Description

E_ZCL_ERR_ZBUFFER_FAIL

No buffer available to transmit message

E_ZCL_ERR_ZTRANSMIT_FAIL *

ZigBee PRO stack has reported a transmission error

E_ZCL_ERR_CLIENT_SERVER_STATUS

Cluster instance of wrong kind (e.g. client instead of server)

E_ZCL_ERR_TIMER_RESOURCE

No timer resource was available

E_ZCL_ERR_ATTRIBUTE_IS_CLIENT

Attempt made by a cluster client to read a client attribute

E_ZCL_ERR_ATTRIBUTE_IS_SERVER

Attempt made by a cluster server to read a server attribute

E_ZCL_ERR_ATTRIBUTE_RANGE

Attribute value is out-of-range

E_ZCL_ERR_KEY_ESTABLISHMENT _
MORE_THAN_ONE_CLUSTER

Attempt made to register more than one Key Establishment
cluster on the device (only one is permitted per device)

E_ZCL_ERR_MANUFACTURER_SPECIFIC **

Inconsistency in a manufacturer-specific cluster definition
has been found

E_ZCL_ERR_PROFILE_ID **

Profile ID of a cluster is not valid - for example, the cluster
being registered is not manufacturer-specific but the profile
ID is in range reserved for manufacturer-specific profiles

E_ZCL_ERR_INVALID_VALUE

An invalid value has been detected.

E_ZCL_ERR_CERT_NOT_FOUND

Reserved for future use

E_ZCL_ERR_CUSTOM_DATA_NULL

Custom data associated with cluster is NULL

E_ZCL_ERR_TIME_NOT_SYNCHRONISED

Time has not been synchronised by calling vZCL_SetUTC-
Time(). This error code is returned by functions that require
time to be synchronised,

e.g. eSE_PriceAddPriceEntry()

E_ZCL_ERR_SIGNATURE_VERIFY_FAILED

Reserved for future use

E_ZCL_ERR_ZRECEIVE_FAIL *

ZigBee PRO stack has reported a receive error

E_ZCL_ERR_KEY_ESTABLISHMENT _
END_POINT_NOT_FOUND

Key Establishment endpoint has not been registered cor-
rectly

E_ZCL_ERR_KEY_ESTABLISHMENT _
CLUSTER_ENTRY_NOT_FOUND

Key Establishment cluster has not been registered cor-
rectly

E_ZCL_ERR_KEY_ESTABLISHMENT _
CALLBACK_ERROR

Key Establishment cluster callback function has returned
an error

E_ZCL_ERR_SECURITY_INSUFFICIENT
FOR_CLUSTER

Cluster that requires application-level (APS) security has
been accessed using a packet that has not been encrypted
with the application link key

NULL_OR_RETURNED_ERROR

E_ZCL_ERR_CUSTOM_COMMAND_HANDLER_

No custom handler has been registered for the command
or the custom handler for the command has not returned
E_ZCL_SUCCESS

E_ZCL_ERR_INVALID_IMAGE_SIZE

OTA image size is not in the correct range

E_ZCL_ERR_INVALID_IMAGE_VERSION

OTA image version is not in the correct range

E_ZCL_READ_ATTR_REQ_NOT_FINISHED

‘Read attributes’ request not completely fulfilled

E_ZCL_DENY_ATTRIBUTE_ACCESS

Write access to attribute is denied

Table 21: General Return Code Enumerations
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Enumeration Description
E_ZCL ERR_SECURITY_FAIL Security failure
E ZCL ERR_CLUSTER_COMMAND_NOT_ The cluster command was not found

URATION

E_ZCL_RESTORE_DEFAULT_REPORT_CONFIG- Restore the report record to default configuration

Table 21: General Return Code Enumerations

* ZigBee PRO stack raises an error which can be retrieved using eZCL_GetLastZpsError().

** This error code is returned by eZCL_Register(), used in designing custom clusters

7.3 ZCL Event Enumerations

The ZCL event types are enumerated in the teZCL CallBackEventType structure
below and described in Table 22. An event must be wrapped in a structure of type
tsZCL_CallBackEvent, detailed in Section 6.2, with the eEvent Type field set to
one of the enumerations in the table. The event must be passed into the ZCL using
the function vZCL_EventHandler(), detailed in Section 5.1. Event handling is fully
described in Chapter 3.

typedef enum

{

E_ZCL_CBET LOCK MUTEX = 0x0,
E_ZCIL,_CBET UNLOCK MUTEX,

E_ZCIL,_CBET UNHANDLED EVENT,

E_ZCL_CBET READ INDIVIDUAIL,_ATTRIBUTE RESPONSE,

E ZCL_CBET READ ATTRIBUTES RESPONSE,
E_ZCL_CBET READ REQUEST,

E_ZCL_CBET REPORT REQUEST,

E_ZCI, CBET DEFAULT RESPONSE,

E ZCL_CBET ERROR,

E_ZCIL,_CBET TIMER,

E ZCL_CBET ZIGBEE EVENT,

E_ZCL_CBET CLUSTER CUSTOM,

E_ZCL_CBET WRITE_INDIVIDUAL ATTRIBUTE,

E_ZCI,_CBET WRITE_ATTRIBUTES,

E_ZCL_CBET WRITE_ INDIVIDUAL ATTRIBUTE RESPONSE,

E ZCL_CBET WRITE ATTRIBUTES RESPONSE,

E ZCL_CBET CHECK ATTRIBUTE_ RANGE,
E_ZCL_CBET REPORT TIMEOUT,
E_ZCL_CBET REPORT INDIVIDUAIL,_ATTRIBUTE,
E_ZCI,_CBET REPORT ATTRIBUTES,

E ZCL_CBET REPORT INDIVIDUAL ATTRIBUTES CONFIGURE RESPONSE,
E ZCL_CBET REPORT ATTRIBUTES CONFIGURE,

E_ZCL_CBET REPORT INDIVIDUAL ATTRIBUTES CONFIGURE,
E_ZCL_CBET REPORT ATTRIBUTES CONFIGURE_RESPONSE,

E_ZCL_CBET REPORT READ INDIVIDUAL ATTRIBUTE CONFIGURATION RESPONSE,
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E ZCL_CBET REPORT READ ATTRIBUTE CONFIGURATION RESPONSE,
E ZCL_CBET DISCOVER INDIVIDUAL ATTRIBUTE RESPONSE,
E ZCL_CBET DISCOVER ATTRIBUTES RESPONSE,

E ZCL_CBET CLUSTER UPDATE,

E ZCL_CBET ATTRIBUTE REPORT MIRROR,

E_ZCL_CBET REPORT REQUEST,
E_ZCI, CBET ENABLE_MS_TIMER,
E_ZCL_CBET DISABLE MS_ TIMER,
E_ZCL_CBET TIMER MS,

E ZCL_CBET ZGP DATA IND ERRCR,

E ZCL_CBET_DISCOVER_INDIVIDUAL_COMMAND RECEIVED_ RESPONSE,
E_ZCL_CBET DISCOVER COMMAND RECEIVED RESPONSE,

E ZCL_CBET_DISCOVER_INDIVIDUAL_COMMAND GENERATED RESPONSE,
E ZCL_CBET DISCOVER_COMMAND GENERATED RESPONSE,

E ZCL_CBET DISCOVER_INDIVIDUAL_ ATTRIBUTE EXTENDED RESPONSE,
E ZCL_CBET DISCOVER ATTRIBUTES EXTENDED RESPONSE,

E_ZCL_CBET ENUM_END
} tezCL_callBackEventType;

The above enumerations are described in the table below.

Event Type Enumeration

Description

E_ZCL_CBET_LOCK_MUTEX

Indicates that a mutex needs to be locked by the appli-
cation. This event can be generated only when coopera-
tive tasks are disabled in the compile-time options

(see Section 1.3)

E_ZCL_CBET_UNLOCK_MUTEX

Indicates that a mutex needs to be unlocked by the
application. This event can be generated only when
cooperative tasks are disabled in the compile-time
options (see Section 1.3)

E_ZCL_CBET_UNHANDLED_EVENT

Indicates that a stack event has been received that can-
not be handled by the ZCL (e.g. a Data Confirm)

E_ZCL_CBET_READ_INDIVIDUAL_ATTRIBUTE_
RESPONSE

Generated for each attribute included in a ‘read attrib-
utes’ response

E_ZCL_CBET_READ_ATTRIBUTES_RESPONSE

Indicates that a ‘read attributes’ response has been
received

E_ZCL_CBET_READ_REQUEST

Indicates that a ‘read attributes’ request has been
received (giving an opportunity for the local application
to update the shared structure before it is read)

E_ZCL_CBET_DEFAULT_RESPONSE

Indicates that a ZCL default response message has
been received (which indicates an error or that a com-
mand has been processed)

E_ZCL_CBET_ERROR

Indicates that a stack event has been received that can-
not be handled by the ZCL

E_ZCL_CBET_TIMER

Indicates that a one-second tick of the real-time clock
has occurred or that the ZCL timer has expired

Table 22: ZCL Event Types
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Event Type Enumeration

Description

E_ZCL_CBET_ZIGBEE_EVENT

Indicates that a ZigBee PRO stack event has occurred

E_ZCL_CBET_CLUSTER_CUSTOM

Indicates that a custom event which is specific to a clus-
ter has occurred

E_ZCL_CBET_WRITE_INDIVIDUAL_ATTRIBUTE

Indicates that an attempt has been made to write an
attribute in the shared structure, following a ‘write attrib-
utes’ request, and indicates success or failure

E_ZCL_CBET_WRITE_ATTRIBUTES

Indicates that all the relevant attributes have been writ-
ten in the shared structure, following a ‘write attributes’
request

E_ZCL_CBET_WRITE_INDIVIDUAL_ATTRIBUTE_
RESPONSE

Generated for each attribute included in a ‘write attrib-
utes’ response (this event contains only those attributes
for which the writes have failed)

E_ZCL_CBET_WRITE_ATTRIBUTES_RESPONSE

Indicates that a ‘write attributes’ response has been
received and has been parsed

E_ZCL_CBET_CHECK_ATTRIBUTE_RANGE

Generated for each attribute included in a received ‘write
attributes’ request, and prompts the application to per-
form a range-check on the new attribute value and to
decide whether a write access to the relevant attribute in
the shared structure will be allowed or disallowed

E_ZCL_CBET_REPORT_TIMEOUT

Indicates that an attribute report is overdue

E_ZCL_CBET_REPORT_INDIVIDUAL_ATTRIBUTE

Generated for each attribute included in a received
attribute report

E_ZCL_CBET_REPORT_ATTRIBUTES

Indicates that all attributes included in a received attrib-
ute report have been parsed

E_ZCL_CBET_REPORT_INDIVIDUAL_ATTRIB-
UTES_CONFIGURE_RESPONSE

Generated for each attribute included in a ‘configure
attributes’ response

E_ZCL_CBET_REPORT_ATTRIBUTES_CONFIGURE

Indicates that all attributes included in a ‘configure
reporting’ request have been parsed

E_ZCL_CBET_REPORT_INDIVIDUAL_ATTRIB-
UTES_CONFIGURE

Generated for each attribute included in a ‘configure
reporting’ request

E_ZCL_CBET_REPORT_ATTRIBUTES_
CONFIGURE_RESPONSE

Indicates that all attributes included in a ‘configure
reporting’ response have been reported

E_ZCL_CBET_REPORT_READ_INDIVIDUAL
_ATTRIBUTE_CONFIGURATION_RESPONSE

Generated for each attribute included in a ‘read reporting
configuration’ response

E_ZCL_CBET_REPORT_READ_ATTRIBUTE
_CONFIGURATION_RESPONSE

Indicates that all attributes included in a ‘read reporting
configuration’ response have been reported

E_ZCL_CBET_DISCOVER_INDIVIDUAL
_ATTRIBUTE_RESPONSE

Generated for each attribute included in a ‘discover
attributes’ response

E_ZCL_CBET_DISCOVER_ATTRIBUTES
_RESPONSE

Indicates that all attributes included in a ‘discover attrib-
utes’ response have been reported

Table 22: ZCL Event Types
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Event Type Enumeration

Description

E_ZCL_CBET_CLUSTER_UPDATE

Indicates that a cluster attribute value may have been
changed on the local device

E_ZCL_CBET_ENABLE_MS_TIMER

Indicates that a millisecond timer needs to be started

E_ZCL_CBET_DISABLE_MS_TIMER

Indicates that a millisecond timer needs to be stopped

E_ZCL_CBET_TIMER_MS

Indicates that a millisecond timer has expired

E_ZCL_CBET_ZGP_DATA_IND_ERROR

Indicates that a ZigBee Green Power data indication
error has occurred

E_ZCL_CBET_DISCOVER_INDIVIDUAL _
COMMAND_RECEIVED_RESPONSE

Generated for each command (that can be received)
included in a ‘command discovery‘ response

E_ZCL_CBET_DISCOVER_COMMAND_RECEIVED -
RESPONSE

Indicates that all commands (that can be received)
included in a ‘command discovery’ response have been
reported

E_ZCL_CBET_DISCOVER_INDIVIDUAL _
COMMAND_GENERATED_RESPONSE

Generated for each command (that can be generated)
included in a ‘command discovery‘ response

E_ZCL_CBET_DISCOVER_COMMAND_
GENERATED_RESPONSE

Indicates that all commands (that can be generated)
included in a ‘command discovery’ response have been
reported

E_ZCL_CBET_DISCOVER_INDIVIDUAL _
ATTRIBUTE_EXTENDED_RESPONSE

Generated for each attribute included in a ‘discover
attributes extended’ response

E_ZCL_CBET_DISCOVER_ATTRIBUTES_
EXTENDED_RESPONSE

Indicates that all attributes included in a ‘discover attrib-
utes extended’ response have been reported

Table 22: ZCL Event Types

Note: The structure tezZCL_CallBackEventType isS
extended by the EZ-mode Commissioning module with
the events listed and described in Section 40.5. These
events are only included if this module is used, in which
case they are added after E_ZCL_CBET_ENUM_END.
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Part Ill:
General Clusters
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8. Basic Cluster

This chapter details the Basic cluster which is a mandatory cluster for all ZigBee
devices.

The Basic cluster has a Cluster ID of 0x0000.

8.1 Overview

All devices implement the Basic cluster as a Server-side (input) cluster, so the cluster
is able to store attributes and respond to commands relating to these attributes. The
cluster’s attributes hold basic information about the node (and apply to devices
associated with all active endpoints on the host node). The information that can
potentially be stored in this cluster comprises: ZCL version, application version, stack
version, hardware version, manufacturer name, model identifier, date, power source.

Note: The Basic cluster can also be implemented as a
“ Client-side (output) cluster to allow the host device to

act as a commissioning tool.

The Basic cluster contains only two mandatory attributes, the remaining attributes
being optional - see Section 8.2.

Note: Since the Basic cluster contains information about
the entire node, only one set of Basic cluster attributes
must be stored on the node, even if there are multiple
instances of the Basic cluster server across multiple
devices/endpoints. All cluster instances must refer to the
same structure containing the attribute values.

The Basic cluster is enabled by defining CLD_BASIC in the zcl_options.h file.

A Basic cluster instance can act as a client and/or a server. The inclusion of the client
or server software must be pre-defined in the application’s compile-time options (in
addition, if the cluster is to reside on a custom endpoint then the role of client or server
must also be specified when creating the cluster instance).

The compile-time options for the Basic cluster are fully detailed in Section 8.6.

JN-UG-3115v1.5 © NXP Semiconductors 2018 167



Chapter 8
Basic Cluster

8.2 Basic Cluster Structure and Attributes

The Basic cluster is contained in the following tsCLD_Basic structure:

typedef struct

{

#ifdef BASIC_SERVER
zuint8 u8zCLVersion;

#ifdef CLD BAS ATTR APPLICATION VERSION
zuints8 u8ApplicationVersion;
#endif

#ifdef CLD BAS ATTR STACK VERSION
zuint8 u8StackVersion;
#endif

#ifdef CLD BAS ATTR HARDWARE VERSION
zuint8 u8HardwareVersion;

#endif

#ifdef CLD BAS ATTR MANUFACTURER NAME

tsZCL_CharacterString sManufacturerName;
uint8 au8ManufacturerName [32] ;
#endif

#ifdef CLD BAS ATTR MODEIL,_IDENTIFIER

tsZCL_CharacterString sModelIdentifier;
uints au8ModelIdentifier[32];
#endif

#ifdef CLD BAS ATTR DATE_CODE

tsZCL_CharacterString sDateCode;

uints au8DateCode [16] ;
#endif

zenuma8 ePowerSource;

#ifdef CLD BAS ATTR GENERIC DEVICE CLASS
zenums eGenericDeviceClass;
#endif

#ifdef CLD BAS ATTR GENERIC DEVICE TYPE
zenum8 eGenericDeviceType;
#endif

#ifdef CLD BAS ATTR PRODUCT CODE
tsZCL_OctetString sProductCode;

uints8
au8ProductCode [CLD BASIC MAX NUMBER OF BYTES PRODUCT CODE] ;
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#endif

#ifdef CLD BAS ATTR PRODUCT URL

tsZCL_CharacterString sProductURL;

uints
au8ProductURL [CLD BASIC MAX NUMBER OF BYTES PRODUCT URL] ;
#endif

#ifdef CLD BAS ATTR LOCATION DESCRIPTION

tsZCL_CharacterString sLocationDescription;
uints8 au8LocationDescription[16] ;
#endif

#ifdef CLD BAS ATTR PHYSICAL ENVIRONMENT
zenums u8PhysicalEnvironment;
#endif

#ifdef CLD BAS ATTR DEVICE ENABLED
zbool bDeviceEnabled;
#endif

#ifdef CLD BAS ATTR ALARM MASK
zbmap8 u8AlarmMask;
#endif

#ifdef CLD BAS ATTR DISABLE LOCAL_CONFIG
zbmap8 u8DisablelLocalConfig;

#endif

#ifdef CLD BAS ATTR SW BUILD ID

tsZCL_CharacterString sSWBuildID;

uints au8SWBuildIDI[16] ;
#endif
#endif

zuintlé uléClusterRevision;

} tsCLD Basic;

where:

® u8ZCLVersion is an 8-bit version number which represents a published set of
foundation items, such as global commands and functional descriptions.
Currently this should be set to 2.

® y8ApplicationVersion is an optional 8-bit attribute which represents the
version of the application (and is manufacturer-specific)

® u8StackVersion is an optional 8-bit attribute which represents the version of
the ZigBee stack used (and is manufacturer-specific)
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u8HardwareVersion is an optional 8-bit attribute which represents the
version of the hardware used for the device (and is manufacturer-specific)

The following optional pair of attributes are used to store the name of the
manufacturer of the device:

sManufacturerName is @ tsZCL_ CharacterString structure (see
Section 6.1.14) for a string of up to 32 characters representing the
manufacturer’s name

au8ManufacturerName [32] is a byte-array which contains the
character data bytes representing the manufacturer’s name

The following optional pair of attributes are used to store the identifier for the
model of the device:

sModelIdentifier is a tszZCL_CharacterString structure (see
Section 6.1.14) for a string of up to 32 characters representing the model
identifier

au8ModelIdentifier [32] is a byte-array which contains the character
data bytes representing the model identifier

The following optional pair of attributes are used to store manufacturing
information about the device:

sDateCode is @ tsZCL_CharacterString structure (see Section
6.1.14) for a string of up to 16 characters in which the 8 most significant
characters contain the date of manufacture in the format YYYYMMDD and
the 8 least significant characters contain manufacturer-defined information
such as country of manufacture, factory identifier, production line identifier

au8DateCode [16] is a byte-array which contains the character data
bytes representing the manufacturing information

Note: The application device code automatically sets
two of the fields of sDataCode. The field
sDataCode .pu8Data is set to point at ausDateCode

and the field sDataCode .u8MaxLength is setto 16
(see Section 6.1.14 for details of these fields).

® cPowerSource is an 8-bit value in which seven bits indicate the primary power

source for the device (e.g. battery) and one bit indicates whether there is a
secondary power source for the device. Enumerations are provided to cover all
possibilities - see Section 8.5.2

Note: The power source in the Basic cluster is
completely unrelated to the Node Power descriptor in
the ZigBee PRO stack. The power source in the ZigBee
PRO stack is set using the ZPS Configuration Editor.
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eGenericDeviceClass is an optional attribute that identifies the field of
application in which the local device type operates (see
eGenericDeviceType below). Enumerations are provided - see Section
8.5.3. Currently, the attribute is used only in lighting applications, for which the
value is 0x00 (all other values are reserved).

eGenericDeviceType is an optional attribute that identifies the local device
type. Enumerations are provided to cover the different possibilities - see
Section 8.5.4. Currently, the attribute is used only in lighting applications.

The following optional pair of attributes are used to store a code for the product
(this attribute may be used in lighting applications only):

sProductCode is a tsZCL_OctetString structure (see Section 6.1.14)
for a string representing the product code - the maximum number of
characters is defined at compile-time (see Section 8.6) using the macro
CLD_BASIC_MAX_NUMBER_OF_BYTES_PRODUCT_CODE.

au8ProductCode [] is a byte-array which contains the character data
bytes representing the product code - the number of array elements, and
therefore characters, is determined at compile-time, as indicated above.

The following optional pair of attributes are used to store a URL for the product
(this attribute may be used in lighting application only):

sProductURL is a tsZCL_CharacterString structure (see Section
6.1.14) for a character string representing the product URL - the maximum
number of characters is defined at compile-time (see Section 8.6) using
the macro CLD_BASIC_MAX_NUMBER_OF_BYTES_PRODUCT_URL.

au8ProductURL[] is a byte-array which contains the character data
bytes representing the product URL - the number of array elements, and
therefore characters, is determined at compile-time, as indicated above.

The following optional pair of attributes relates to the location of the device:

sLocationDescriptionis @ tsZCL CharacterString structure
(see Section 6.1.14) for a string of up to 16 characters representing the
location of the device

au8LocationDescription[16] is a byte-array which contains the
character data bytes representing the location of the device

u8PhysicalEnvironment is an optional 8-bit attribute which indicates the
physical environment of the device. Enumerations are provided to cover the
different possibilities - see Section 8.5.5.

bDeviceEnabled is an optional Boolean attribute which indicates whether the
device is enabled (TRUE) or disabled (FALSE). A disabled device cannot send
or respond to application level commands other than commands to read or
write attributes

u8AlarmMask is an optional bitmap indicating the general alarms that can be
generated (Bit O - general software alarm, Bit 1 - general hardware alarm)

u8DisableLocalConfig is an optional bitmap allowing the local user
interface of the device to be disabled (Bit 0 - ‘Reset to factory defaults’ buttons,
Bit 1 - ‘Device configuration’ buttons)

The following optional pair of attributes are used to store a manufacturer-
specific software build identifier:
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sSWBuildIDis a tsZCL_CharacterString structure (see Section
6.1.14) for a string of up to 16 characters representing the software build
identifier

au8SWBuildID[16] is a byte-array which contains the character data
bytes representing the software build identifier

® yléClusterRevision is a mandatory attribute that specifies the revision of
the cluster specification on which this cluster instance is based. The cluster
specification in the ZCL r6 corresponds to a cluster revision of 1. The value is
incremented by one for each subsequent revision of the cluster specification.
This attribute is also described in Section 2.4.

The Basic cluster structure contains three mandatory elements: uszCLvVersion,
ePowerSource and ulé6ClusterRevision. The remaining elements are optional,
each being enabled/disabled through a corresponding macro defined in the
zcl_options.h file - for example, the attribute usaApplicationversion is enabled/
disabled using the enumeration CLD_BAS_ATTR_APPLICATION_VERSION (see
Section 8.3).

The mandatory attribute settings are described further in Section 8.3.

8.3 Mandatory Attribute Settings

The application must set the values of the mandatory u8zCLvVersion,
ePowerSource and ulé6ClusterRevision fields of the Basic cluster structure so
that other devices can read them. This should be done immediately after calling the
endpoint registration function for the device - for example,
eZLO_RegisterDimmableLightEndPoint().

These values can be set by calling the eZCL_WriteLocalAttributeValue() function
with the appropriate input values. Alternatively, they can be set by writing to the

relevant members of the shared structure of the device, as illustrated below, where
sLight or sSwitch is the device that is registered using the registration function.

On a Dimmable Light:

sLight.sBasicCluster.u8ZCLVersion = 0x01;
sLight.sBasicCluster.ePowerSource = E CLD BAS PS SINGLE PHASE MAINS;
sLight.sBasicClusteru.l6ClusterRevision = CLD BAS CLUSTER REVISION;

On a battery-powered Dimmer Switch:

sSwitch.sLocalBasicCluster.u8ZCLVersion = 0x01;
sSwitch.sLocalBasicCluster.ePowerSource = E_CLD BAS PS BATTERY;
sLight.sBasicClusteru.l6ClusterRevision = CLD BAS CLUSTER REVISION;
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8.4 Functions

The following Basic cluster functions are provided in the NXP implementation of the

ZCL:

Function Page
eCLD_BasicCreateBasic 174
eCLD_BasicCommandResetToFactoryDefaultsSend 176
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eCLD_BasicCreateBasic

teZCL_Status eCLD_BasicCreateBasic(
tsZCL_Clusterinstance *psClusterinstance,
bool_t bisServer,
tsZCL_ClusterDefinition *psClusterDefinition,
void *pvEndPointSharedStructPtr,
uint8 *pu8AttributeControlBits);

Description

This function creates an instance of the Basic cluster on an endpoint. The cluster
instance is created on the endpoint which is associated with the supplied
tsZCL_ClusterInstance structure and can act as a server or a client, as
specified.

The function should only be called when setting up a custom endpoint containing one
or more selected clusters (rather than the whole set of clusters supported by a
standard ZigBee device). This function will create a Basic cluster instance on the
endpoint, but instances of other clusters may also be created on the same endpoint
by calling their corresponding creation functions.

Note: This function must not be called for an endpoint on
which a standard ZigBee device (e.g. Simple Sensor) will be
used. In this case, the device and its supported clusters must
be registered on the endpoint using the relevant device
registration function.

When used, this function must be the first Basic cluster function called in the
application, and must be called after the stack has been started and after the ZCL
has been initialised.

The function requires an array to be declared for internal use, which contains one
element (of type uint8) for each attribute of the cluster. The array length should
therefore equate to the total number of attributes supported by the Basic cluster. The
function will initialise the array elements to zero.

Parameters

psClusterinstance Pointer to structure containing information about the
cluster instance to be created (see Section 6.1.16). This
structure will be updated by the function by initialising
individual structure fields.

blsServer Type of cluster instance (server or client) to be created:

TRUE - server
FALSE - client
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psClusterDefinition

pvEndPointSharedStructPtr

pu8AttributeControlBits

E_ZCL_SUCCESS
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Pointer to structure indicating the type of cluster to be
created (see Section 6.1.2). In this case, this structure
must contain the details of the Basic cluster. This
parameter can refer to a pre-filled structure called
sCLD Basic which is provided in the Basic.h file.

Pointer to the shared structure used for attribute
storage. This parameter should be the address of the
structure of type tsCLD_Basic which defines the
attributes of Basic cluster. The function will initialise the
attributes with default values.

Pointer to an array of uint8 values, with one element for
each attribute in the cluster (see above).

E_ZCL_ERR_PARAMETER_NULL

JN-UG-3115 v1.5

© NXP Semiconductors 2018 175



Chapter 8
Basic Cluster

eCLD_BasicCommandResetToFactoryDefaultsSend

teZCL_Status eCLD_|

BasicCommandResetToFactoryDefaultsSend(
uint8 u8SourceEndPointld,

uint8 u8DestinationEndPointld,

tsZCL_Address *psDestinationAddress,

uint8 *pu8TransactionSequenceNumber);

Description

This function can be called on a client device to send a ‘Reset To Factory Defaults’
command, requesting the recipient server device to reset to its factory defaults. The
recipient device will generate a callback event on the endpoint on which the Basic

cluster was registered.

If used, the ‘Reset To Factory Defaults’ command must be enabled in the compile-

time options on both the client and server, as described in Section 8.6.

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

Returns

u8SourceEndPointld

Number of the local endpoint through which to

send the request. This parameter is used both to
send the command and to identify the instance of
the shared structure holding the required

attribute values
Number of the endpoint on the remote node to

u8DestinationEndPointld

which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress

Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL
E_ZCL_ERR_EP_RANGE
E_ZCL_ERR_EP_UNKNOWN
E_ZCL_ERR_CLUSTER_NOT_FOUND
E_ZCL_ERR_ZBUFFER_FAIL
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E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this
function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().

JN-UG-3115v1.5 © NXP Semiconductors 2018 177



Chapter 8
Basic Cluster

8.5 Enumerations

8.5.1 teCLD_BAS_ClusteriD

The following structure contains the enumerations used to identify the attributes of the
Basic cluster.

typedef enum
{
E_CLD BAS ATTR ID ZCL VERSION = 0x0000, /* Mandatory */
E CLD BAS ATTR ID APPLICATION VERSION,
E_CLD BAS ATTR ID STACK VERSION,
E CLD BAS ATTR ID HARDWARE VERSION,
E_CLD _BAS ATTR ID MANUFACTURER NAME,
E CLD BAS ATTR ID MODEL IDENTIFIER,
E_CLD BAS ATTR_ID DATE CODE,
E CLD BAS ATTR ID POWER SOURCE, /* Mandatory */
E_CLD BAS ATTR_ID LOCATION DESCRIPTION = 0x0010,
E CLD BAS ATTR ID PHYSICAL ENVIRONMENT,
E_CLD BAS ATTR ID DEVICE ENABLED,
E CLD BAS ATTR ID ALARM MASK,

E_CLD BAS ATTR ID DISABLE LOCAL_CONFIG,
E_CLD BAS ATTR ID SW BUILD ID = 0x4000

} teCLD BAS ClusterID;

8.5.2 teCLD_BAS_PowerSource

The following enumerations are used in the Basic cluster to specify the power source
for a device (see above):

typedef enum
{
E CLD BAS PS UNKNOWN = 0x00,
E CLD BAS PS SINGLE PHASE MAINS,
E_CLD_BAS PS THREE_PHASE_MATNS,
E CLD BAS PS BATTERY,
E_CLD BAS PS DC SOURCE,
E_CLD BAS PS EMERGENCY MAINS CONSTANTLY POWERED,
E CLD BAS PS EMERGENCY MAINS AND TRANSFER SWITCH,
E CLD BAS PS UNKNOWN BATTERY BACKED = 0x80,
E_CLD_BAS PS STNGLE_PHASE MATNS BATTERY BACKED,
E CLD BAS PS THREE PHASE MAINS BATTERY BACKED,
E _CLD BAS PS BATTERY BATTERY BACKED,
E _CLD BAS PS DC_ SOURCE_BATTERY BACKED,
E CLD BAS PS EMERGENCY MAINS CONSTANTLY POWERED BATTERY BACKED,
E CLD _BAS PS EMERGENCY MAINS AND TRANSFER SWITCH BATTERY BACKED,
} teCLD BAS PowerSource;
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The power source enumerations are described in the table below.

ide

Enumeration

Description

E_CLD_BAS_PS_UNKNOWN

Unknown power source

E_CLD_BAS_PS_SINGLE_PHASE_MAINS

Single-phase mains powered

E_CLD_BAS_PS_THREE_PHASE_MAINS

Three-phase mains powered

E_CLD_BAS_PS_BATTERY

Battery powered

E_CLD_BAS_PS_DC_SOURCE

DC source

E_CLD_BAS_PS_EMERGENCY_MAINS_
CONSTANTLY_POWERED

Constantly powered from emergency mains
supply

E_CLD_BAS_PS_EMERGENCY_MAINS_
AND_TRANSFER_SWITCH

Powered from emergency mains supply via
transfer switch

E_CLD_BAS_PS_UNKNOWN_BATTERY
BACKED

Unknown power source but battery back-up

E_CLD_BAS_PS_SINGLE_PHASE_MAINS_
BATTERY_BACKED

Single-phase mains powered with battery
back-up

E_CLD_BAS_PS_THREE_PHASE_MAINS_
BATTERY_BACKED

Three-phase mains powered with battery
back-up

E_CLD_BAS_PS_BATTERY_
BATTERY_BACKED

Battery powered with battery back-up

E_CLD_BAS_PS_DC_SOURCE_
BATTERY_BACKED

DC source with battery back-up

E_CLD_BAS_PS_EMERGENCY_MAINS_

Constantly powered from emergency mains

CONSTANTLY_POWERED_BATTERY_BACKED supply with battery back-up

E_CLD_BAS_PS_EMERGENCY_MAINS_AND _
TRANSFER_SWITCH_BATTERY_BACKED

Powered from emergency mains supply via
transfer switch with battery back-up

Table 23: Power Source Enumerations

8.5.3 teCLD_BAS_GenericDeviceClass

The following enumerations are used in the Basic cluster to specify the Device
Classes:

typedef enum

{

E CLD BAS GENERIC DEVICE CLASS LIGHTING = 0x00,
} teCLD BAS GenericDeviceClass;
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8.5.4 eCLD_BAS_GenericDeviceType

The following enumerations are used in the Basic cluster to specify the Device Types:

typedef enum

{

E_CLD BAS GENERIC DEVICE TYPE INCANDESCENT 0x00),
E_CLD BAS GENERIC DEVICE TYPE SPOTLIGHT HALOGEN,

E_CLD BAS GENERIC DEVICE TYPE HALOGEN BULB,

E_CLD BAS GENERIC DEVICE TYPE CFL,

E_CLD BAS GENERIC DEVICE TYPE LINEAR FLUORESCENT,

E_CLD BAS GENERIC DEVICE TYPE LED BULB,

E_CLD BAS_ GENERIC DEVICE TYPE SPOTLIGHT LED,

E_CLD BAS GENERIC DEVICE_TYPE LED STRIP,

E_CLD BAS GENERIC DEVICE TYPE LED TUBE,

E_CLD BAS GENERIC DEVICE TYPE INDOOR LUMINAIRE,

E_CLD BAS GENERIC DEVICE TYPE OUTDOOR LUMINAIRE,

E_CLD BAS GENERIC DEVICE TYPE PENDANT LUMINAIRE,

E_CLD BAS_GENERIC DEVICE TYPE FLOOR STANDING LUMINAIRE,
E_CLD BAS GENERIC DEVICE TYPE CONTROLLER = 0xEO,
E_CLD BAS GENERIC DEVICE TYPE WALL SWITCH,

E_CLD BAS GENERIC DEVICE_TYPE PORTABLE REMOTE CONTROLLER,
E_CLD BAS GENERIC DEVICE TYPE MOTION OR LIGHT SENSOR,
E_CLD BAS GENERIC DEVICE_ TYPE ACTUATOR = 0xFO,
E_CLD BAS GENERIC DEVICE TYPE WALL SOCKET,

E_CLD BAS GENERIC DEVICE TYPE GATEWAY OR BRIDGE,

E_CLD BAS GENERIC DEVICE TYPE PLUG IN UNIT,

E_CLD BAS GENERIC DEVICE TYPE RETROFIT ACTUATOR,

E_CLD BAS GENERIC DEVICE TYPE UNSPECIFIED = OXFF

} teCLD BAS GenericDeviceType;
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8.5.5 teCLD_BAS_PhysicalEnvironment

The following enumerations are used in the Basic cluster to specify the Physical
Environment:

typedef enum

E CLD BAS PE UNSPECIFIED

E _CLD BAS PE MIRROR,

E CLD BAS PE ATRIUM,

E CLD BAS PE BAR,

E CLD BAS PE COURTYARD,
E_CLD BAS PE BATHROOM,

E CLD BAS PE BEDROOM,

E_CLD BAS PE BILLIARD ROOM,
E CLD BAS PE UTILITY ROOM,

E CLD BAS PE CELLAR,

E CLD BAS PE STORAGE CLOSET,
E_CLD BAS PE THREATER,

E CLD BAS PE OFFICE 0x0B,

E _CLD BAS PE DECK,

E CLD BAS PE DEN,

E_CLD BAS PE DINNING ROOM,

E CLD BAS PE ELECTRICAL ROOM,
E_CLD BAS PE ELEVATOR,

E CLD BAS PE ENTRY,

E CLD BAS PE FAMILY ROOM,

E CLD BAS PE MAIN FLOOR,

E CLD BAS PE UPSTAIRS,

E CLD BAS PE DOWNSTAIRS,

E CLD BAS PE BASEMENT LOWER LEVEL,
E CLD BAS PE GALLERY,

E _CLD BAS PE GAME ROOM,

E CLD BAS PE GARAGE,

E CLD BAS PE GYM,

E CLD BAS PE HALLWAY,

E CLD BAS PE HOUSE,

E CLD BAS PE KITCHEN,

E CLD BAS PE LAUNDRY ROOM,

E CLD BAS PE LIBRARY,

E CLD BAS PE MASTER BEDROOM,
E CLD BAS PE MUD_ROOM,

E CLD BAS PE NURSERY,

E CLD BAS PE PANTRY,

= 0x00,
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E CLD BAS PE OFFICE 0X24,

E CLD BAS PE OUTSIDE,

E CLD BAS PE POOL,
E_CLD BAS PE PORCH,

E CLD BAS PE SEWING ROOM,
E_CLD BAS PE SITTING ROOM,

E CLD BAS PE STAIRWAY,

E CLD BAS PE YARD,

E CLD BAS PE ATTIC,

E _CLD BAS PE HOT TUB,

E CLD BAS PE LIVING ROOM 0X2E,
E _CLD BAS PE SAUNA,

E CLD BAS PE SHOP WORKSHOP,
E_CLD BAS PE GUEST BEDROOM,
E CLD BAS PE GUEST BATH,
E_CLD BAS PE POWDER ROOM,

E CLD BAS PE BACK YARD,
E_CLD BAS PE FRONT_ YARD,

E CLD BAS PE PATIO,

E_CLD BAS PE DRIVEWAY,

E CLD BAS PE SUN ROOM,

E CLD BAS PE LIVING ROOM 0X39,
E CLD BAS PE SPA,

E _CLD BAS PE WHIRLPOOL,

E CLD BAS PE SHED,

E CLD BAS PE EQUIPMENT STORAGE,
E CLD BAS PE HOBBY CRAFT ROOM,
E _CLD BAS PE FOUNTAIN,

E CLD BAS PE POND,

E_CLD BAS PE RECEPTION ROOM,
E CLD BAS PE BREAKFAST ROOM,
E _CLD BAS PE NOOK,

E CLD BAS PE GARDEN,

E_CLD BAS PE PANIC ROOM,

E CLD BAS PE TERRACE,

E _CLD BAS PE ROOF,

E CLD BAS PE TOILET,

E CLD BAS PE TOILET MAIN,

E CLD BAS PE OUTSIDE TOILET,
E_CLD BAS PE SHOWER ROOM,

E CLD BAS PE STUDY,

E CLD BAS PE FRONT GARDEN,

E CLD BAS PE BACK GARDEN,
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E_CLD BAS PE KETTLE,
E_CLD BAS PE TELEVISION,
E_CLD BAS PE STOVE,
E_CLD BAS PE MICROWAVE,
E_CLD BAS PE TOASTER,
E_CLD BAS PE VACUMM,
E_CLD BAS PE APPLIANCE,
E_CLD BAS PE FRONT DOOR,
E_CLD BAS PE BACK DOOR,
E_CLD BAS PE FRIDGE DOOR,
E_CLD BAS PE MEDICATION CABINET DOOR,
E_CLD BAS PE WARDROBE_ DOOR,
E_CLD BAS PE_FRONT CUPBOARD DOOR,
E_CLD BAS PE OTHER DOOR,
E_CLD BAS PE WAITING ROOM,
E_CLD BAS PE TRIAGE ROOM,
E_CLD BAS PE DOCTOR OFFICE,
E_CLD BAS PE PATIENT PRIVATE ROOM,
E_CLD BAS PE_CONSULTATION ROOM,
E _CLD BAS PE NURSE STATION,
E_CLD BAS PE WARD,
E _CLD BAS PE COORIDOR,
E_CLD BAS PE_OPERATING THREATER,
E CLD BAS PE DENTAL SURGERY ROOM,
E_CLD BAS PE MEDICAL IMAGING ROOM,
E CLD BAS PE DECONTAMINATION_ ROOM,
E_CLD BAS PE_UNKNOWN ENVIRONMENT

} teCLD BAS PhysicalEnvironment;

8.6 Compile-Time Options
To enable the Basic cluster in the code to be built, it is necessary to add the following
to the zcl_options.h file:

#define CLD BASIC

In addition, to include the software for a cluster client or server or both, it is necessary
to add one or both of the following to the same file:

#define BASIC CLIENT
#define BASIC_ SERVER

The Basic cluster contains macros that may be optionally specified at compile-time by
adding some or all of the following lines to the zcl_options.h file.
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Optional Attributes
Add this line to enable the optional Application Version attribute:

#define CLD BAS ATTR APPLICATION VERSION

Add this line to enable the optional Stack Version attribute:

#define  CLD BAS ATTR STACK VERSION

Add this line to enable the optional Hardware Version attribute:

#define  CLD BAS ATTR HARDWARE VERSION

Add this line to enable the optional Manufacturer Name attribute:

#define  CLD BAS ATTR MANUFACTURER NAME

Add this line to enable the optional Model Identifier attribute:

#define  CLD BAS ATTR MODEL IDENTIFIER

Add this line to enable the optional Date Code attribute:

#define  CLD BAS ATTR _DATE_ CODE

Add this line to enable the optional Generic Class Device attribute:

#define CLD BAS ATTR GENERIC DEVICE CLASS

Add this line to enable the optional Generic Device Type attribute:

#define CLD BAS ATTR GENERIC DEVICE_TYPE

Add this line to enable the optional Product Code attribute:

#define CLD BAS ATTR PRODUCT CODE

Add this line to enable the optional Product URL attribute:

#define CLD BAS ATTR PRODUCT URL

Add this line to enable the optional Location Description attribute:

#define CLD_BAS ATTR_LOCATION DESCRIPTION

Add this line to enable the optional Physical Environment attribute:

#define  CLD BAS ATTR PHYSICAL ENVIRONMENT

Add this line to enable the optional Device Enabled attribute:

#define  CLD_BAS ATTR _DEVICE_ENABLED
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Add this line to enable the optional Alarm Mask attribute:

#define  CLD_BAS ATTR_ALARM MASK

Add this line to enable the optional Disable Local Config attribute:

#define  CLD BAS ATTR _DISABLE LOCAL_CONFIG

Add this line to enable the optional Software Build ID attribute:

#define  CLD BAS ATTR SW BUILD ID

Global Attributes
Add this line to define the value (n) of the Cluster Revision attribute:

#define CLD BAS CLUSTER REVISION <n>

The default value is 1, which corresponds to the revision of the cluster in the ZCL r6
specification (see Section 2.4).

Optional Commands

Add this line to enable the optional Reset To Factory Defaults command on the client
and server:

#define CLD BAS CMD RESET TO FACTORY DEFAULTS

Product Code Length

The default length of the product code contained in the attributes sProductCode and
au8ProductCode [] can be defined by adding the following line:

#define CLD BAS PCODE_SIZE <n>
where <n> is the default number characters in the product code.

The maximum length of the product code contained in the attributes sProductCode
and au8ProductCode [] can be defined by adding the following line:

#define CLD BASIC MAX NUMBER OF BYTES PRODUCT CODE <n>
where <n> is the maximum number characters in the product code.

Product URL Length

The default length of the product URL contained in the attributes sProductURL and
au8ProductURL [] can be defined by adding the following line:

#define CLD BAS URL SIZE <n>
where <n> is the default number characters in the product URL.

The maximum length of the product URL contained in the attributes sProductURL
and aus8ProductURL [] can be defined by adding the following line:

#define CLD BASIC MAX NUMBER OF BYTES PRODUCT URL <n>
where <n> is the maximum number characters in the product URL.
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9. Power Configuration Cluster

This chapter describes the Power Configuration cluster which is concerned with the
power source(s) of a device.

The Power Configuration cluster has a Cluster ID of 0x0001.

9.1 Overview

The Power Configuration cluster allows:
= information to be obtained about the power source(s) of a device
® voltage alarms to be configured

To use the functionality of this cluster, you must include the file
PowerConfiguration.h in your application and enable the cluster by defining
CLD_POWER_CONFIGURATION in the zcl_options.h file.

It is also necessary to enable the cluster as a server or client, or as both:

®m The cluster server is able to receive commands to change the power
configuration on the local device.

m  The cluster client is able to send commands to change the power configuration
on the remote device.

The inclusion of the client or server software must be pre-defined in the application’s
compile-time options (in addition, if the cluster is to reside on a custom endpoint then
the role of client or server must also be specified when creating the cluster instance).

The compile-time options for the Power Configuration cluster are fully detailed in
Section 9.6.
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9.2 Power Configuration Cluster Structure and Attributes

The structure definition for the Power Configuration cluster is:

typedef struct

{

#ifdef POWER CONFIGURATION SERVER

#ifdef CLD PWRCFG ATTR MAINS VOLTAGE
zuintlé6 ulé6MainsVoltage;
#endif

#ifdef CLD PWRCFG ATTR MAINS FREQUENCY
zuint8 u8MainsFrequency;
#endif

#ifdef CLD PWRCFG ATTR MAINS ALARM MASK
zbmap8 u8MainsAlarmMask;
#endif

#ifdef CLD PWRCFG ATTR MAINS VOLTAGE MIN THRESHOLD
uintlé ulé6MainsVoltageMinThreshold;
#endif

#ifdef CLD PWRCFG_ATTR MAINS VOLTAGE MAX THRESHOLD
uintleé uléMainsVoltageMaxThreshold;
#endif

#ifdef CLD PWRCFG ATTR MAINS VOLTAGE DWELL TRIP_ POINT
uintleé ulé6MainsVoltageDwellTripPoint;
#endif

#ifdef CLD PWRCFG ATTR BATTERY VOLTAGE
uint8 u8BatteryVoltage;
#endif

#ifdef CLD_PWRCFG_ATTR BATTERY PERCENTAGE REMAINING
uint8 u8BatteryPercentageRemaining;
#endif
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#ifdef CLD PWRCFG ATTR BATTERY MANUFACTURER
tsZCL_CharacterString sBatteryManufacturer;
uints8 au8BatteryManufacturer[16] ;
#endif

#ifdef CLD PWRCFG ATTR BATTERY SIZE
zZenums u8BatterySize;
#endif

#ifdef CLD PWRCFG ATTR BATTERY AHR RATING
zuintlé6 ulé6BatteryAHRating;
#endif

#ifdef CLD_PWRCFG_ATTR_BATTERY QUANTITY
zuint8 u8BatteryQuantity;
#endif

#ifdef CLD PWRCFG_ATTR BATTERY RATED VOLTAGE
zuint8 uB8BatteryRatedVoltage;
#endif

#ifdef CLD PWRCFG ATTR BATTERY ALARM MASK
zbmap8 u8BatteryAlarmMask;
#endif

#ifdef CLD PWRCFG_ATTR BATTERY VOLTAGE MIN THRESHOLD
zuints8 u8BatteryVoltageMinThreshold;
#endif

#ifdef CLD PWRCFG_ATTR ID BATTERY VOLTAGE THRESHOLD1
zuints8 uB8BatteryVoltageThresholdl;
#endif

#ifdef CLD PWRCFG _ATTR ID BATTERY VOLTAGE THRESHOLD2
zuints8 uB8BatteryVoltageThreshold2;
#endif

#ifdef CLD PWRCFG _ATTR ID BATTERY VOLTAGE THRESHOLD3
zuint8 uB8BatteryVoltageThresholds3;
#endif
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#ifdef CLD PWRCFG ATTR ID BATTERY PERCENTAGE MIN THRESHOLD
zuint8 u8BatteryPercentageMinThreshold;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY PERCENTAGE THRESHOLD1
zuint8 u8BatteryPercentageThresholdl;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY PERCENTAGE THRESHOLD2
zuint8 u8BatteryPercentageThreshold2;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY PERCENTAGE THRESHOLD3
zuints8 u8BatteryPercentageThreshold3;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY ALARM STATE
zbmap32 u32BatteryAlarmState;
#endif

#ifdef CLD PWRCFG_ATTR BATTERY 2 VOLTAGE
uints8 u8Battery2Voltage;
#endif

#ifdef CLD PWRCFG_ATTR BATTERY 2 PERCENTAGE REMAINING
uints8 u8Battery2PercentageRemaining;
#endif

#ifdef CLD PWRCFG ATTR BATTERY 2 MANUFACTURER
tsZCL_CharacterString sBattery2Manufacturer;
uints8 au8Battery2Manufacturer[16] ;
#endif

#ifdef CLD PWRCFG ATTR BATTERY 2 SIZE
zZenums uBBattery2Size;
#endif

#ifdef CLD PWRCFG ATTR BATTERY 2 AHR RATING
zuintlé6 ulé6Battery2AHRating;
#endif
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#ifdef CLD PWRCFG ATTR BATTERY 2 QUANTITY
zuint8 u8Battery2Quantity;
#endif
#ifdef CLD PWRCFG_ATTR BATTERY 2 RATED VOLTAGE
zuint8 u8Battery2RatedVoltage;
#endif
#ifdef CLD PWRCFG_ATTR BATTERY 2 ALARM MASK
zbmap8 u8Battery2AlarmMask;
#endif
#ifdef CLD PWRCFG ATTR BATTERY 2 VOLTAGE MIN THRESHOLD
zuints8 u8Battery2VoltageMinThreshold;

#endif

#ifdef CLD PWRCFG ATTR ID BATTERY 2 VOLTAGE THRESHOLD1
zuint8 uBBattery2VoltageThresholdl;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY 2 VOLTAGE THRESHOLD2
zuint8 uBBattery2VoltageThreshold2;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY 2 VOLTAGE THRESHOLD3
zuint8 u8Battery2VoltageThreshold3;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY 2 PERCENTAGE MIN THRESHOLD
zuint8 u8Battery2PercentageMinThreshold;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY 2 PERCENTAGE THRESHOLD1
zuint8 u8Battery2PercentageThresholdl;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY 2 PERCENTAGE THRESHOLD2
zuint8 u8Battery2PercentageThreshold2;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY 2 PERCENTAGE THRESHOLD3
zuint8 u8Battery2PercentageThreshold3s;
#endif
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#ifdef CLD PWRCFG ATTR ID BATTERY 2 ALARM STATE
zbmap32 u32Battery2AlarmState;
#endif

#ifdef CLD PWRCFG_ATTR BATTERY 3 VOLTAGE
uint8 uB8Battery3Voltage;
#endif

#ifdef CLD PWRCFG_ATTR BATTERY 3 PERCENTAGE REMAINING
uint8 uB8Battery3PercentageRemaining;

#endif

#ifdef CLD PWRCFG_ATTR BATTERY 3 MANUFACTURER

tsZCL_CharacterString sBattery3Manufacturer;
uints8 au8Battery3Manufacturer[16] ;
#endif

#ifdef CLD PWRCFG ATTR BATTERY 3 SIZE
zenums u8Battery3Size;
#endif

#ifdef CLD PWRCFG_ATTR BATTERY 3 AHR RATING
zuintlé uléBattery3AHRating;
#endif

#ifdef CLD PWRCFG ATTR BATTERY 3 QUANTITY
zuint8 u8Battery3Quantity;
#endif

#ifdef CLD PWRCFG ATTR BATTERY 3 RATED VOLTAGE
zuint8 u8Battery3RatedVoltage;
#endif

#ifdef CLD PWRCFG ATTR BATTERY 3 ALARM MASK
zbmap8 u8Battery3AlarmMask;
#endif

#ifdef CLD PWRCFG ATTR BATTERY 3 VOLTAGE MIN THRESHOLD
zuint8 u8Battery3VoltageMinThreshold;
#endif
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#ifdef CLD PWRCFG ATTR ID BATTERY 3 VOLTAGE THRESHOLD1
zuint8 uBBattery3VoltageThresholdl;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY 3 VOLTAGE THRESHOLD2
zuint8 uB8Battery3VoltageThreshold2;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY 3 VOLTAGE THRESHOLD3
zuint8 u8Battery3VoltageThreshold3;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY 3 PERCENTAGE MIN THRESHOLD
zuints8 u8Battery3PercentageMinThreshold;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY 3 PERCENTAGE THRESHOLD1
zuint8 u8Battery3PercentageThresholdl;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY 3 PERCENTAGE THRESHOLD2
zuint8 u8Battery3PercentageThreshold2;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY 3 PERCENTAGE THRESHOLD3
zuint8 u8Battery3PercentageThreshold3s;
#endif

#ifdef CLD PWRCFG ATTR ID BATTERY 3 ALARM STATE
zbmap32 u32Battery3AlarmState;

#endif

#ifdef CLD PWRCFG ATTR ID ATTRIBUTE REPORTING STATUS

zuint8 u8AttributeReportingStatus;
#tendif
#tendif

zuintle ul6ClusterRevision;

} tsCLD PowerConfiguration;
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The attributes are classified into four attribute sets: Mains Information, Mains Settings,
Battery Information, Battery Settings and Global. The attributes from these sets are
described below.

Mains Information Attribute Set
® yléMainsVoltage is the measured AC (RMS) mains voltage or DC voltage

currently applied to the device, in units of 100 mV.

u8MainsFrequency is half of the measured AC mains frequency, in Hertz,
currently applied to the device. Actual frequency = 2 x usMainsFrequency.
This allows AC mains frequencies to be stored in the range 2-506 Hz in steps
of 2 Hz. In addition:

0x00 indicates a DC supply or that AC frequency is too low to be
measured

OxFE indicates that AC frequency is too high to be measured
OxFF indicates that AC frequency could not be measured.

Mains Settings Attribute Set

® u8MainsAlarmMask is a bitmap indicating which mains voltage alarms can be

generated (a bit is set to ‘1’ if the alarm is enabled):

Bit Description

0 Under-voltage alarm (triggered when measured RMS mains
voltage falls below a pre-defined threshold - see below)

1 Over-voltage alarm (triggered when measured RMS mains
voltage rises above a pre-defined threshold - see below)

2 Mains power supply has been lost or is unavailable - that is,
the device is now running on battery power.

3-7 Reserved

® yléMainsVoltageMinThreshold is the threshold for the under-voltage

alarm, in units of 100 mV. The RMS mains voltage is allowed to fall below this
threshold for the duration specified by 16MainsVoltageDwellTripPoint
before the alarm is triggered (see below). OxFFFF indicates that the alarm will
not be generated.

uléMainsVoltageMaxThreshold is the threshold for the over-voltage
alarm, in units of 100 mV. The RMS mains voltage is allowed to rise above this
threshold for the duration specified by 16MainsVoltageDwellTripPoint
before the alarm is triggered (see below). OXFFFF indicates that the alarm will
not be generated.

uléMainsVoltageDwellTripPoint defines the time-delay, in seconds,
before an over-voltage or under-voltage alarm will be triggered when the mains
voltage crosses the relevant threshold. If the mains voltage returns within the
limits of the thresholds during this time, the alarm will be cancelled. OxFFFF
indicates that the alarms will not be generated.
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Battery Information Attribute Set (Battery 1)

u8BatteryVoltage is the measured battery voltage currently applied to the
device, in units of 100 mV. OxFF indicates that the measured voltage is invalid
or unknown.

u8BatteryPercentageRemaining indicates the remaining battery life as a
percentage of the complete battery lifespan, expressed to the nearest half-
percent in the range 0 to 100 - for example, OXAF represents 87.5%. The
special value OxFF indicates an invalid or unknown measurement.

Battery Settings Attribute Set (Battery 1)

sBatteryManufacturer is a pointer to the array containing the name of the
battery manufacturer (see below).

au8BatteryManufacturer [16] is a 16-element array containing the name
of the battery manufacturer (maximum of 16 characters).

u8BatterySize is an enumeration indicating the type of battery in the device
- the enumerations are listed in Section 9.5.2.

ulé6BatteryAHRating is the Ampere-hour (Ah) charge rating of the battery,
in units of 10 mAh.

u8BatteryQuantity is the number of batteries used to power the device.

u8BatteryRatedVoltage is the rated voltage of the battery, in units of
100 mV.

u8BatteryAlarmMask is a bitmap indicating whether the battery-low alarm
can be generated - if enabled, the alarm is generated when the battery voltage
falls below a pre-defined threshold (see below). The alarm-enable bit is bit 0
(which is set to ‘1’ if the alarm is enabled).

u8BatteryVoltageMinThreshold is the battery voltage threshold, in units
of 100 mV, below which the device cannot operate or transmit - a battery-low
alarm can be triggered when the battery voltage falls below this threshold:

Value Description

0x00 - 0x39 Minimum battery voltage threshold, in units of 100 mV

0x3A Mains power supply has been lost or is unavailable - that is,
the device is now running on battery power.

0x3B - OxFF Reserved

u8BatteryVoltageThresholdl is a battery voltage threshold, in units of
100 mV, which can correspond to a battery-low alarm - that is, if the battery
voltage falls below this threshold, an alarm can be triggered. It must be greater
than the value defined for ugBatteryvVoltageMinThreshold. The special
value OxFF indicates that the threshold is not used.
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u8BatteryVoltageThreshold2 is a battery voltage threshold, in units of
100 mV, which can correspond to a battery-low alarm - that is, if the battery
voltage falls below this threshold, an alarm can be triggered. It must be greater
than the value defined for ugBatteryvVoltageThresholdl. The special
value OxFF indicates that the threshold is not used.

u8BatteryVoltageThreshold3 is a battery voltage threshold, in units of
100 mV, which can correspond to a battery-low alarm - that is, if the battery
voltage falls below this threshold, an alarm can be triggered. It must be greater
than the value defined for ugBatteryvVoltageThreshold2. The special
value OxFF indicates that the threshold is not used.

u8BatteryPercentageMinThreshold is the minimum alarm threshold for
percentage battery-life, expressed in half-percent steps in the range 0 to 100 - if
the remaining percentage battery-life (u8BatteryPercentageRemaining)
falls below this threshold, an alarm can be triggered.

u8BatteryPercentageThresholdl is an alarm threshold for percentage
battery-life, expressed in half-percent steps in the range 0 to 100 - if the
remaining percentage battery-life (u8BatteryPercentageRemaining) falls
below this threshold, an alarm can be triggered. It must be greater than the
value defined for ugBatteryPercentageMinThreshold. The special value
OxFF indicates that the threshold is not used.

u8BatteryPercentageThreshold2 is an alarm threshold for percentage
battery-life, expressed in half-percent steps in the range 0 to 100 - if the
remaining percentage battery-life (u8BatteryPercentageRemaining) falls
below this threshold, an alarm can be triggered. It must be greater than the
value defined for ugsBatteryPercentageThresholdl. The special value
OxFF indicates that the threshold is not used.

u8BatteryPercentageThreshold3 is an alarm threshold for percentage
battery-life, expressed in half-percent steps in the range 0 to 100 - if the
remaining percentage battery-life (u8BatteryPercentageRemaining) falls
below this threshold, an alarm can be triggered. It must be greater than the
value defined for ugsBatteryPercentageThreshold2. The special value
OxFF indicates that the threshold is not used.

196

© NXP Semiconductors 2018 JN-UG-3115v1.5



ZigBee Cluster Library (for ZigBee 3.0)
User Guide

® y32BatteryAlarmState is a bitmap repesenting the current state of the

alarms for the battery or batteries (the bitmap includes status bits for optional
additional batteries 2 and 3). It indicates the state of the battery in relation to
the voltage and percentage-life thresholds defined by the attributes above (a bit

is set to ‘1’ when the corresponding threshold has been reached).

Bit

Description

Bits for Battery

0

Bit is set if one of the following thresholds has been reached:

e u8BatteryVoltageMinThreshold
e u8BatteryPercentageMinThreshold

Bit is set if one of the following thresholds has been reached:

e u8BatteryVoltageThresholdl
e u8BatteryPercentageThresholdl

Bit is set if one of the following thresholds has been reached:

e u8BatteryVoltageThreshold2
e u8BatteryPercentageThreshold2

Bit is set if one of the following thresholds has been reached:

e u8BatteryVoltageThreshold3
e u8BatteryPercentageThreshold3

4-9

Reserved

Bits for Battery 2 (Optional)

10

Bit is set if one of the following thresholds has been reached:

e u8Battery2VoltageMinThreshold
e u8Battery2PercentageMinThreshold

11

Bit is set if one of the following thresholds has been reached:

e u8Battery2VoltageThresholdl
e u8Battery2PercentageThresholdl

12

Bit is set if one of the following thresholds has been reached:

e u8Battery2VoltageThreshold2
e u8Battery2PercentageThreshold2

13

Bit is set if one of the following thresholds has been reached:

e u8Battery2VoltageThreshold3
e u8Battery2PercentageThreshold3

14 -19

Reserved

Bits for Battery 3 (Optional)

20 Bit is set if one of the following thresholds has been reached:
e u8Battery3VoltageMinThreshold
e u8Battery3PercentageMinThreshold

21 Bit is set if one of the following thresholds has been reached:

e u8Battery3VoltageThresholdl
e u8Battery3PercentageThresholdl
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Bit Description

22 Bit is set if one of the following thresholds has been reached:
e u8Battery3VoltageThreshold2
e u8Battery3PercentageThreshold2

23 Bit is set if one of the following thresholds has been reached:
e u8Battery3VoltageThreshold3
e u8Battery3PercentageThreshold3

24 - 29 Reserved

30 Mains power supply has been lost or is unavailable - that is, the device is now
running on battery power

31 Reserved

Battery Information and Battery Settings Attribute Sets for Battery <X>

The Battery Information and Battery Settings attribute sets are repeated for up to two
further (optional) batteries, denoted 2 and 3. The attributes are as follows, where <X>
is 2 or 3, and their definitions are identical to those of the equivalent attributes in the
Battery Information and Battery Settings attribute sets described above.

® y8Battery<X>Voltage

B u8Battery<X>PercentageRemaining
B gu8Battery<Xs>Manufacturer [16]

B uB8Battery<X>Size

B yleBattery<X>AHRating

B u8Battery<X>Quantity

® y8Battery<X>RatedVoltage

® u8Battery<X>AlarmMask

B u8Battery<Xs>VoltageMinThreshold
® u8Battery<X>VoltageThresholdl

® u8Battery<X>VoltageThreshold2

® u8Battery<X>VoltageThreshold3

B u8Battery<X>PercentageMinThreshold
® uy8Battery<X>PercentageThresholdl
® y8Battery<X>PercentageThreshold2
® u8Battery<X>PercentageThreshold3
B y32Battery<X>AlarmState

198

© NXP Semiconductors 2018 JN-UG-3115v1.5



ZigBee Cluster Library (for ZigBee 3.0)
User Guide

Global Attribute Set

B y8AttributeReportingStatus is an optional attribute that should be
enabled when attribute reporting is used for the cluster (see Section 2.3.5). The
value of this attribute indicates whether there are attribute reports still pending
(0x00) or the attribute reports are complete (0x01) - all other values are
reserved. This attribute is also described in Section 2.4.

® yléClusterRevision is a mandatory attribute that specifies the revision of
the cluster specification on which this cluster instance is based. The cluster
specification in the ZCL r6 corresponds to a cluster revision of 1. The value is
incremented by one for each subsequent revision of the cluster specification.
This attribute is also described in Section 2.4.

9.3 Attributes for Default Reporting

The following attributes of the Power Configuration cluster can be selected for default
reporting:

® u8BatteryPercentageRemaining
B y32BatteryAlarmState

Attribute reporting (including default reporting) is described in Appendix B. Enabling
reports for these attributes is described in Appendix B.3.6.

9.4 Functions

The following Power Configuration cluster function is provided in the NXP
implementation of the ZCL.:

Function Page
eCLD_PowerConfigurationCreatePowerConfiguration 200
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eCLD_PowerConfigurationCreatePowerConfiguration

teZCL_Status eCLD_PowerConfigurationCreatePowerConfiguration(
tsZCL_Clusterinstance *psClusterinstance,
bool_t bisServer,
tsZCL_ClusterDefinition *psClusterDefinition,
void *pvEndPointSharedStructPtr,
uint8 *pu8AttributeControlBits);

Description

This function creates an instance of the Power Configuration cluster on an endpoint.
The cluster instance is created on the endpoint which is associated with the supplied
tsZCL_ClusterInstance structure and can act as a server or a client, as
specified.

The function should only be called when setting up a custom endpoint containing one
or more selected clusters (rather than the whole set of clusters supported by a
standard ZigBee device). This function will create a Power Configuration cluster
instance on the endpoint, but instances of other clusters may also be created on the
same endpoint by calling their corresponding creation functions.

Note: This function must not be called for an endpoint on
“ which a standard ZigBee device will be used. In this case, the

device and its supported clusters must be registered on the
endpoint using the relevant device registration function.

When used, this function must be called after the stack has been started and after
the ZCL has been initialised.

The function requires an array to be declared for internal use, which contains one
element (of type uint8) for each attribute of the cluster. The array length should
therefore equate to the total number of attributes supported by the Power
Configuration cluster.

The function will initialise the array elements to zero.

Parameters

psClusterinstance Pointer to structure containing information about the
cluster instance to be created (see Section 6.1.16). This
structure will be updated by the function by initialising
individual structure fields.
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bisServer Type of cluster instance (server or client) to be created:
TRUE - server
FALSE - client
psClusterDefinition Pointer to structure indicating the type of cluster to be

created (see Section 6.1.2). In this case, this structure
must contain the details of the Power Configuration
cluster. This parameter can refer to a pre-filled structure
called sCLD_ PowerConfiguration which is
provided in the PowerConfiguration.h file.

pvEndPointSharedStructPtr Pointer to the shared structure used for attribute
storage. This parameter should be the address of the
structure of type tsCLD_ PowerConfiguration
which defines the attributes of Power Configuration
cluster. The function will initialise the attributes with
default values.

pu8AttributeControlBits Pointer to an array of uint8 values, with one element for
each attribute in the cluster (see above).

Returns

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL
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9.5 Enumerations and Defines

9.5.1 teCLD_PWRCFG_Attributeld

The following structure contains the enumerations used to identify the attributes of the
Power Configuration cluster.

typedef enum

{

/* Mains Information attribute set attribute IDs */

E_CLD PWRCFG ATTR ID MAINS VOLTAGE = 0x0000,
E_CLD PWRCFG_ATTR_ID MAINS FREQUENCY,

/* Mains settings attribute set attribute IDs */

E_CLD PWRCFG ATTR ID MAINS ALARM MASK = 0x0010,

E_CLD PWRCFG_ATTR_ID MAINS VOLTAGE MIN THRESHOLD,
E_CLD PWRCFG_ATTR_ID MAINS VOLTAGE MAX THRESHOLD,
E_CLD PWRCFG_ATTR_ID MAINS VOLTAGE DWELIL,_TRIP_ POINT,

/* Battery information attribute set attribute IDs */
E CLD PWRCFG ATTR ID BATTERY VOLTAGE = 0x0020,
E_CLD PWRCFG_ATTR ID BATTERY PERCENTAGE REMAINING,

/* Battery settings attribute set attribute IDs */
E_CLD PWRCFG ATTR ID BATTERY MANUFACTURER = 0x0030,
E_CLD PWRCFG_ATTR_ID BATTERY SIZE,

E_CLD PWRCFG ATTR ID BATTERY AHR RATING,

E_CLD PWRCFG_ATTR_ID BATTERY QUANTITY,

E_CLD PWRCFG ATTR ID BATTERY RATED VOLTAGE,

E_CLD PWRCFG ATTR_ID BATTERY ALARM MASK,

E_CLD PWRCFG ATTR ID BATTERY VOLTAGE MIN THRESHOLD,
E_CLD PWRCFG_ATTR_ID BATTERY VOLTAGE THRESHOLDI1,

E_CLD PWRCFG ATTR ID BATTERY VOLTAGE THRESHOLD2,

E_CLD PWRCFG ATTR_ID BATTERY VOLTAGE THRESHOLD3,

E_CLD PWRCFG ATTR ID BATTERY PERCENTAGE MIN THRESHOLD,
E_CLD PWRCFG_ATTR_ID BATTERY PERCENTAGE THRESHOLDI,
E_CLD PWRCFG ATTR ID BATTERY PERCENTAGE THRESHOLD2,
E_CLD PWRCFG _ATTR_ID BATTERY PERCENTAGE THRESHOLD3,
E_CLD PWRCFG ATTR ID BATTERY ALARM STATE,

/* Battery information 2 attribute set attribute IDs */
E_CLD PWRCFG_ATTR_ID BATTERY 2 VOLTAGE = 0x0040,
E_CLD PWRCFG ATTR ID BATTERY 2 PERCENTAGE REMAINING,
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/* Battery settings 2 attribute set attribute IDs */
E_CLD PWRCFG ATTR ID BATTERY 2 MANUFACTURER = 0x0050,
E_CLD PWRCFG ATTR ID BATTERY 2 SIZE,

E_CLD PWRCFG ATTR ID BATTERY 2 AHR RATING,

E_CLD PWRCFG ATTR ID BATTERY 2 QUANTITY,

E_CLD PWRCFG ATTR ID BATTERY 2 RATED VOLTAGE,

E_CLD PWRCFG ATTR ID BATTERY 2 ALARM MASK,

E_CLD PWRCFG ATTR ID BATTERY 2 VOLTAGE MIN THRESHOLD,
E_CLD PWRCFG ATTR ID BATTERY 2 VOLTAGE THRESHOLD1,

E_CLD PWRCFG ATTR ID BATTERY 2 VOLTAGE THRESHOLD2,

E_CLD PWRCFG ATTR ID BATTERY 2 VOLTAGE THRESHOLD3,

E_CLD PWRCFG ATTR ID BATTERY 2 PERCENTAGE MIN THRESHOLD,
E_CLD PWRCFG ATTR ID BATTERY 2 PERCENTAGE THRESHOLD1,
E_CLD PWRCFG ATTR ID BATTERY 2 PERCENTAGE THRESHOLD2,
E_CLD PWRCFG ATTR ID BATTERY 2 PERCENTAGE THRESHOLD3,

E CLD PWRCFG ATTR ID BATTERY 2 ALARM STATE,

/* Battery information 3 attribute set attribute IDs */
E_CLD PWRCFG ATTR ID BATTERY 3 VOLTAGE = 0x0060,
E_CLD PWRCFG_ATTR ID BATTERY 3 PERCENTAGE REMAINING,

/* Battery settings 3 attribute set attribute IDs */
E_CLD PWRCFG ATTR ID BATTERY 3 MANUFACTURER = 0x0070,
E_CLD PWRCFG ATTR ID BATTERY 3 SIZE,

E_CLD PWRCFG ATTR ID BATTERY 3 AHR RATING,

E _CLD PWRCFG ATTR ID BATTERY 3 QUANTITY,

E_CLD PWRCFG ATTR ID BATTERY 3 RATED VOLTAGE,

E_CLD PWRCFG ATTR ID BATTERY 3 ALARM MASK,

E_CLD PWRCFG ATTR ID BATTERY 3 VOLTAGE MIN THRESHOLD,
E_CLD PWRCFG ATTR ID BATTERY 3 VOLTAGE THRESHOLD1,

E_CLD PWRCFG ATTR ID BATTERY 3 VOLTAGE THRESHOLD2,

E_CLD PWRCFG ATTR ID BATTERY 3 VOLTAGE THRESHOLD3,

E_CLD PWRCFG ATTR ID BATTERY 3 PERCENTAGE MIN THRESHOLD,
E _CLD PWRCFG ATTR ID BATTERY 3 PERCENTAGE THRESHOLD1,
E_CLD PWRCFG ATTR ID BATTERY 3 PERCENTAGE THRESHOLD2,

E _CLD PWRCFG ATTR ID BATTERY 3 PERCENTAGE THRESHOLD3,

E _CLD PWRCFG ATTR ID BATTERY 3 ALARM STATE,

/* Global attribute IDs */
E CLD PWRCFG ATTR ID CLUSTER REVISION 0xFFFC,
E_CLD PWRCFG ATTR ID ATTRIBUTE REPORTING STATUS = OXFFFE

} teCLD PWRCFG Attributeld;

JN-UG-3115v1.5 © NXP Semiconductors 2018 203



Chapter 9
Power Configuration Cluster

9.5.2 teCLD_PWRCFG_BatterySize

The following structure contains the enumerations used to indicate the type of battery
used in the device.

typedef enum
{
E_CLD_PWRCFG BATTERY SIZE NO_ BATTERY = 0x00,
E _CLD PWRCFG BATTERY SIZE BUILT IN,
E_CLD_ PWRCFG BATTERY SIZE OTHER,
E _CLD PWRCFG BATTERY SIZE AR,
E_CLD_PWRCFG BATTERY SIZE AAA,
E _CLD PWRCFG BATTERY SIZE C,
E_CLD_PWRCFG_BATTERY SIZE D,
E _CLD_ PWRCFG BATTERY SIZE UNKNOWN = Oxff,
} teCLD PWRCFG BatterySize;

9.5.3 Defines for Voltage Alarms

The following #defines are provided for use in the configuration of the mains over-
voltage and under-voltage alarms, and the battery-low alarm.

Mains Alarm Mask

#define CLD PWRCFG MAINS VOLTAGE TOO LOW (1 << 0)
#define CLD PWRCFG MAINS VOLTAGE TOO HIGH (1 << 1)

Battery Alarm Mask
#define CLD PWRCFG BATTERY VOLTAGE TOO LOW (1 << 0)

9.6 Compile-Time Options
To enable the Power Configuration cluster in the code to be built, it is necessary to add
the following to the zcl_options.h file:

#define CLD POWER CONFIGURATION

In addition, to include the software for a cluster client or server or both, it is necessary
to add one or both of the following to the same file:

#define POWER CONFIGURATION CLIENT
#define POWER CONFIGURATION SERVER
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The Power Configuration cluster contains macros that may be optionally specified at
compile-time by adding some or all the following lines to the zcl_options.h file.

Optional Attributes
Add this line to enable the optional Mains Voltage attribute:

#define CLD PWRCFG ATTR MAINS VOLTAGE

Add this line to enable the optional Mains Frequency attribute:

#define CLD PWRCFG ATTR MAINS FREQUENCY

Add this line to enable the optional Mains Alarm Mask attribute:

#define CLD PWRCFG ATTR MAINS ALARM MASK

Add this line to enable the optional Mains Voltage Min Threshold attribute:

#define CLD_ PWRCFG_ATTR_MAINS VOLTAGE MIN THRESHOLD

Add this line to enable the optional Mains Voltage Max Threshold attribute:

#define CLD PWRCFG ATTR MAINS VOLTAGE MAX THRESHOLD

Add this line to enable the optional Mains Voltage Dwell Trip Point attribute:

#define CLD PWRCFG ATTR MAINS VOLTAGE DWELL TRIP POINT

Add this line to enable the optional Battery Voltage attribute:

#define CLD PWRCFG ATTR BATTERY VOLTAGE

Add this line to enable the optional Battery Manufacturer attributes:

#define CLD PWRCFG ATTR BATTERY MANUFACTURER

Add this line to enable the optional Battery Size attribute:

#define CLD PWRCFG ATTR BATTERY SIZE

Add this line to enable the optional Battery Amp Hour attribute:

#define CLD PWRCFG ATTR BATTERY AHR RATING

Add this line to enable the optional Battery Quantity attribute:

#define CLD PWRCFG ATTR BATTERY QUANTITY

Add this line to enable the optional Battery Rated Voltage attribute:

#define CLD PWRCFG ATTR BATTERY RATED VOLTAGE
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Add this line to enable the optional Battery Alarm Mask attribute:

#define CLD PWRCFG ATTR BATTERY ALARM MASK

Add this line to enable the optional Battery Voltage Min Threshold attribute:

#define CLD PWRCFG ATTR BATTERY VOLTAGE MIN THRESHOLD

Add this line to enable the optional Battery Percentage Life Remaining attribute:

#define CLD_ PWRCFG_ATTR BATTERY PERCENTAGE REMAINING

Add this line to enable the optional Battery Voltage Threshold 1 attribute:

#define CLD PWRCFG ATTR ID BATTERY VOLTAGE THRESHOLD1

Add this line to enable the optional Battery Voltage Threshold 2 attribute:

#define LD PWRCFG_ATTR_ID BATTERY VOLTAGE THRESHOLD2

Add this line to enable the optional Battery Voltage Threshold 3 attribute:

#define CLD PWRCFG ATTR ID BATTERY VOLTAGE THRESHOLD3

Add this line to enable the optional Battery Percentage Life Min Threshold attribute:

#define CLD PWRCFG ATTR ID BATTERY PERCENTAGE MIN THRESHOLD

Add this line to enable the optional Battery Percentage Life Threshold 1 attribute:

#define CLD PWRCFG ATTR ID BATTERY PERCENTAGE THRESHOLD1

Add this line to enable the optional Battery Percentage Life Threshold 2 attribute:

#define CLD_ PWRCFG _ATTR_ID BATTERY PERCENTAGE THRESHOLD2

Add this line to enable the optional Battery Percentage Life Threshold 3 attribute:

#define CLD PWRCFG ATTR ID BATTERY PERCENTAGE THRESHOLD3

Add this line to enable the optional Battery Alarm State attribute:

#define CLD PWRCFG ATTR ID BATTERY ALARM STATE

Add this line to enable the optional Battery <X> Voltage attribute:

#define CLD PWRCFG ATTR BATTERY <X> VOLTAGE

Add this line to enable the optional Battery <X> Percentage Life Remaining attribute:

#define CLD PWRCFG ATTR BATTERY <X> PERCENTAGE REMAINING
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Add this line to enable the optional Battery <X> Manufacturer attributes:

#define CLD PWRCFG ATTR BATTERY <X> MANUFACTURER

Add this line to enable the optional Battery <X> Size attribute:

#define CLD PWRCFG ATTR BATTERY <X> SIZE

Add this line to enable the optional Battery <X> Amp Hour attribute:

#define CLD PWRCFG ATTR BATTERY <X> AHR RATING

Add this line to enable the optional Battery <X> Quantity attribute:

#define CLD PWRCFG ATTR BATTERY <X> QUANTITY

Add this line to enable the optional Battery <X> Rated Voltage attribute:

#define CLD PWRCFG ATTR BATTERY <X> RATED VOLTAGE

Add this line to enable the optional Battery <X> Alarm Mask attribute:

#define CLD PWRCFG ATTR BATTERY <X> ALARM MASK

Add this line to enable the optional Battery <X> Voltage Min Threshold attribute:

#define CLD PWRCFG ATTR BATTERY <X> VOLTAGE MIN THRESHOLD

Add this line to enable the optional Battery <X> Voltage Threshold 1 attribute:

#define CLD PWRCFG ATTR ID BATTERY <X> VOLTAGE THRESHOLD1

Add this line to enable the optional Battery <X> Voltage Threshold 2 attribute:

#define CLD PWRCFG ATTR ID BATTERY <X> VOLTAGE THRESHOLD2

Add this line to enable the optional Battery <X> Voltage Threshold 3 attribute:

#define CLD PWRCFG ATTR ID BATTERY <X> VOLTAGE THRESHOLD3

Add this line to enable the optional Battery <X> Percentage Life Remaining attribute:

#define CLD PWRCFG ATTR ID BATTERY <X> PERCENTAGE MIN THRESHOLD

Add this line to enable the optional Battery <X> Percentage Life Threshold 1 attribute:

#define CLD PWRCFG ATTR ID BATTERY <X> PERCENTAGE THRESHOLD1

Add this line to enable the optional Battery <X> Percentage Life Threshold 2 attribute:

#define CLD PWRCFG ATTR ID BATTERY <X> PERCENTAGE THRESHOLD2
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Add this line to enable the optional Battery <X> Percentage Life Threshold 3 attribute:

#define CLD PWRCFG ATTR ID BATTERY <X> PERCENTAGE THRESHOLD3

Add this line to enable the optional Battery <X> Alarm State attribute:

#define CLD PWRCFG ATTR ID BATTERY <X> ALARM STATE

Add this line to enable the optional Attribute Reporting Status attribute:

#define CLD_PWRCFG_ATTR_ ID ATTRIBUTE REPORTING STATUS

Global Attributes
Add this line to define the value (n) of the Cluster Revision attribute:

#define CLD PWRCFG CLUSTER REVISION <n>

The default value is 1, which corresponds to the revision of the cluster in the ZCL r6
specification (see Section 2.4).
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10. Device Temperature Configuration Cluster

This chapter describes the Device Temperature Configuration cluster, which is
concerned with a device’s internal temperature.

The Device Temperature Configuration cluster has a Cluster ID of 0x0002.

10.1 Overview

The Device Temperature Configuration cluster allows:
= information to be obtained about the internal temperature of a device
m over-temperature and under-temperature alarms to be configured

To use the functionality of this cluster, you must include the file
DeviceTemperatureConfiguration.h in your application and enable the cluster by
defining CLD_DEVICE_TEMPERATURE_CONFIGURATION in the zcl_options.h
file.

It is also necessary to enable the cluster as a server or client, or as both:

= The cluster server is able to receive commands to access internal temperature
data on the local device.

®m The cluster client is able to send commands to access the internal temperature
data on the remote device.

The inclusion of the client or server software must be pre-defined in the application’s
compile-time options (in addition, if the cluster is to reside on a custom endpoint then
the role of client or server must also be specified when creating the cluster instance).

The compile-time options for the Device Temperature Configuration cluster are fully
detailed in Section 10.5.
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10.2 Cluster Structure and Attributes

The structure definition for the Device Temperature Configuration cluster is:

typedef struct

{

#ifdef DEVI CE_TEMPERATURE CONFIGURATION_ SERVER
zintlé iléCurrentTemperature;

#ifdef CLD DEVTEMPCFG ATTR ID MIN TEMP EXPERIENCED
zintl6 ileMinTempExperienced;
#endif

#ifdef CLD DEVTEMPCFG ATTR ID MAX TEMP EXPERIENCED
zintl6 ileMaxTempExperienced;
#endif

#ifdef CLD DEVTEMPCFG ATTR ID OVER TEMP TOTAL DWELL
zuintlé ul6OverTempTotalDwell;
#endif

#ifdef CLD DEVTEMPCFG ATTR_ID DEVICE TEMP ALARM MASK
zbmap8 u8DeviceTempAlarmMask;
#endif

#ifdef CLD DEVTEMPCFG ATTR ID LOW_TEMP THRESHOLD
zintlé ileéLowTempThreshold;
#endif

#ifdef CLD DEVTEMPCFG ATTR ID HIGH TEMP THRESHOLD
zintl6 ileHighTempThreshold;
#endif

#ifdef CLD DEVTEMPCFG ATTR ID LOW TEMP DWELL TRIP POINT
zuint24 u24LowTempDwel1lTripPoint;
#endif

#ifdef CLD DEVTEMPCFG ATTR ID HIGH TEMP DWELL TRIP_ POINT
zuint24 u24HighTempDwellTripPoint;
#endif
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#endif
zuintle ul6ClusterRevision;
} tsCLD DeviceTemperatureConfiguration;

The attributes are classified into three attribute sets: Device Temperature Information,
Device Temperature Settings and Global. The attributes from these sets are described
below.

Device Temperature Information Attribute Set

B jlé6CurrentTemperature is a mandatory attribute representing the current
internal temperature of the local device, in degrees Celsius. The valid
temperature range is -200 to +200 °C (and the value is OxFFFF is invalid).

® jl16MinTempExperienced is an optional attribute representing the minimum
internal temperature experienced by the local device while powered, in degrees
Celsius. The valid temperature range is -200 to +200 °C (and the value is
OxFFFF is invalid).

®m jiléMaxTempExperienced is an optional attribute representing the maximum
internal temperature experienced by the local device while powered, in degrees
Celsius. The valid temperature range is -200 to +200 °C (and the value is
OxFFFF is invalid).

B ul60verTempTotalDwell is an optional attribute representing the total time,
in hours, that the device has spent (in its lifetime) above the temperature
specified in the attribute 116HighTempThreshold (see below).

Device Temperature Settings Attribute Set

® y8DeviceTempAlarmMask is an optional attribute containing a bitmap which
specifies the device temperature alarms that are enabled and disabled (the
relevant bit is set to ‘1’ for alarm enabled and ‘0’ for alarm disabled):

Bit Alarm
0 Under-temperature alarm (device temperature too low)
1 Over-temperature alarm (device temperature too high)

2-7 Reserved

B jl6LowTempThreshold is an optional attribute representing the lower
temperature threshold, in degrees Celsius, for an under-temperature alarm.
The device temperature is allowed to fall below this threshold for the duration
specified by u24TL.owTempDwel1TripPoint before the alarm is triggered (see
below). 0x8000 indicates that the alarm will not be generated.

® j16HighTempThreshold is an optional attribute representing the upper
temperature threshold, in degrees Celsius, for an over-temperature alarm. The
device temperature is allowed to rise above this threshold for the duration
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specified by u24HighTempDwel1TripPoint before the alarm is triggered
(see below). 0x8000 indicates that the alarm will not be generated.

u24LowTempDwel lTripPoint is an optional attribute representing the time-
delay, in seconds, before an under-temperature alarm will be triggered when
the device temperature falls below the lower threshold value specified in
iléLowTempThreshold. If the device temperature returns above the
threshold during this time, the alarm will be cancelled. OxFFFFFF indicates that
the under-temperature alarm will not be generated.

u24HighTempDwellTripPoint is an optional attribute representing the
time-delay, in seconds, before an over-temperature alarm will be triggered
when the device temperature rises above the upper threshold value specified in
il16HighTempThreshold. If the device temperature returns below the
threshold during this time, the alarm will be cancelled. OxFFFFFF indicates that
the over-temperature alarm will not be generated.

Global Attribute Set

® ulé6ClusterRevision is @ mandatory attribute that specifies the revision of

the cluster specification on which this cluster instance is based. The cluster
specification in the ZCL r6 corresponds to a cluster revision of 1. The value is
incremented by one for each subsequent revision of the cluster specification.
This attribute is also described in Section 2.4.

10.3 Functions

The following Device Temperature Configuration cluster function is provided in the
NXP implementation of the ZCL.:

Function Page
eCLD_DeviceTemperatureConfigurationCreateDeviceTemperatureConfiguration 213
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eCLD_DeviceTemperatureConfigurationCreateDeviceTemperatureConfiguration

teZCL_Status
eCLD_DeviceTemperatureConfigurationCreateDeviceTemperatureConfiguration(

tsZCL_ClusterInstance *psClusterinstance,
bool_t bisServer,

tsZCL_ClusterDefinition *psClusterDefinition,
void *pvEndPointSharedStructPtr,

uint8 *pu8AttributeControlBits);

Description

This function creates an instance of the Device Temperature Configuration cluster on
an endpoint. The cluster instance is created on the endpoint which is associated with
the supplied tsZCL_ClusterInstance structure and can act as a server or a
client, as specified.

The function should only be called when setting up a custom endpoint containing one
or more selected clusters (rather than the whole set of clusters supported by a
standard ZigBee device). This function will create a Device Temperature
Configuration cluster instance on the endpoint, but instances of other clusters may
also be created on the same endpoint by calling their corresponding creation
functions.

Note: This function must not be called for an endpoint on

' which a standard ZigBee device will be used. In this case, the
device and its supported clusters must be registered on the
endpoint using the relevant device registration function.

When used, this function must be called after the stack has been started and after
the ZCL has been initialised.

The function requires an array to be declared for internal use, which contains one
element (of type uint8) for each attribute of the cluster. The array length should
therefore equate to the total number of attributes supported by the Device
Temperature Configuration cluster.

The function will initialise the array elements to zero.

Parameters

psClusterinstance Pointer to structure containing information about the
cluster instance to be created (see Section 6.1.16). This
structure will be updated by the function by initialising
individual structure fields.
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bisServer Type of cluster instance (server or client) to be created:
TRUE - server
FALSE - client

psClusterDefinition Pointer to structure indicating the type of cluster to be

created (see Section 6.1.2). In this case, this structure
must contain the details of the Device Temperature
Configuration cluster. This parameter can refer to a pre-
filled structure called

SCLD DeviceTemperatureConfiguration which
is provided in the
DeviceTemperatureConfiguration.h file.

pvEndPointSharedStructPtr Pointer to the shared structure used for attribute
storage. This parameter should be the address of the
structure of type
tsCLD_DeviceTemperatureConfigurationn
which defines the attributes of Device Temperature
Configuration cluster. The function will initialise the
attributes with default values.

pu8AttributeControlBits Pointer to an array of uint8 values, with one element for
each attribute in the cluster (see above).

Returns

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL
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10.4 Enumerations and Defines

10.4.1 teCLD_DEVTEMPCFG_Attributeld

The following structure contains the enumerations used to identify the attributes of the
Device Temperature Configuration cluster.

typedef enum
{
/* Device Temperature Information attribute set attribute IDs */
E CLD DEVTEMPCFG ATTR ID CURRENT TEMPERATURE = 0x0000,
E_CLD DEVTEMPCFG ATTR ID MIN TEMP EXPERIENCED,
E _CLD DEVTEMPCFG ATTR ID MAX TEMP EXPERIENCED,
E_CLD DEVTEMPCFG ATTR ID OVER TEMP TOTAL DWELL,

/* Device Temperature Settings attribute set attribute IDs */
E _CLD DEVTEMPCFG ATTR ID DEVICE TEMP ALARM MASK = 0x0010,
E_CLD DEVTEMPCFG ATTR ID LOW_TEMP THRESHOLD,
E _CLD DEVTEMPCFG ATTR ID HIGH TEMP THRESHOLD,
E_CLD DEVTEMPCFG ATTR ID LOW TEMP DWELL TRIP POINT,
E _CLD DEVTEMPCFG ATTR ID HIGH TEMP DWELL TRIP POINT,

} teCLD DEVTEMPCFG Attributeld;

10.4.2 Defines for Device Temperature Alarms

The following #defines are provided for use in the configuration of the over-
temperature and under-temperature alarms.

#define CLD DEVTEMPCFG BITMASK DEVICE_TEMP_TOO LOW (1 << 0)
#define CLD DEVTEMPCFG BITMASK DEVICE TEMP TOO HIGH (1 << 1)

10.5 Compile-Time Options
To enable the Device Temperature Configuration cluster in the code to be built, it is
necessary to add the following to the zcl_options.h file:

#define CLD DEVICE TEMPERATURE CONFIGURATION

In addition, to include the software for a cluster client or server or both, it is necessary
to add one or both of the following to the same file:

#define DEVICE TEMPERATURE CONFIGURATION CLIENT
#define DEVICE TEMPERATURE CONFIGURATION SERVER
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The Device Temperature Configuration cluster contains macros that may be optionally
specified at compile-time by adding some or all the following lines to the
zcl_options.h file.

Optional Attributes

Add this line to enable the optional Minimum Temperature Experienced attribute:

#define CLD DEVTEMPCFG ATTR ID MIN TEMP_ EXPERIENCED

Add this line to enable the optional Maximum Temperature Experienced attribute:

#define CLD DEVTEMPCFG ATTR ID MAX TEMP_ EXPERIENCED

Add this line to enable the optional Over Temperature Total attribute:

#define CLD DEVTEMPCFG ATTR ID OVER TEMP TOTAL DWELL

Add this line to enable the optional Temperature Alarm Mask attribute:

#define CLD DEVTEMPCFG ATTR ID DEVICE TEMP ALARM MASK

Add this line to enable the optional Low Temperature Threshold attribute:

#define CLD DEVTEMPCFG ATTR ID LOW TEMP_ THRESHOLD

Add this line to enable the optional High Temperature Threshold attribute:

#define CLD DEVTEMPCFG ATTR ID HIGH TEMP THRESHOLD

Add this line to enable the optional Low Temperature Trip Point attribute:

#define CLD DEVTEMPCFG ATTR ID LOW TEMP DWELL_TRIP POINT

Add this line to enable the optional High Temperature Trip Point attribute:

#define CLD DEVTEMPCFG ATTR ID HIGH TEMP DWELL TRIP POINT

Global Attributes

Add this line to define the value (n) of the Cluster Revision attribute:

#define CLD DEVTEMPCFG CLUSTER REVISION <n>

The default value is 1, which corresponds to the revision of the cluster in the ZCL r6
specification (see Section 2.4).

216

© NXP Semiconductors 2018 JN-UG-3115v1.5



ZigBee Cluster Library (for ZigBee 3.0)
User Guide

11. Identify Cluster

This chapter describes the Identify cluster which allows a device to identify itself (for
example, by flashing a LED on the node).

The Identify cluster has a Cluster ID of 0x0003.

11.1 Overview

The Identify cluster allows the host device to be put into identification mode in which
the node highlights itself in some way to an observer (in order to distinguish itself from
other nodes in the network). It is recommended that identification mode should involve
flashing a light with a period of 0.5 seconds.

To use the functionality of this cluster, you must include the file Identify.h in your
application and enable the cluster by defining CLD_IDENTIFY in the zcl_options.h
file.

It is also necessary to enable the cluster as a server or client, or as both:

m The cluster server is able to receive commands to start and stop identification
mode on the local device.

®= The cluster client is able to send the above commands to the server (and
therefore control identification mode on the remote device)

The inclusion of the client or server software must be pre-defined in the application’s
compile-time options (in addition, if the cluster is to reside on a custom endpoint then
the role of client or server must also be specified when creating the cluster instance).

The compile-time options for the Identify cluster are fully detailed in Section 11.9.

. Note: The Identify cluster contains optional functionality
' for the EZ-mode Commissioning module, which is part
of the ZigBee Base Device functionality and is described
in the ZigBee Devices User Guide (JN-UG-3114).
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11.2 lIdentify Cluster Structure and Attribute

The structure definition for the Identify cluster is:

typedef struct

{

#ifdef IDENTI FY SERVER
zulntlé uleIdentifyTime;

#ifdef CLD IDENTIFY ATTR COMMISSION STATE

zbmap8 u8CommissionState;
#endif
#endif

zulntlé uléClusterRevision;

} tsCLD Identify;

where:

® uleIdentifyTime is a mandatory attribute specifying the remaining length of
time, in seconds, that the device will continue in identification mode. Setting the
attribute to a non-zero value will put the device into identification mode and the
attribute will subsequently be decremented every second

® ygCommissionState is an optional attribute for use with EZ-mode
Commissioning (see Chapter 40) to indicate the network status and operational
status of the node - this information is contained in a bitmap, as follows:

Bits Description

0 Network State
+ 1if in the correct network (must be 1 if Operational State bit is 1)
+ 0if not in a network, or in a temporary network, or network status is unknown

1 Operational State
« 1 if commissioned for operation (Network State bit will also be set to 1)
* 0 if not commissioned for operation

2-7 Reserved

® yléClusterRevision is a mandatory attribute that specifies the revision of
the cluster specification on which this cluster instance is based. The cluster
specification in the ZCL r6 corresponds to a cluster revision of 1. The value is
incremented by one for each subsequent revision of the cluster specification.
This attribute is also described in Section 2.4.
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11.3 Initialisation

The function eCLD_IdentifyCreateldentify() is used to create an instance of the
Identify cluster. This function is generally called by the initialisation function for the
host device but can alternatively be used directly by the application in setting up a
custom endpoint which supports the Identify cluster (amongst others).

11.4 Sending Commands

The NXP implementation of the ZCL provides functions for sending commands
between an Identify cluster client and server.

11.4.1 Starting and Stopping Identification Mode

The function eCLD_IdentifyCommandldentifyRequestSend() can be used on the
cluster client to send a command to the cluster server requesting identification mode
to be started or stopped on the server device. The required action is contained in the
payload of the command (see Section 11.7.2):

= Setting the payload element ul6ldentifyTime to a non-zero value has the effect
of requesting that the server device enters identification mode for a time (in
seconds) corresponding to the specified value.

®  Setting the payload element ul6ldentifyTime to zero has the effect of
requesting the immediate termination of any identification mode that is currently
in progress on the server device.

Identification mode can alternatively be started and stopped on a light of a remote
node as described in Section 11.4.2.

11.4.2 Requesting ldentification Effects

The function eCLD_ldentifyCommandTriggerEffectSend() can be used to request
a particular identification effect or behaviour on a light of a remote node (this function
can be used for entering and leaving identification mode instead of
eCLD_ldentifyCommandldentifyRequestSend()).

The possible behaviours that can be requested are as follows:
= Blink: Light is switched on and then off (once)

= Breathe: Light is switched on and off by smoothly increasing and then
decreasing its brightness over a one-second period, and then this is repeated
15 times

= Okay:
Colour light goes green for one second
Monochrome light flashes twice in one second
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= Channel change:
Colour light goes orange for 8 seconds

Monochrome light switches to maximum brightness for 0.5 s and then to
minimum brightness for 7.5 s

= Finish effect: Current stage of effect is completed and then identification mode
is terminated (e.g. for the Breathe effect, only the current one-second cycle will
be completed)

= Stop effect: Current effect and identification mode are terminated as soon as
possible

11.4.3 Inquiring about Identification Mode

The function eCLD_ldentifyCommandldentifyQueryRequestSend() can be called
on an Identify cluster client in order to request a response from a server cluster if it is
currently in identification mode. This request should only be unicast.

11.4.4 Using EZ-mode Commissioning Features

The Identify cluster also contains the following optional features that can be used with
EZ-mode commissioning, which is part of the ZigBee Base Device functionality and is
described in the ZigBee Devices User Guide (JN-UG-3114).

‘EZ-mode Invoke’ Command

The ‘EZ-mode Invoke’ command is supported which allows a device to schedule and
start one or more stages of EZ-mode commissioning on a remote device. The
command is issued by calling the eCLD_ldentifyEZModelnvokeCommandSend()
function and allows the following stages to be specified:

1. Factory Reset: EZ-mode commissioning configuration of the destination
device to be reset to ‘Factory Fresh’ settings

2. Network Steering: Destination device to be put into the ‘Network Steering’
phase

3. Find and Bind: Destination device to be put into the ‘Find and Bind’ phase

On receiving the command, the event E_CLD_IDENTIFY_CMD_EZ MODE_INVOKE
is generated on the remote device, indicating the requested commissioning action(s).
The local application must perform these action(s) using the functions of the EZ-mode
Commissioning module. If more than one stage is specified, they must be performed
sequentially in the above order and must be contiguous.

If the ‘EZ-mode Invoke’ command is to be used by an application, its use must be
enabled at compile-time (see Section 11.9).
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‘Commissioning State’ Attribute

The Identify cluster server contains an optional ‘Commissioning State’ attribute,
u8CommissionState (see Section 11.2), which indicates whether the local device
is:

= a member of the (correct) network
® in a commissioned state and ready for operation

If the ‘Commissioning State’ attribute is to be used by an application, its use must be
enabled at compile-time (see Section 11.9).

The EZ-mode initiator can send an ‘Update Commission State’ command to the target
device in order to update the commissioning state of the target. The command is
issued by calling the eCLD_IldentifyUpdateCommissionStateCommandSend()
function. On receiving this command on the target, the ‘Commissioning State’ attribute
is automatically updated. It is good practice for the EZ-mode initiator to send this
command to notify the target device when commissioning is complete.

11.5 Sleeping Devices in Identification Mode

If a device sleeps between activities (e.g. a switch that is configured as a sleeping End
Device) and is also operating in identification mode, the device must wake once per
second for the ZCL to decrement the ul6ldentifyTime attribute (see Section 11.2),
which represents the time remaining in identification mode. The device may also use
this wake time to highlight itself, e.g. flash a LED. The attribute update is performed
automatically by the ZCL when the application passes an E_ZCL_CBET_TIMER
event to the ZCL via the vZCL_EventHandler() function. The ZCL will also
automatically increment ZCL time as a result of this event.

When in identification mode, it is not permissible for a device to sleep for longer than
one second and to generate one timer event on waking. Before entering sleep, the
value of the ul6ldentifyTime attribute can be checked - if this is zero, the device is not
in identification mode and is therefore allowed to sleep for longer than one second (for
details of updating ZCL time following a prolonged sleep, refer to Section 18.4.1).

11.6 Functions

The following Identify cluster functions are provided in the NXP implementation of the

ZCL:

Function Page
eCLD_IdentifyCreateldentify 222
eCLD_IdentifyCommandldentifyRequestSend 224
eCLD_IdentifyCommandTriggerEffectSend 226
eCLD_IdentifyCommandldentifyQueryRequestSend 228
eCLD_IdentifyEZModelnvokeCommandSend 230
eCLD_IdentifyUpdateCommissionStateCommandSend 232

JN-UG-3115v1.5 © NXP Semiconductors 2018 221



Chapter 11
Identify Cluster

eCLD_IdentifyCreateldentify

teZCL_Status eCLD_IdentifyCreateldentify(
tsZCL_Clusterinstance *psClusterinstance,
bool_t bisServer,
tsZCL_ClusterDefinition *psClusterDefinition,
void *pvEndPointSharedStructPtr,
uint8 *pu8AttributeControlBits,
tsCLD_IldentifyCustomDataStructure

*psCustomDataStructure);

Description

This function creates an instance of the Identify cluster on an endpoint. The cluster
instance is created on the endpoint which is associated with the supplied
tsZCL_ClusterInstance structure and can act as a server or a client, as

specified.

The function should only be called when setting up a custom endpoint containing one
or more selected clusters (rather than the whole set of clusters supported by a
standard ZigBee device). This function will create a Identify cluster instance on the
endpoint, but instances of other clusters may also be created on the same endpoint
by calling their corresponding creation functions.

Note: This function must not be called for an endpoint on

' which a standard ZigBee device will be used. In this case, the
device and its supported clusters must be registered on the
endpoint using the relevant device registration function.

When used, this function must be the first Identify cluster function called in the
application, and must be called after the stack has been started and after the ZCL

has been initialised.

The function requires an array to be declared for internal use, which contains one
element (of type uint8) for each attribute of the cluster. The array length should
therefore equate to the total number of attributes supported by the Identify cluster.
The function will initialise the array elements to zero.

Parameters

psClusterinstance

Pointer to structure containing information about the
cluster instance to be created (see Section 6.1.16). This
structure will be updated by the function by initialising
individual structure fields.

blsServer Type of cluster instance (server or client) to be created:
TRUE - server
FALSE - client
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psClusterDefinition

pvEndPointSharedStructPtr

pu8AttributeControlBits

psCustomDataStructure

E_ZCL_SUCCESS
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Pointer to structure indicating the type of cluster to be
created (see Section 6.1.2). In this case, this structure
must contain the details of the Identify cluster. This
parameter can refer to a pre-filled structure called
sCLD Identify which is provided in the Identify.h
file.

Pointer to the shared structure used for attribute
storage. This parameter should be the address of the
structure of type tsCLD_Identify which defines the
attributes of Identify cluster. The function will initialise
the attributes with default values.

Pointer to an array of uint8 values, with one element for
each attribute in the cluster (see above).

Pointer to structure which contains custom data for the
Identify cluster (see Section 11.7.1). This structure is
used for internal data storage. No knowledge of the
fields of this structure is required

E_ZCL_ERR_PARAMETER_NULL
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eCLD_ldentifyCommandldentifyRequestSend

teZCL_Status eCLD_IldentifyCommandidentifyRequestSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_ldentify_ldentifyRequestPayload *psPayload);

Description

This function can be called on a client device to send a custom command requesting
that the recipient server device either enters or exits identification mode. The
required action (start or stop identification mode) must be specified in the payload of
the custom command (see Section 11.7.2). The required duration of the identification
mode is specified in the payload and this value will replace the value in the Identify
cluster structure on the target device.

A device which receives this command will generate a callback event on the endpoint
on which the Identify cluster was registered.

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the command and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for
the command (see Section 11.7.2).
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_IldentifyCommandTriggerEffectSend

teZCL_Status eCLD_IldentifyCommandTriggerEffectSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
teCLD_ldentify_Effectld eEffectld,
uint8 u8EffectVariant);

Description

This function can be called on a client device to send a custom command to a server
device, in order to control the identification effect on a light of the target node.
Therefore, this function can be used to start and stop identification mode instead of
eCLD_IldentifyCommandldentifyRequestSend(). Use of the ‘Trigger Effect’
function must be enabled via a compile-time option, as described in Section 11.9.

The following effect commands can be sent using this function:

Effect Command | Description

Blink Light is switched on and then off (once)

Breathe Light is switched on and off by smoothly increasing and then
decreasing its brightness over a one-second period, and then this is
repeated 15 times

Okay  Colour light goes green for one second
» Monochrome light flashes twice in one second

Channel change  Colour light goes orange for 8 seconds

* Monochrome light switches to
maximum brightness for 0.5 s and then to
minimum brightness for 7.5 s

Finish effect Current stage of effect is completed and then identification mode is
terminated (e.g. for the Breathe effect, only the current one-second
cycle will be completed)

Stop effect Current effect and identification mode are terminated as soon as
possible

A variant of the selected effect can also be specified, but currently only the default
(as described above) is available.

A device which receives this command will generate a callback event on the endpoint
on which the Identify cluster was registered.

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.
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Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

eEffectld Effect command to send (see above), one of:
E_CLD_IDENTIFY_EFFECT BLINK
E_CLD_IDENTIFY_EFFECT BREATHE
E_CLD_IDENTIFY_EFFECT_OKAY
E_CLD_IDENTIFY_EFFECT_CHANNEL_CHANGE
E_CLD_IDENTIFY_EFFECT _FINISH_EFFECT
E_CLD_IDENTIFY_EFFECT STOP_EFFECT

u8EffectVariant Required variant of specified effect - set to zero
for default (as no variants currently available)

Returns

E_ZCL_SUCCESS

E_ZCL_ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL_ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL_ERR_ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_ldentifyCommandldentifyQueryRequestSend

tsZCL_Status
eCLD_IldentifyCommandldentifyQueryRequestSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber);

Description

This function can be called on a client device to send a custom command requesting
a response from any server devices that are currently in identification mode.

A device which receives this command will generate a callback event on the endpoint
on which the Identify cluster was registered. If the receiving device is currently in
identification mode, it will return a response containing the amount of time for which
it will continue in this mode (see Section 11.7.3).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_ldentifyfEZModelnvokeCommandSend

teZCL_Status eCLD_IldentifyEZModelnvokeCommandSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
bool bDirection,
tsCLD_Identify_EZModelnvokePayload

*psPayload);

Description

This function can be used to send an ‘EZ-mode Invoke’ to a remote device. The sent
command requests one or more of the following stages of the EZ-mode
commissioning process to be performed on the destination device (EZ-mode
commissioning is part of the ZigBee Base Device functionality and is described in the
ZigBee Devices User Guide (JN-UG-3114)):

1. Factory Reset - clears all bindings, group table entries and the usCommissionState
attribute, and reverts to the ‘Factory Fresh’ settings

2. Network Steering - puts the destination device into the ‘Network Steering’ phase
3. Find and Bind - puts the destination device into the ‘Find and Bind’ phase

The required stages are specified in a bitmap in the command payload structure
tsCLD_Identify EZModeInvokePayload (see Section 11.7.4). If more than
one stage is specified, they must be performed in the above order and be contiguous.

On receiving the ‘EZ-mode Invoke’ command on the destination device, an
E_CLD_IDENTIFY_CMD_EZ_MODE_INVOKE event will be generated with the
required commissioning action(s) specified in the usAction field of the
tsCLD_Identify EZModeInvokePayload structure. It is the local application's
responsibility to perform the requested action(s) using the functions of the EZ-mode
Commissioning module (see Section 40.6).

Note that the ‘EZ-mode Invoke’ command is optional and, if required, must be
enabled in the compile-time options (see Section 11.9).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
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ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP.

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

bDirection Boolean indicating the direction of the command,
as follows (this should always be set to TRUE):

TRUE - Identify cluster client to server
FALSE - Identify cluster server to client

psPayload Pointer to a structure containing the payload for
the command (see Section 11.7.4)

Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_ldentifyUpdateCommissionStateCommandSend

teZCL_Status
eCLD_ldentifyUpdateCommissionStateCommandSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_Identify_UpdateCommissionStatePayload
*psPayload);

Description

This function can be used to send an ‘Update Commission State’ command from an
EZ-mode initiator device (cluster client) to a target device (cluster server) in order to
update the (optional) usCommissionState attribute (see Section 11.2) which is
used for EZ-mode commissioning (which is part of the ZigBee Base Device
functionality and is described in the ZigBee Devices User Guide (JN-UG-3114)). The
command allows individual bits of usCommissionState to be set or cleared (see
Section 11.7.4).

On receiving the ‘Update Commission State’ command on the target device, an
event will be generated and the requested update will be automatically performed.

Note that the usCommissionState attribute is optional and, if required, must be
enabled in the compile-time options (see Section 11.9).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP.

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for
the command (see Section 11.7.4)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().

JN-UG-3115v1.5 © NXP Semiconductors 2018 233



Chapter 11
Identify Cluster

11.7 Structures

11.7.1 Custom Data Structure

The Identity cluster requires extra storage space to be allocated to be used by internal
functions. The structure definition for this storage is shown below:

typedef struct
tsZCL_ReceiveEventAddress sReceiveEventAddress;
tsZCL_CallBackEvent sCustomCallBackEvent;
tsCLD IdentifyCallBackMessage sCallBackMessage;

} tsCLD_IdentifyCustomDataStructure;

The fields are for internal use and no knowledge of them is required.

11.7.2 Custom Command Payloads

The following structure contains the payload for an Identify cluster custom command
(sent using the function eCLD_ldentifyCommandldentifyRequestSend()):
/* Identify request command payload */
typedef struct
{
zuintlé6 ulé6IdentifyTime;
} tsCLD Identify IdentifyRequestPayload;

where uis61dentifyTime is the amount of time, in seconds, for which the target device
is to remain in identification mode. If this element is set to 0x0000 and the target device
is currently in identification mode, the mode will be terminated immediately.

11.7.3 Custom Command Responses

The following structure contains the response to a query as to whether a device is
currently in identification mode (the original query is sent using the function
eCLD_ldentifyCommandldentifyQueryRequestSend()):

/* Identify query response command payload */

typedef struct

{

zuintle ulé6Timeout;

} tsCLD Identify IdentifyQueryResponsePayload;

where ul6Timeout is the amount of time, in seconds, that the responding device will
remain in identification mode.
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11.7.4 EZ-mode Commissioning Command Payloads

The structures described below may be used when the Identify cluster is used in
conjunction with EZ-mode commissioning (which is part of the ZigBee Base Device
functionality and is described in the ZigBee Devices User Guide (JN-UG-3114)).

‘EZ-Mode Invoke’ Command Payload

The following structure is used when sending an ‘EZ-mode Invoke’ command (using
the eCLD_ldentifyEZModelnvokeCommandSend() function).

typedef struct
{
zbmap8 u8Action;

} tsCLD_Identify EZModeInvokePayload;

where u8Action is a bitmap specifying the EZ-mode commissioning action(s) to be
performed on the destination device - a bit is set to ‘1’ if the corresponding action is
required, or to ‘0’ if it is not required:

Bits Action

0 Factory Reset - clears all bindings, group table entries and the usCommissionState
attribute, and reverts to the ‘Factory Fresh’ settings

1 Network Steering - puts the device into the ‘Network Steering’ phase

2 Find and Bind - puts the device into the ‘Find and Bind’ phase

3-7 Reserved

‘Update Commission State’ Command Payload

The following structure is used when sending an ‘Update Commission State’
command (using the eCLD_IdentifyUpdateCommissionStateCommandSend()
function), which requests an update to the value of the usCommissionState
attribute (for the definition of the attribute, refer to Section 11.2).

typedef struct

{

zenums u8Action;
zbmap8 u8CommissionStateMask;

} tsCLD Identify UpdateCommissionStatePayload;

where:

® ygAction is a value specifying the action to perform (set or clear) on the
u8CommissionState bits specified through usCommissionStateMask:

1: Set the specified bit(s) to ‘1’
2: Clear the specified bit(s) to ‘0’
All other values are reserved.
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B y8CommissionStateMask is a bitmap in which the bits correspond to the bits
of the usCommissionState attribute. A bit of this field indicates whether the
corresponding attribute bit is to be updated (according to the action specified in
u8Action):

If a bitis set to ‘1’, the corresponding usCommissionState bit should be
updated

If a bitis set to ‘0’, the corresponding usCommissionState bit should not
be updated

11.8 Enumerations

11.8.1 teCLD_ldentify_ClusterlD

The following structure contains the enumerations used to identify the attributes of the
Identify cluster.

typedef enum
{
E _CLD_ IDENTIFY ATTR ID IDENTIFY TIME = 0x0000, /* Mandatory */
E_CLD_IDENTIFY ATTR ID COMMISSION STATE /* Optional */
} teCLD Identify ClusterID;

11.9 Compile-Time Options
To enable the Identify cluster in the code to be built, it is necessary to add the following
to the zcl_options.h file:

#define CLD IDENTIFY

In addition, to include the software for a cluster client or server or both, it is necessary
to add one or both of the following to the same file:

#define IDENTIFY CLIENT
#define IDENTIFY SERVER

The following cluster functionality can be enabled or configured in zcl_options.h.

Cluster Revision
Add this line to define the value (n) of the Cluster Revision attribute:

#define CLD_IDENTIFY CLUSTER REVISION <n>

The default value is 1, which corresponds to the revision of the cluster in the ZCL r6
specification (see Section 2.4).
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Trigger Effect

Add this line to enable use of the eCLD_IldentifyCommandTriggerEffectSend()
function to remotely start/stop identification mode:

#define CLD IDENTIFY CMD TRIGGER EFFECT

Enhanced Functionality for EZ-mode Commissioning
To enable the optional ‘Commission State’ attribute, you must include:

#define CLD IDENTIFY ATTR COMMISSION STATE

To enable the optional ‘EZ-mode Invoke’ command, you must include:

#define CLD IDENTIFY CMD EZ MODE_INVOKE

EZ-mode commissioning is part of the ZigBee Base Device functionality and is
described in the ZigBee Devices User Guide (JN-UG-3114).
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12. Groups Cluster

This chapter describes the Groups cluster which allows the management of the Group
table concerned with group addressing.

The Groups cluster has a Cluster ID of 0x0004.

12.1 Overview

The Groups cluster allows the management of group addressing that is available in
ZigBee PRO. In this addressing scheme, an endpoint on a device can be a member
of a group comprising endpoints from one or more devices. The group is assigned a
16-bit group ID or address. The group ID and the local member endpoint numbers are
held in an entry of the Group table on a device. If a message is sent to a group
address, the Group table is used to determine to which endpoints (if any) the message
should delivered on the device. A group can be assigned a name of up to 16
characters and the cluster allows the support of group names to be enabled/disabled.

To use the functionality of this cluster, you must include the file Groups.h in your
application and enable the cluster by defining CLD_GROUPS in the zcl_options.h
file.

It is also necessary to enable the cluster as a server or client, or as both:
®m The cluster server is able to receive commands to modify the local group table.

= The cluster client is able to send commands to the server to request changes to
the group table on the server.

The inclusion of the client or server software must be pre-defined in the application’s
compile-time options (in addition, if the cluster is to reside on a custom endpoint then
the role of client or server must also be specified when creating the cluster instance).

The compile-time options for the Groups cluster are fully detailed in Section 12.8.
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12.2 Groups Cluster Structure and Attributes

The structure definition for the Groups cluster is:

typedef struct

{
zbmap8 u8NameSupport;

zulntlé uléClusterRevision;
} tsCLD Groups;

where:

® y8NameSupport indicates whether group names are supported by the cluster:
A most significant bit of 1 indicates that group names are supported
A most significant bit of 0 indicates that group names are not supported

® yléClusterRevision is a mandatory attribute that specifies the revision of
the cluster specification on which this cluster instance is based. The cluster
specification in the ZCL r6 corresponds to a cluster revision of 1. The value is
incremented by one for each subsequent revision of the cluster specification.
This attribute is also described in Section 2.4.

12.3 Initialisation

The function eCLD_GroupsCreateGroups() is used to create an instance of the

Groups cluster. The function is generally called by the initialisation function for the host
device.

A local endpoint can be added to a group on the local node using the function
eCLD_GroupsAdd(). If the group does not already exist, the function will create it.
Therefore, this is a way of creating a local group.
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12.4 Sending Commands

The NXP implementation of the ZCL provides functions for sending commands
between a Groups cluster client and server. A command is sent from the client to one
or more endpoints on the server. Multiple endpoints can be targeted using binding or
group addressing.

12.4.1 Adding Endpoints to Groups

Two functions are provided for adding one or more endpoints to a group on a remote
device. Each function sends a command to the endpoint(s) to be added to the group,
where the required group is specified in the payload of the command. If the group does
not already exist in the target device’s Group table, it will be added to the table.

= eCLD_GroupsCommandAddGroupRequestSend() can be used to request
the addition of the target endpoint(s) to the specified group.

= eCLD_GroupsCommandAddGrouplfldentifyingRequestSend() can be
used to request the addition of the target endpoint(s) to the specified group
provided that the target device is currently in identification mode of the Identity
cluster (see Chapter 11).

An endpoint can also be added to a local group, as described in Section 12.3.

12.4.2 Removing Endpoints from Groups

Two functions are provided for removing one or more endpoints from groups on a
remote device. Each function sends a command to the endpoint(s) to be removed
from the group(s). If a group is empty following the removal of the endpoint(s), it will
be deleted in the Group table.

= eCLD_GroupsCommandRemoveGroupRequestSend() can be used to
request the removal of the target endpoint(s) from the group which is specified
in the payload of the command.

= eCLD_GroupsCommandRemoveAllGroupsRequestSend() can be used to
request the removal of the target endpoint(s) from all groups on the remote
device.

If an endpoint is a member of a scene associated with a group to be removed, the
above function calls will also result in the removal of the endpoint from the scene.
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12.4.3 Obtaining Information about Groups

Two functions are provided for obtaining information about groups. Each function

sends a command to the endpoint(s) to which the inquiry relates.

= eCLD_GroupsCommandViewGroupRequestSend() can be used to request
the name of a group with the ID/address specified in the command payload.

= eCLD_GroupsCommandGetGroupMembershipRequestSend() can be used
to determine whether the target endpoint is a member of any of the groups

specified in the command payload.

12.5 Functions

The following Groups cluster functions are provided in the NXP implementation of the

ZCL:

Function

eCLD_GroupsCreateGroups

eCLD_GroupsAdd
eCLD_GroupsCommandAddGroupRequestSend
eCLD_GroupsCommandViewGroupRequestSend
eCLD_GroupsCommandGetGroupMembershipRequestSend
eCLD_GroupsCommandRemoveGroupRequestSend
eCLD_GroupsCommandRemoveAllGroupsRequestSend
eCLD_GroupsCommandAddGrouplfldentifyingRequestSend
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eCLD_GroupsCreateGroups

teZCL_Status eCLD_GroupsCreateGroups(
tsZCL_Clusterinstance *psClusterinstance,
bool_t bisServer,
tsZCL_ClusterDefinition *psClusterDefinition,
void *pvEndPointSharedStructPtr,
tsCLD_GroupsCustomDataStructure

*psCustomDataStructure,

tsZCL_EndPointDefinition *psEndPointDefinition);

Description

This function creates an instance of the Groups cluster on an endpoint. The cluster
instance is created on the endpoint which is associated with the supplied
tsZCL_ClusterInstance structure and can act as a server or a client, as
specified.

The function should only be called when setting up a custom endpoint containing one
or more selected clusters (rather than the whole set of clusters supported by a
standard ZigBee device). This function will create a Groups cluster instance on the
endpoint, but instances of other clusters may also be created on the same endpoint
by calling their corresponding creation functions.

Note: This function must not be called for an endpoint on

' which a standard ZigBee device will be used. In this case, the
device and its supported clusters must be registered on the
endpoint using the relevant device registration function.

When used, this function must be the first Groups cluster function called in the
application, and must be called after the stack has been started and after the ZCL
has been initialised.

The function retrieves any group IDs already stored in the ZigBee PRO stack's
Application Information Base (AIB). However, the AIB does not store group names.
If name support is required, the application should store the group names using the
PDM module, so that they can be retrieved following a power outage.

Parameters

psClusterinstance Pointer to structure containing information about the
cluster instance to be created (see Section 6.1.16). This
structure will be updated by the function by initialising
individual structure fields.

blsServer Type of cluster instance (server or client) to be created:

TRUE - server
FALSE - client
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psClusterDefinition Pointer to structure indicating the type of cluster to be
created (see Section 6.1.2). In this case, this structure
must contain the details of the Groups cluster. This
parameter can refer to a pre-filled structure called
sCLD_Groups which is provided in the Groups.h file.

pvEndPointSharedStructPtr Pointer to the shared structure used for attribute
storage. This parameter should be the address of the
structure of type tsCLD_Groups which defines the
attributes of Groups cluster. The function will initialise
the attributes with default values.

psCustomDataStructure Pointer to a structure containing the storage for internal
functions of the cluster (see Section 12.6.1)

psEndPointDefinition Pointer to the ZCL endpoint definition structure for the
application (see Section 6.1.1)

Returns

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL
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eCLD_GroupsAdd

teZCL_Status eCLD_GroupsAdd(uint8 u8SourceEndPointld,
uint16 u16Groupld,
uint8 *pu8GroupName);

Description

This function adds the specified endpoint on the local node to the group with the
specified group ID/address and specified group name. The relevant entry is modified
in the Group table on the local endpoint (of the calling application). If the group does
not currently exist, it will be created by adding a new entry for the group to the Group
table.

Note that the number of entries in the Group table must not exceed the value of
CLD_GROUPS_MAX_NUMBER_OF_GROUPS defined at compile-time (see
Section 12.8).

Parameters
u8SourceEndPointld Number of local endpoint to be added to group
ul6éGroupld 16-bit group ID/address of group
pu8GroupName Pointer to character string representing name of
group
Returns

E_ZCL_SUCCESS

E_ZCL_ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL_ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_GroupsCommandAddGroupRequestSend

teZCL_Status
eCLD_GroupsCommandAddGroupRequestSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_Groups_AddGroupRequestPayload
*psPayload);

Description

This function sends an Add Group command to a remote device, requesting that the
specified endpoint(s) on the target device be added to a group. The group ID/address
and name (if supported) are specified in the payload of the message, and must be
added to the Group table on the target node along with the associated endpoint
number(s).

The device receiving this message will generate a callback event on the endpoint on
which the Groups cluster was registered and, if possible, add the group to its Group
table before sending a response indicating success or failure (see Section 12.6.4).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for
this message (see Section 12.6.3)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_GroupsCommandViewGroupRequestSend

teZCL_Status
eCLD_GroupsCommandViewGroupRequestSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_Groups_ViewGroupRequestPayload
*psPayload);

Description

This function sends a View Group command to a remote device, requesting the name
of the group with the specified group ID (address) on the destination endpoint.

The device receiving this message will generate a callback event on the endpoint on
which the Groups cluster was registered and will generate a View Group response
containing the group name (see Section 12.6.4).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for
this message (see Section 12.6.3)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_GroupsCommandGetGroupMembershipRequestSend

teZCL_Status
eCLD_GroupsCommandGetGroupMembershipRequestSend
(uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointlid,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_Groups_GetGroupMembershipRequestPayload
*psPayload);

Description

This function sends a Get Group Membership command to inquire whether the target
endpoint is a member of any of the groups specified in a list contained in the
command payload.

The device receiving this message will generate a callback event on the endpoint on
which the Groups cluster was registered and will generate a Get Group Membership
response containing the required information (see Section 12.6.4).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for
this message (see Section 12.6.3)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_GroupsCommandRemoveGroupRequestSend

teZCL_Status
eCLD_GroupsCommandRemoveGroupRequestSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_Groups_RemoveGroupRequestPayload
*psPayload);

Description

This function sends a Remove Group command to request that the target device
deletes membership of the destination endpoint(s) from a particular group - that is,
remove the endpoint(s) from the group’s entry in the Group table on the device and,
if no other endpoints remain in the group, remove the group from the table.

The device receiving this message will generate a callback event on the endpoint on
which the Groups cluster was registered. If the group becomes empty following the
deletion(s), the device will remove the group ID and group name from its Group table.
It will then generate an appropriate Remove Group response indicating success or
failure (see Section 12.6.4).

If the target endpoint belongs to a scene associated with the group to be removed
(requiring the Scenes cluster - see Chapter 13), the endpoint will also be removed
from this scene as a result of this function call - that is, the relevant scene entry will
be deleted from the Scene table on the target device.

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld The number of the endpoint on the remote node
to which the request will be sent. This parameter
is ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP.

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for
this message (see Section 12.6.3)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_GroupsCommandRemoveAllGroupsRequestSend

teZCL_Status
eCLD_GroupsCommandRemoveAllGroupsRequestSend
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber);

Description

This function sends a Remove All Groups command to request that the target device
removes all group memberships of the destination endpoint(s) - that is, remove the
endpoint(s) from all group entries in the Group table on the device and, if no other
endpoints remain in a group, remove the group from the table.

The device receiving this message will generate a callback event on the endpoint on
which the Groups cluster was registered. If a group becomes empty following the
deletion(s), the device will remove the group ID and group name from its Group table.

If the target endpoint belongs to scenes associated with the groups to be removed
(requiring the Scenes cluster - see Chapter 13), the endpoint will also be removed
from these scenes as a result of this function call - that is, the relevant scene entries
will be deleted from the Scene table on the target device.

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld The number of the endpoint on the remote node
to which the request will be sent. This parameter
is ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP.

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().

JN-UG-3115v1.5 © NXP Semiconductors 2018 255



Chapter 12
Groups Cluster

eCLD_GroupsCommandAddGrouplfldentifyingRequestSend

teZCL_Status
eCLD_GroupsCommandAddGrouplfidentifyingRequestSend
(uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_Groups_AddGroupRequestPayload
*psPayload);

Description

This function sends an Add Group If Identifying command to a remote device,
requesting that the specified endpoint(s) on the target device be added to a particular
group on the condition that the remote device is currently identifying itself. The group
ID/address and name (if supported) are specified in the payload of the message, and
must be added to the Group table on the target node along with the associated
endpoint number(s). The identifying functionality is controlled using the Identify

cluster (see Chapter 11).

The device receiving this message will generate a callback event on the endpoint on
which the Groups cluster was registered and will then check whether the device is
currently identifying itself. If so, the device will (if possible) add the group ID and
group name to its Group table. If the device it not currently identifying itself then no

action will be taken.

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required

attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the

node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for

this message (see Section 12.6.3)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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12.6 Structures

12.6.1 Custom Data Structure

The Groups cluster requires extra storage space to be allocated to be used by internal
functions. The structure definition for this storage is shown below:

typedef struct

{

DLIST 1GroupsAllocList;
DLIST 1GroupsDeAllocList;
bool bIdentifying;
tsZCL_ReceiveEventAddress sReceiveEventAddress;
tsZCL_CallBackEvent sCustomCallBackEvent;

tsCLD_GroupsCallBackMessage sCallBackMessage;
#if (defined CLD_GROUPS) && (defined GROUPS_ SERVER)

tsCLD GroupTableEntry
asGroupTableEntry [CLD GROUPS MAX NUMBER OF GROUPS] ;

#endif

} tsCLD_GroupsCustomDataStructure;

The fields are for internal use and no knowledge of them is required.

However, the structure tsCLD GroupTableEntry used for the Group table entries
is shown in Section 12.6.2.

12.6.2 Group Table Entry

The following structure contains a Group table entry.

typedef struct
{

DNODE dl1lGroupNode;

uintlé ulé6Groupld;

uint8  au8GroupName [CLD GROUPS MAX GROUP NAME LENGTH + 1];
} tsCLD_GroupTableEntry;

The fields are for internal use and no knowledge of them is required.
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12.6.3 Custom Command Payloads

The following structures contain the payloads for the Groups cluster custom
commands.

Add Group Request Payload
typedef struct

{

zuintlé ul6Groupld;
tsZCL_CharacterString sGroupName ;
} tsCLD_Groups AddGroupRequestPayload;

where:

® ul6GroupId is the ID/address of the group to which the endpoint(s) must be
added

B sGroupName is the name of the group to which the endpoint(s) must be added

View Group Request Payload
typedef struct

{

zuintle ul6GroupId;
} tsCLD_Groups ViewGroupRequestPayload;

where u16Group1d is the ID/address of the group whose name is required

Get Group Membership Request Payload

typedef struct

{

zuint8 u8GroupCount ;
zintlé6 *pil6Grouplist;
} tsCLD Groups GetGroupMembershipRequestPayload;

where:
® u8GroupCount is the number of groups in the list of the next field

B pileGroupList is a pointer to a list of groups whose memberships are being
queried, where each group is represented by its group ID/address
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Remove Group Request Payload

typedef struct

{

zuintle ul6GroupId;
} tsCLD_Groups RemoveGroupRequestPayload;

where u16GroupId is the ID/address of the group from which the endpoint(s) must be
removed

12.6.4 Custom Command Responses

The Groups cluster generates responses to certain custom commands. The
responses which contain payloads are detailed below:

Add Group Response Payload

typedef struct

{

zenums eStatus;
zulntlé uleGroupld;
} tsCLD Groups AddGroupResponsePayload;

where:
® estatus is the status (success or failure) of the requested group addition
® uleGroupId is the ID/address of the group to which endpoint(s) were added

View Group Response Payload

typedef struct

{

zenums8 eStatus;

zuintlé ul6eGroupld;

tsZCL_CharacterString sGroupName ;
} tsCLD_Groups ViewGroupResponsePayload;

where:
®m estatus is the status (success or failure) of the requested operation
® uleGroupId is the ID/address of the group whose name was requested
® sGroupName is the returned name of the specified group
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Get Group Membership Response Payload
typedef struct

{

zuint8 uB8Capacity;
zuint8 u8GroupCount ;
zintlé6 *pil6Grouplist;

} tsCLD_Groups GetGroupMembershipResponsePayload;

where:

®m ugCapacity is the capacity of the device’s Group table to receive more groups
- that is, the number of groups that may be added (special values: OXFE means
at least one more group may be added, a higher value means that the table’s
remaining capacity is unknown)

® ugGroupCount is the number of groups in the list of the next field

® pileGroupList is a pointer to the returned list of groups from those queried
that exist on the device, where each group is represented by its group 1D/
address

Remove Group Response Payload

typedef struct

{

zenums8 eStatus;
zulntlé uleGroupld;

} tsCLD Groups RemoveGroupResponsePayload;

where:

® estatus is the status (success or failure) of the requested group modification

® ule6GroupId is the ID/address of the group from which endpoint(s) were
removed

12.7 Enumerations

12.7.1 teCLD_Groups_ClusteriD

The following structure contains the enumeration used to identify the attribute of the
Groups cluster.

typedef enum

E_CLD_GROUPS_ATTR_ID NAME SUPPORT = 0x0000 /* Mandatory */
} teCLD Groups ClusterID;
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12.8 Compile-Time Options
To enable the Groups cluster in the code to be built, it is necessary to add the following
to the zcl_options.h file:

#define CLD GROUPS

In addition, to include the software for a cluster client or server or both, it is necessary
to add one or both of the following to the same file:

#define GROUPS CLIENT
#define GROUPS_ SERVER

The Groups cluster contains macros that may be optionally specified at compile-time
by adding one or both of the following lines to the zcl_options.h file.

Add this line to set the size used for the group addressing table in the .zpscfg file:

#define CLD GROUPS MAX NUMBER OF GROUPS (8)

Add this line to configure the maximum length of the group name:

#define CLD GROUPS MAX GROUP_NAME LENGTH (16)

Add this line to define the value (n) of the Cluster Revision attribute:

#define CLD GROUPS CLUSTER REVISION <n>

The default value is 1, which corresponds to the revision of the cluster in the ZCL r6
specification (see Section 2.4).
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13. Scenes Cluster

This chapter describes the Scenes cluster which allows scenes to be managed.
The Scenes cluster has a Cluster ID of 0x0005.

13.1 Overview

A scene is a set of stored attribute values for one or more cluster instances, where
these cluster instances may exist on endpoints on one or more devices.

The Scenes cluster allows standard values for these attributes to be set and retrieved.
Thus, the cluster can be used to put the network or part of the network into a pre-
defined mode (e.g. Night or Day mode for a lighting network). These pre-defined
scenes can be used as a basis for ‘mood lighting’. A Scenes cluster instance must be
created on each endpoint which contains a cluster that is part of a scene.

A scene is often associated with a group (which collects together a set of endpoints
over one or more devices) - groups are described in Chapter 12. A scene may,
however, be used without a group.

) Note: When the Scenes cluster is used on an endpoint,
“ a Groups cluster instance must always be created on

the same endpoint, even if a group is not used for the
scene.

If a cluster on a device is used in a scene, an entry for the scene must be contained
in the Scene table on the device. A Scene table entry includes the scene ID, the group
ID associated with the scene (0x0000 if there is no associated group), the scene
transition time (amount of time to switch to the scene) and the attribute settings for the
clusters on the device. The scene ID must be unique within the group with which the
scene is associated.

To use the functionality of this cluster, you must include the file Scenes.h in your
application and enable the cluster by defining CLD_SCENES in the zcl_options.hfile.

It is also necessary to enable the cluster as a server or client, or as both:
m The cluster server is able to receive commands to access scenes.

= The cluster client is able to send commands to the server to request read or
write access to scenes.

The inclusion of the client or server software must be pre-defined in the application’s
compile-time options (in addition, if the cluster is to reside on a custom endpoint then
the role of client or server must also be specified when creating the cluster instance).

The compile-time options for the Scenes cluster are fully detailed in Section 13.9.
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13.2 Scenes Cluster Structure and Attributes

The structure definition for the Scenes cluster is:

typedef struct

{

#ifdef SCENES_ SERVER

zuints8 u8SceneCount;
zuint8 u8CurrentScene;
zulntlé ulé6CurrentGroup;
zbool bSceneValid;
zuints8 u8NameSupport ;

#ifdef CLD SCENES ATTR LAST CONFIGURED BY

zieeeaddress u64LastConfiguredBy;
#endif
#endif

zulntlé uléClusterRevision;

} tsCLD_Scenes;

where:

u8SceneCount is the number of scenes currently in the Scene table
usCurrentScene is the scene ID of the last scene invoked on the device

uleCurrentGroup is the group ID of the group associated with the last scene
invoked (or 0x0000 if this scene is not associated with a group)

bScenevalid indicates whether the current state of the device corresponds to
the values of the CurrentScene and CurrentGroup attributes (TRUE if they
do, FALSE if they do not)

usNameSupport indicates whether scene names are supported - if the most
significant bit is 1 then they are supported, otherwise they are not supported

u64LastConfiguredBy is the 64-bit IEEE address of the device that last
configured the Scene table (OxFFFFFFFFFFFFFFFF indicates that the address
is unknown or the table has not been configured)

uleClusterRevision is a mandatory attribute that specifies the revision of the
cluster specification on which this cluster instance is based. The cluster
specification in the ZCL r6 corresponds to a cluster revision of 1. The value is
incremented by one for each subsequent revision of the cluster specification.
This attribute is also described in Section 2.4.
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13.3 Initialisation

The function eCLD_ScenesCreateScenes() is used to create an instance of the
Scenes cluster. The function is generally called by the initialisation function for the
host device.

13.4 Sending Remote Commands

The NXP implementation of the ZCL provides functions for sending commands
between a Scenes cluster client and server. A command is sent from the client to one
or more endpoints on the server. Multiple endpoints can usually be targeted using
binding or group addressing.

) Note: Commands can also be issued for operations on
“ the local node, as described in Section 13.5.

13.4.1 Creating a Scene

In order to create a scene, an entry for the scene must be added to the Scene table
on every device that contains a cluster which is associated with the scene.

The function eCLD_ScenesCommandAddSceneRequestSend() can be used to
request that a scene is added to a Scene table on a remote device. A call to this
function can send a request to a single device or to multiple devices (using binding or
group addressing). The fields of the Scene table entry are specified in the payload of
the request.

Alternatively:

= The function eCLD_ScenesCommandEnhancedAddSceneRequestSend()
can be used to request that a scene is added to a Scene table on a remote
device. This method allows the transition time for the scene to be set in units of
tenths of a second (rather than seconds).

= A scene can be created by saving the current attribute settings of the relevant
clusters - in this way, the current state of the system (e.g. lighting levels in a
‘smart lighting’ system) can be captured as a scene and re-applied ‘at the touch
of a button’ when required. The current settings are stored as a scene in the
Scene table using eCLD_ScenesCommandStoreSceneRequestSend()
which, again, can send the request to a single device or multiple devices. If a
Scene table entry already exists with the same scene ID and group ID, the
existing cluster settings in the entry are overwritten with the new ‘captured’
settings.
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Note: This operation of capturing the current system

' state as a scene does not result in meaningful settings
for the transition time and scene name fields of the
Scene table entry. If non-null values are required for
these fields, the table entry should be created in

advance with the desired field values using
eCLD_ScenesCommandAddSceneRequestSend().

13.4.2 Copying a Scene

Scene settings can be copied from one scene to another scene on the same remote
endpoint using the eCLD_ScenesCommandCopySceneSceneRequestSend()
function. This function allows the settings from an existing scene with a specified
source scene ID and associated group ID to be copied to a new scene with a specified
destination scene ID and associated group ID.

Note: If an entry corresponding to the target scene ID
“ and group ID already exists in the Scene table on the

endpoint, the entry settings will be overwritten with the
copied settings. Otherwise, a new Scene table entry will
be created with these settings.

The above function also allows all scenes associated with particular group ID to be
copied to another group ID. In this case, the original scene IDs are maintained but are
associated with the new group ID (any specified source and destination scene IDs are
ignored). Thus, the same scene IDs will be associated with two different group IDs.

13.4.3 Applying a Scene

The cluster settings of a scene stored in the Scene table can be retrieved and applied
to the system by calling eCLD_ScenesCommandRecallSceneRequestSend().
Again, this function can send a request to a single device or to multiple devices (using
binding or group addressing).

If the required scene does not contain any settings for a particular cluster or there are
some missing attribute values for a cluster, these attribute values will remain
unchanged in the implementation of the cluster - that is, the corresponding parts of the
system will not change their states.
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13.4.4 Deleting a Scene

Two functions are provided for removing scenes from the system:

= eCLD_ScenesCommandRemoveSceneRequestSend() can be used to

request the removal of the destination endpoint from a particular scene - that is,
to remove the scene from the Scene table on the target device.

eCLD_ScenesCommandRemoveAllScenesRequestSend() can be used to
request that the target device removes scenes associated with a particular
group ID/address - that is, remove all Scene table entries relating to this group
ID. Specifying a group ID of 0x0000 will remove all scenes not associated with
a group.

13.4.5 Obtaining Information about Scenes

The following functions are provided for obtaining information about scenes:

= eCLD_ScenesCommandViewSceneRequestSend() can be used to request

information on a particular scene on the destination endpoint. Only one device
may be targeted by this function. The target device returns a response
containing the relevant information.

Alternatively, eCLD_ScenesCommandEnhancedViewSceneRequestSend()
can be used, which allows the transition time for the scene to be obtained in
units of tenths of a second (rather than seconds).

eCLD_ScenesCommandGetSceneMembershipRequestSend() can be used
to discover which scenes are associated with a particular group on a device.
The request can be sent to a single device or to multiple devices. The target
device returns a response containing the relevant information (in the case of
multiple target devices, no response is returned from a device that does not
contain a scene associated with the specified group ID). In this way, the
function can be used to determine the unused scene IDs.
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13.5 Issuing Local Commands

Some of the operations described in Section 13.4 that correspond to remote
commands can also be performed locally, as described below.

13.5.1 Creating a Scene

A scene can be created on the local node using either of the following functions:

= eCLD_ScenesAdd(): This function can be used to add a new scene to the
Scene table on the specified local endpoint. A scene ID and an associated
group ID must be specified (the latter must be set to 0x0000 if there is no group
association). If a scene with these IDs already exists in the table, the existing
entry will be overwritten.

= eCLD_ScenesStore(): This function can be used to save the currently
implemented attribute values on the device to a scene in the Scene table on the
specified local endpoint. A scene ID and an associated group ID must be
specified (the latter must be set to 0x0000 if there is no group association). If a
scene with these IDs already exists in the table, the existing entry will be
overwritten with the exception of the transition time and scene name fields.

13.5.2 Applying a Scene

An existing scene can be applied on the local node using the function
eCLD_ScenesRecall(). This function reads the stored attribute values for the
specified scene from the local Scene table and implements them on the device. The
values of any attributes that are not included in the scene will remain unchanged.
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13.6 Functions

The following Scenes cluster functions are provided in the NXP implementation of the

ZCL:

Function Page
eCLD_ScenesCreateScenes 270
eCLD _ScenesAdd 272
eCLD_ScenesStore 273
eCLD_ScenesRecall 274
eCLD_ScenesCommandAddSceneRequestSend 275
eCLD_ScenesCommandViewSceneRequestSend 277
eCLD_ScenesCommandRemoveSceneRequestSend 279
eCLD_ScenesCommandRemoveAllScenesRequestSend 281
eCLD_ScenesCommandStoreSceneRequestSend 283
eCLD_ScenesCommandRecallSceneRequestSend 285
eCLD_ScenesCommandGetSceneMembershipRequestSend 287
eCLD_ScenesCommandEnhancedAddSceneRequestSend 289
eCLD_ScenesCommandEnhancedViewSceneRequestSend 291
eCLD_ScenesCommandCopySceneSceneRequestSend 293
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eCLD_ScenesCreateScenes

teZCL_Status eCLD_ScenesCreateScenes(
tsZCL_Clusterinstance *psClusterinstance,
bool_t bisServer,
tsZCL_ClusterDefinition *psClusterDefinition,
void *pvEndPointSharedStructPtr,
uint8 *pu8AttributeControlBits,
tsCLD_ScenesCustomDataStructure

*psCustomDataStructure,

tsZCL_EndPointDefinition *psEndPointDefinition);

Description

This function creates an instance of the Scenes cluster on an endpoint. The cluster
instance is created on the endpoint which is associated with the supplied
tsZCL_ClusterInstance structure and can act as a server or a client, as
specified.

The function should only be called when setting up a custom endpoint containing one
or more selected clusters (rather than the whole set of clusters supported by a
standard ZigBee device). This function will create a Scenes cluster instance on the
endpoint, but instances of other clusters may also be created on the same endpoint
by calling their corresponding creation functions.

Note: This function must not be called for an endpoint on
which a standard ZigBee device will be used. In this case, the
device and its supported clusters must be registered on the
endpoint using the relevant device registration function.

When used, this function must be the first Scenes cluster function called in the
application, and must be called after the stack has been started and after the ZCL
has been initialised.

On calling this function for the first time, a ‘global scene’ entry is created/reserved in
the Scene table. On subsequent calls (e.g. following a power-cycle or on waking from
sleep), if the scene data is recovered by the application from non-volatile memory
before the function is called then there will be no reinitialisation of the scene data.
Note that removing all groups from the device will also remove the global scene entry
(along with other scene entries) from the Scene table.

The function requires an array to be declared for internal use, which contains one
element (of type uint8) for each attribute of the cluster. The array length should
therefore equate to the total number of attributes supported by the Scene cluster.

The function will initialise the array elements to zero.

Parameters

psClusterinstance Pointer to structure containing information about the
cluster instance to be created (see Section 6.1.16). This
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blsServer

psClusterDefinition

pvEndPointSharedStructPtr

pu8AttributeControlBits
psCustomDataStructure

psEndPointDefinition

E_ZCL_SUCCESS
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structure will be updated by the function by initialising
individual structure fields.

Type of cluster instance (server or client) to be created:

TRUE - server
FALSE - client

Pointer to structure indicating the type of cluster to be
created (see Section 6.1.2). In this case, this structure
must contain the details of the Scenes cluster. This
parameter can refer to a pre-filled structure called
sCLD_Scenes which is provided in the Scenes.h file.

Pointer to the shared structure used for attribute
storage. This parameter should be the address of the
structure of type tsCLD_Scenes which defines the
attributes of Scenes cluster. The function will initialise
the attributes with default values.

Pointer to an array of uint8 values, with one element for
each attribute in the cluster (see above)

Pointer to a structure containing the storage for internal
functions of the cluster (see Section 13.7.1)

Pointer to the ZCL endpoint definition structure for the
application (see Section 6.1.1)

E_ZCL_ERR_PARAMETER_NULL

JN-UG-3115 v1.5

© NXP Semiconductors 2018 271



Chapter 13
Scenes Cluster

eCLD_ScenesAdd

teZCL_Status eCLD_ScenesAdd(
uint8 u8SourceEndPointld,
uint16 u16Groupld,
uint8 u8Sceneld);

Description

This function adds a new scene on the specified local endpoint - that is, adds an entry
to the Scenes table on the endpoint. The group ID associated with the scene must
also be specified (or set to 0x0000 if there is no associated group).

If a scene with the specified scene ID and group ID already exists in the table, the
existing entry will be overwritten (i.e. all previous scene data in this entry will be lost).

Parameters
u8SourceEndPointld Number of local endpoint on which Scene table entry is
to be added
ul6Groupld 16-bit group ID/address of associated group
(or 0x0000 if no group)
u8Sceneld 8-bit scene ID of new scene
Returns

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL

272 © NXP Semiconductors 2018 JN-UG-3115v1.5



ZigBee Cluster Library (for ZigBee 3.0)
User Guide

eCLD_ScenesStore

teZCL_Status eCLD_ScenesStore(
uint8 u8SourceEndPointld,
uint16 u16Groupld,
uint8 u8Sceneld);

Description

This function adds a new scene on the specified local endpoint, based on the current
cluster attribute values of the device - that is, saves the current attribute values of the
device to a new entry of the Scenes table on the endpoint. The group ID associated
with the scene must also be specified (or set to 0x0000 if there is no associated
group).

If a scene with the specified scene ID and group ID already exists in the table, the
existing entry will be overwritten (i.e. previous scene data in this entry will be lost),
with the exception of the transition time field and the scene name field - these fields
will be left unchanged.

Parameters
u8SourceEndPointld Number of local endpoint on which Scene table entry is
to be added
ul6Groupld 16-bit group ID/address of associated group
(or 0x0000 if no group)
u8Sceneld 8-bit scene ID of scene
Returns

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL
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eCLD_ScenesRecall

teZCL_Status eCLD_ScenesRecall(
uint8 u8SourceEndPointld,
uint16 u16Groupld,
uint8 u8Sceneld);

Description

This function obtains the attribute values (from the extension fields) of the scene with
the specified Scene ID and Group ID on the specified (local) endpoint, and sets the
corresponding cluster attributes on the device to these values. Thus, the function
reads the stored attribute values for a scene and implements them on the device.

Note that the values of any cluster attributes that are not included in the scene will
remain unchanged.

Parameters
u8SourceEndPointld Number of local endpoint containing Scene table to be
read
ul6Groupld 16-bit group ID/address of associated group
(or 0x0000 if no group)
u8Sceneld 8-bit scene ID of scene to be read
Returns

E_ZCL_SUCCESS
E_ZCL_ERR_PARAMETER_NULL
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eCLD_ScenesCommandAddSceneRequestSend

teZCL_Status
eCLD_ScenesCommandAddSceneRequestSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_ScenesAddSceneRequestPayload *psPayload);

Description

This function sends an Add Scene command to a remote device in order to add a
scene on the specified endpoint - that is, to add an entry to the Scene table on the
endpoint. The scene ID is specified in the payload of the message, along with a
duration for the scene among other values (see Section 13.7.2). The scene may also
be associated with a particular group.

The device receiving this message will generate a callback event on the endpoint on
which the Scenes cluster was registered and, if possible, add the scene to its Scene
table before sending an Add Scene response indicating success or failure (see
Section 13.7.3).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for
this message (see Section 13.7.2)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_ScenesCommandViewSceneRequestSend

teZCL_Status

eCLD_ScenesCommandViewSceneRequestSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_ScenesViewSceneRequestPayload

*psPayload);

Description

This function sends a View Scene command to a remote device, requesting
information on a particular scene on the destination endpoint. The relevant scene ID
is specified in the command payload. Note that this command can only be sent to an
individual device/endpoint and not to a group address.

The device receiving this message will generate a callback event on the endpoint on
which the Scenes cluster was registered and will generate a View Scene response
containing the relevant information (see Section 13.7.3).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters
u8SourceEndPointld

u8DestinationEndPointld

psDestinationAddress
pu8TransactionSequenceNumber

psPayload

Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address type
eZCL_AMBOUND

Pointer to a structure holding the address of the
node to which the request will be sent

Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

Pointer to a structure containing the payload for
this message (see Section 13.7.2)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_ScenesCommandRemoveSceneRequestSend

teZCL_Status
eCLD_ScenesCommandRemoveSceneRequestSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_ScenesRemoveSceneRequestPayload
*psPayload);

Description

This function sends a Remove Scene command to request that the target device
deletes membership of the destination endpoint from a particular scene - that is,
remove the scene from the Scene table. The relevant scene ID is specified in the
payload of the message. The scene may also be associated with a particular group.

The device receiving this message will generate a callback event on the endpoint on
which the Scenes cluster was registered. The device will then delete the scene in the
Scene table. If the request was sent to a single device (rather than to a group
address), it will then generate an appropriate Remove Scene response indicating
success or failure (see Section 13.7.3).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for
this message (see Section 13.7.2)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_ScenesCommandRemoveAllScenesRequestSend

teZCL_Status
eCLD_ScenesCommandRemoveAllScenesRequestSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_ScenesRemoveAllScenesRequestPayload
*psPayload);

Description

This function sends a Remove All Scenes command to request that the target device
deletes all entries corresponding to the specified group ID/address in its Scene table.
The relevant group ID is specified in the payload of the message. Note that specifying
a group ID of 0x0000 will remove all scenes not associated with a group.

The device receiving this message will generate a callback event on the endpoint on
which the Scenes cluster was registered. The device will then delete the scenes in
the Scene table. If the request was sent to a single device (rather than to a group
address), it will then generate an appropriate Remove All Scenes response
indicating success or failure (see Section 13.7.3).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for
this message (see Section 13.7.2)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_ScenesCommandStoreSceneRequestSend

teZCL_Status
eCLD_ScenesCommandStoreSceneRequestSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_ScenesStoreSceneRequestPayload
*psPayload);

Description

This function sends a Store Scene command to request that the target device saves
the current settings of all other clusters on the device as a scene - that is, adds a
scene containing the current cluster settings to the Scene table. The entry will be
stored using the scene ID and group ID specified in the payload of the command. If
an entry already exists with these IDs, its existing cluster settings will be overwritten
with the new settings.

Note that the transition time and scene name fields are not set by this command (or
for a new entry, they are set to null values). When using this command to create a
new scene which requires particular settings for these fields, the scene entry must
be created in advance using the Add Group command, at which stage these fields
should be pre-configured.

The device receiving this message will generate a callback event on the endpoint on
which the Scenes cluster was registered. If the request was sent to a single device
(rather than to a group address), it will then generate an appropriate Store Scene
response indicating success or failure (see Section 13.7.3).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request
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psPayload Pointer to a structure containing the payload for
this message (see Section 13.7.2)

Returns

E_ZCL_SUCCESS

E_ZCL_ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL_ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL_ERR_ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_ScenesCommandRecallSceneRequestSend

teZCL_Status
eCLD_ScenesCommandRecallSceneRequestSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_ScenesRecallSceneRequestPayload
*psPayload);

Description

This function sends a Recall Scene command to request that the target device
retrieves and implements the settings of the specified scene - that is, reads the scene
settings from the Scene table and applies them to the other clusters on the device.
The required scene ID and group ID are specified in the payload of the command.

Note that if the specified scene entry does not contain any settings for a particular
cluster or there are some missing attribute values for a cluster, these attribute values
will remain unchanged in the implementation of the cluster.

The device receiving this message will generate a callback event on the endpoint on
which the Scenes cluster was registered. If the request was sent to a single device
(rather than to a group address), it will then generate an appropriate Recall Scene

response indicating success or failure (see Section 13.7.3).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for
this message (see Section 13.7.2)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_ScenesCommandGetSceneMembershipRequestSend

teZCL_Status
eCLD_ScenesCommandGetSceneMembershipRequestSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_ScenesGetSceneMembershipRequestPayload
*psPayload);

Description

This function sends a Get Scene Membership to inquire which scenes are associated
with a specified group ID on a device. The relevant group ID is specified in the
payload of the command.

The device receiving this message will generate a callback event on the endpoint on
which the Scenes cluster was registered. If the request was sent to a single device
(rather than to a group address), it will then generate an appropriate Get Scene
Membership response indicating success or failure and, if successful, the response
will contain a list of the scene IDs associated with the given group ID (see Section
13.7.3). If the original command is sent to a group address, an individual device will
only respond if it has scenes associated with the group ID in the command payload
(so will only respond in the case of success).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for
this message (see Section 13.7.2)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_ScenesCommandEnhancedAddSceneRequestSend

teZCL_Status
eCLD_ScenesCommandEnhancedAddSceneRequestSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_ScenesEnhancedAddSceneRequestPayload
*psPayload);

Description

This function sends an Enhanced Add Scene command to a remote device in order
to add a scene on the specified endpoint - that is, to add an entry to the Scene table
on the endpoint. The function allows a finer transition time (in tenths of a second
rather than seconds) when applying the scene. The scene ID is specified in the
payload of the message, along with a duration for the scene and the transition time,
among other values (see Section 13.7.2). The scene may also be associated with a
particular group.

The device receiving this message will generate a callback event on the endpoint on
which the Scenes cluster was registered and, if possible, add the scene to its Scene
table before sending an Enhanced Add Scene response indicating success or failure
(see Section 13.7.3).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for
this message (see Section 13.7.2)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_ScenesCommandEnhancedViewSceneRequestSend

teZCL_Status

eCLD_ScenesCommandEnhancedViewSceneRequestSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_ScenesEnhancedViewSceneRequestPayload

*psPayload);

Description

This function sends an Enhanced View Scene command to a remote device,
requesting information on a particular scene on the destination endpoint. The
returned information includes the finer transition time configured with the function
eCLD_ScenesCommandEnhancedAddSceneRequestSend(). The relevant
scene ID is specified in the command payload. Note that this command can only be
sent to an individual device/endpoint and not to a group address.

The device receiving this message will generate a callback event on the endpoint on
which the Scenes cluster was registered and will generate a Enhanced View Scene
response containing the relevant information (see Section 13.7.3).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters
u8SourceEndPointld

u8DestinationEndPointld

psDestinationAddress
pu8TransactionSequenceNumber

psPayload

Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address type
eZCL_AMBOUND

Pointer to a structure holding the address of the
node to which the request will be sent

Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

Pointer to a structure containing the payload for
this message (see Section 13.7.2)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_ScenesCommandCopySceneSceneRequestSend

teZCL_Status

uint8 u8SourceEndPointld,

eCLD_ScenesCommandCopySceneSceneRequestSend(

uint8 u8DestinationEndPointld,

tsZCL_Address *psDestinationAddress,

uint8 *pu8TransactionSequenceNumber,
tsCLD_ScenesCopySceneRequestPayload *psPayload);

Description

This function sends a Copy Scene command to a remote device, requesting that the
scene settings from one scene ID/group ID combination are copied to another scene
ID/group ID combination on the target endpoint. The relevant source and destination
scene ID/group ID combinations are specified in the command payload.

Note that:

® |f the destinaton scene ID/group ID already exists on the target endpoint, the existing
scene will be overwritten with the new settings.

B The message payload contains a ‘copy all scenes’ bit which, if set to ‘1’, instructs the
destination server to copy all scenes in the specified source group to scenes with the
same scene IDs in the destination group (in this case, the source and destination scene

IDs in the payload are ignored).

The device receiving this message will generate a callback event on the endpoint on
which the Scenes cluster was registered and, if the original request was unicast, will
generate a Copy Scene response (see Section 13.7.3).

You are required to provide a pointer to a location to receive a Transaction Sequence
Number (TSN) for the request. The TSN in the response will be set to match the TSN
in the request, allowing an incoming response to be paired with a request. This is
useful when sending more than one request to the same destination endpoint.

Parameters
u8SourceEndPointld

u8DestinationEndPointld

psDestinationAddress
pu8TransactionSequenceNumber

psPayload

Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address type
eZCL_AMBOUND

Pointer to a structure holding the address of the
node to which the request will be sent

Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

Pointer to a structure containing the payload for
this message (see Section 13.7.2)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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13.7 Structures

13.7.1 Custom Data Structure

The Scenes cluster requires extra storage space to be allocated to be used by internal
functions. The structure definition for this storage is shown below:

typedef struct

{

DLIST 1ScenesAllocList;
DLIST 1ScenesDeAllocList;

tsZCL_ReceiveEventAddress sReceiveEventAddress;
tsZCL_CallBackEvent sCustomCallBackEvent;
tsCLD_ScenesCallBackMessage sCallBackMessage;

tsCLD_ ScenesTableEntry
asScenesTableEntry [CLD SCENES MAX NUMBER OF SCENES] ;

} tsCLD_ScenesCustomDataStructure;

The fields are for internal use and no knowledge of them is required.

13.7.2 Custom Command Payloads

The following structures contain the payloads for the Scenes cluster custom
commands.

Add Scene Request Payload

typedef struct

{

uintlé ul6GroupId;
uint8 u8Sceneld;
uintlé ulé6TransitionTime;
tsZCL_CharacterString sSceneName;

tsCLD ScenesExtensionField sExtensionField;
} tsCLD_ ScenesAddSceneRequestPayload;

where:

® uleGroupId is the group ID with which the scene is associated (0x0000 if there
is no association with a group)

®m ugscenelId is the ID of the scene to be added to the Scene table (the Scene ID
must be unique within the group associated with the scene)

® yleTransitionTime is the amount of time, in seconds, that the device will take
to switch to this scene
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® ssSceneName iS an optional character string (of up to 16 characters)
representing the name of the scene

® sExtensionField is a structure containing the attribute values of the clusters
to which the scene relates

View Scene Request Payload
typedef struct

{

uintlé ul6Groupld;
uints8 u8Sceneld;

} tsCLD_ScenesViewSceneRequestPayload;

where:
® ul6GroupId is the group ID with which the desired scene is associated

m ussSceneId is the scene ID of the scene to be viewed

Remove Scene Request Payload

typedef struct

{

uintleé ul6Groupld;
uint8 u8Sceneld;

} tsCLD ScenesRemoveSceneRequestPayload;
where:
® yl16GrouplId is the group ID with which the relevant scene is associated
® ugScenelId is the scene ID of the scene to be deleted from the Scene table

Remove All Scenes Request Payload
typedef struct

{

uintlé ulé6Groupld;
} tsCLD ScenesRemoveAllScenesRequestPayload;

where ule6Groupid is the group ID for which all scenes are to be deleted.
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Store Scene Request Payload

typedef struct

{

uintlé ul6GroupId;
uint8 u8Sceneld;

} tsCLD ScenesStoreSceneRequestPayload;

where:

® y16Groupld is the group ID with which the relevant scene is associated

®m ugSceneId is the scene ID of the scene in which the captured cluster settings
are to be stored

Recall Scene Request Payload

typedef struct

{

uintlé uleGroupld;
uints u8Sceneld;
uintlé uléTransitionTime;

} tsCLD ScenesRecallSceneRequestPayload;

where:

® ul6GroupId is the group ID with which the relevant scene is associated

® ugsceneld is the scene ID of the scene from which cluster settings are to be
retrieved and applied

® ylé6TransitionTime is the amount of time, in tenths of a second, that the
device will take to recall scene

Get Scene Membership Request Payload
typedef struct

{

uintlé ul6GroupId;
} tsCLD_ScenesGetSceneMembershipRequestPayload;

where u16Group1d is the group ID for which associated scenes are required.

Enhanced Add Scene Request Payload
typedef struct

{

uintlé ulé6GroupId;
uints8 u8Sceneld;
uintlé ul6TransitionTimelO0ms;
tsZCL_CharacterString sSceneName;
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tsCLD_ ScenesExtensionField sExtensionField;

} tsCLD_ScenesEnhancedAddSceneRequestPayload;

where:

® ule6GroupId is the group ID with which the scene is associated (0x0000 if there
is no association with a group)

®m ugscenelId is the ID of the scene to be added to the Scene table (the Scene ID
must be unique within the group associated with the scene)

® yleTransitionTimel00ms iS the amount of time, in tenths of a second, that
the device will take to switch to this scene

B ssSceneName is an optional character string (of up to 16 characters)
representing the name of the scene

® sExtensionField is a structure containing the attribute values of the clusters
to which the scene relates
View Scene Request Payload

typedef struct

{

uintlé uleGroupld;
uints u8Sceneld;

} tsCLD ScenesEnhancedViewSceneRequestPayload;
where:

® ul6GroupId is the group ID with which the desired scene is associated
m ussSceneId is the scene ID of the scene to be viewed

Copy Scene Request Payload
typedef struct

{

uints8 u8Mode ;

uintlé ul6FromGroupId;
uints8 u8FromSceneld;
uintlé ul6ToGroupld;
uints8 u8ToSceneld;

} tsCLD ScenesCopySceneRequestPayload;

where:
® ugMode is a bitmap indicating the required copying mode (only bit 0 is used):

= Ifbit O is setto ‘1’ then ‘copy all scenes’ mode will be used, in which all
scenes associated with the source group are duplicated for the destination
group (and the scene ID fields are ignored)

= Ifbit 0 is set to ‘0’ then a single scene will be copied
B yl6FromGrouplId is the source group ID
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® ugFromSceneId is the source scene ID (ignored for ‘copy all scenes’ mode)
B 416ToGroupld is the destination group ID
® ugToSceneId is the destination scene ID (ignored for ‘copy all scenes’ mode)
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13.7.3 Custom Command Responses

The Scenes cluster generates responses to certain custom commands. The
responses which contain payloads are detailed below:

Add Scene Response Payload
typedef struct

{

zenum8 eStatus;
uintlé ul6GroupId;
uint8 u8Sceneld;

} tsCLD ScenesAddSceneResponsePayload;

where:
®m estatus is the outcome of the Add Scene command (success or invalid)
® ul6GrouplId is the group ID with which the added scene is associated
® ugScenelId is the scene ID of the added scene

View Scene Response Payload

typedef struct

{

zenums eStatus;

uintlé ulé6GroupId;

uints8 u8Sceneld;

uintlé ul6TransitionTime;
tsZCL_CharacterString sSceneName;

tsCLD_ ScenesExtensionField sExtensionField;

} tsCLD_ScenesViewSceneResponsePayload;

where:
®m estatus is the outcome of the View Scene command (success or invalid)
® ul6GroupId is the group ID with which the viewed scene is associated
® ugscenelId is the scene ID of the viewed scene

® yleTransitionTime is the amount of time, in seconds, that the device will take
to switch to the viewed scene

® sSceneName iS an optional character string (of up to 16 characters)
representing the name of the viewed scene

® sExtensionField is a structure containing the attribute values of the clusters
to which the viewed scene relates
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Remove Scene Response Payload

typedef struct

{

zenums8 eStatus;
uintlé ul6Groupld;
uints8 u8Sceneld;

} tsCLD_ScenesRemoveSceneResponsePayload;

where:
®m estatus is the outcome of the Remove Scene command (success or invalid)
® ul6GroupId is the group ID with which the removed scene is associated

®m usSceneId is the scene ID of the removed scene

Remove All Scenes Response Payload

typedef struct

{

zenums eStatus;
uintlé uleGroupld;
} tsCLD ScenesRemoveAllScenesResponsePayload;

where:

B estatus is the outcome of the Remove All Scenes command (success or
invalid)

® ul6GroupId is the group ID with which the removed scenes are associated

Store Scene Response Payload

typedef struct

{

zenums8 eStatus;
uintlé ul6Groupld;
uints8 u8Sceneld;

} tsCLD_ScenesStoreSceneResponsePayload;

where:
B estatus is the outcome of the Store Scene command (success or invalid)
® ul6GroupId is the group ID with which the stored scene is associated
® ugSceneId is the scene ID of the stored scene
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Get Scene Membership Response Payload
typedef struct

{

zenums8 eStatus;

uints8 u8Capacity;
uintlé ul6GroupId;
uint8 u8SceneCount;
uints8 *pu8Scenelist;

} tsCLD_ScenesGetSceneMembershipResponsePayload;

where:

® estatus is the outcome of the Get Scene Membership command (success or
invalid)

®m ugCapacity is the capacity of the device’s Scene table to receive more scenes
- that is, the number of scenes that may be added (special values: OXFE means
at least one more scene may be added, a higher value means that the table’s
remaining capacity is unknown)

® uleGroupId is the group ID to which the query relates
® ugSceneCount is the number of scenes in the list of the next field

® pu8Scenelist is a pointer to the returned list of scenes from those queried that
exist on the device, where each scene is represented by its scene ID

Enhanced Add Scene Response Payload
typedef struct

{

zenums8 eStatus;
uintlé uleGroupld;
uints u8Sceneld;

} tsCLD ScenesEnhancedAddSceneResponsePayload;

where:

®m estatus is the outcome of the Enhanced Add Scene command (success or
invalid)

® yl6GrouplId is the group ID with which the added scene is associated
®m ugscenelId is the scene ID of the added scene
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Enhanced View Scene Response Payload

typedef struct

{

zenums8 eStatus;

uintlé ul6Groupld;

uints8 u8Sceneld;

uintlé ulé6TransitionTime;
tsZCL_CharacterString sSceneName;

tsCLD_ScenesExtensionField sExtensionField;

} tsCLD ScenesEnhancedViewSceneResponsePayload;

where:

®m estatus is the outcome of the Enhanced View Scene command (success or
invalid)

® yl6Groupld is the group ID with which the viewed scene is associated
®m ugSceneId is the scene ID of the viewed scene

® yleTransitionTime is the amount of time, in seconds, that the device will take
to switch to the viewed scene

® ssceneName iS an optional character string (of up to 16 characters)
representing the name of the viewed scene

® sExtensionField is a structure containing the attribute values of the clusters
to which the viewed scene relates
Copy Scene Response Payload

typedef struct

{

uints u8Status;
uintlé ul6FromGroupld;
uints u8FromSceneld;

} tsCLD_ScenesCopySceneResponsePayload;

where:

®m ugstatus is the outcome of the Copy Scene command (success, invalid scene
or insufficient space for new scene)

® uleFromGroupId was the source group ID for the copy

® ugFromSceneId was the source scene ID for the copy
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13.7.4 Scenes Table Entry

The following structure contains the data for a Scenes table entry (containing a saved
scene):

typedef struct

{

DNODE dllScenesNode;

bool bActive;

bool bInTransit;

uintleé ulé6GrouplId;

uint8 u8Sceneld;

uintlé ul6TransitionTime;

uint32 u32TransitionTimer;

uint8 u8SceneNameLength;

uints8 au8SceneName [CLD SCENES MAX SCENE NAME LENGTH + 1];

uintleé uléSceneDatalength;

uint8 auB8SceneData [CLD_SCENES MAX SCENE STORAGE BYTES] ;
#ifdef CLD SCENES_TABLE SUPPORT TRANSITION TIME_ IN MS

uints8 u8TransitionTimel0Oms;
#endif

} tsCLD_ScenesTableEntry;

where:

bActive is a boolean value indicating whether the scene is currently active
(TRUE) or inactive (FALSE).

bInTransit is a boolean value indicating whether the scene is currently in a
transitional state (TRUE) or a constant active/inactive state (FALSE).

uléGroupId is the identifier of the group to which the scene applies (the value
0x0000 is used to indicate that the scene is not associated with a group).

u8ScenelId is the identifier of the scene and must be a unique value within the
group with which the scene is associated.

uléTransitionTime is the length of time, in seconds, that the device will
take to move from its current state to the scene state.

u32TransitionTimer is the elapsed time, in milliseconds, since the start of
a currently active transition to the scene.

u8SceneNameLength is the number of characters in the name of the scene
(and therefore the size of the array augSceneName [] below). The value must
not be greater than CLD_SCENES_MAX_SCENE_NAME_LENGTH, which is
set in the compile-time options (see Section 13.9).

au8SceneName [] is an array containing the name of the scene, with one
ASCII character in each array element. The number of elements in the array
must be set in usSceneNameLength above.

uléSceneDataLength is the number of items of data for the scene (and
therefore the size of the array ausSceneData [] below). The value must not
be greater than CLD_SCENES_MAX SCENE_STORAGE_BYTES, which is
set in the compile-time options (see Section 13.9).
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® au8SceneData [] is an array containing the data for the scene, with one data
item in each array element. The data stored is dependent on the cluster to
which the scene data applies. The number of elements in the array must be set
in ulé6SceneDatalength above.

® yg8TransitionTimel00ms is an optional that allows a fractional part to be
added to the transition time (u16TransitionTime) of the scene. This value
represents the number of tenths of a second in the range 0x00 to 0x09.

13.8 Enumerations

13.8.1 teCLD_Scenes_ClusterlD

The following structure contains the enumerations used to identify the attributes of the
Scenes cluster.

typedef enum

{

E_CLD_SCENES_ATTR_ID_SCENE_COUNT = 0x0000, /* Mandatory */
E_CLD_SCENES_ATTR_ID CURRENT SCENE, /* Mandatory */
E_CLD_SCENES_ATTR_ID CURRENT_GROUP, /* Mandatory */
E_CLD_SCENES_ATTR_ID SCENE_VALID, /* Mandatory */
E_CLD_SCENES_ATTR_ID NAME SUPPORT, /* Mandatory */
E_CLD_SCENES_ATTR_ID LAST CONFIGURED_ BY /* Optional */

} teCLD Scenes ClusterID;

13.9 Compile-Time Options
To enable the Scenes cluster in the code to be built, it is necessary to add the following
to the zcl_options.h file:

#define CLD_SCENES

In addition, to include the software for a cluster client or server or both, it is necessary
to add one or both of the following to the same file:

#define SCENES CLIENT
#define SCENES_ SERVER

The Scenes cluster contains macros that may be optionally specified at compile-time
by adding some or all the following lines to the zcl_options.h file.

Add this line to enable the optional Last Configured By attribute:

#define CLD SCENES ATTR LAST CONFIGURED BY

Add this line to configure the maximum length of the Scene Name storage:

#define CLD SCENES MAX SCENE NAME LENGTH (16)
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Add this line to configure the maximum number of scenes:

#define CLD SCENES MAX NUMBER OF SCENES (16)

Add this line to configure the maximum number of bytes available for scene storage:

#define CLD SCENES MAX SCENE STORAGE BYTES (20)

Add this line to enable the Enhanced Add Scene command:

#define CLD_SCENES CMD_ ENHANCED ADD SCENE

Add this line to enable the Enhanced View Scene command:

#define CLD SCENES CMD ENHANCED VIEW SCENE

Add this line to enable the Copy Scene command:

#define CLD SCENES CMD COPY SCENE

Add this line to enable TransitionTime100ms in Scene tables:

#define CLD SCENES TABLE_SUPPORT TRANSITION TIME IN MS

Add this line to define the value (n) of the Cluster Revision attribute:

#define CLD SCENES CLUSTER REVISION <n>

The default value is 1, which corresponds to the revision of the cluster in the ZCL r6
specification (see Section 2.4).
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14. On/Off Cluster

This chapter describes the On/Off cluster.
The On/Off cluster has a Cluster ID of 0x0006.

14.1 Overview

The On/Off cluster allows a device to be put into the ‘on’ and ‘off’ states, or toggled
between the two states. The cluster also provides the following enhanced functionality
for lighting:

= When switching off light(s) with an effect, saves the last light (attribute) settings
to a global scene, ready to be re-used for the next switch-on from the global
scene - see Section 14.5.2 and Section 14.6

= Allows light(s) to be switched on for a timed period (and then automatically
switched off) - see Section 14.5.3

To use the functionality of this cluster, you must include the file OnOff.h in your
application and enable the cluster by defining CLD_ONOFF in the zcl_options.h file.

It is also necessary to enable the cluster as a server or client, or as both:

®m The cluster server is able to receive commands to change the on/off state of
the local device.

m The cluster client is able to send commands to the server to request a change
to the on/off state of the remote device.

The inclusion of the client or server software must be pre-defined in the application’s
compile-time options (in addition, if the cluster is to reside on a custom endpoint then
the role of client or server must also be specified when creating the cluster instance).

The compile-time options for the On/Off cluster are fully detailed in Section 14.10.
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14.2 On/Off Cluster Structure and Attribute

The structure definition for the On/Off cluster is:

typedef struct

{

#ifdef ONOFF_SERVER
zbool bOnOff;

#ifdef CLD_ONOFF ATTR GLOBAL_ SCENE_CONTROL
zbool bGlobalSceneControl;
#endif

#ifdef CLD ONOFF ATTR ON TIME
zuintlé uléOnTime;
#endif

#ifdef CLD ONOFF ATTR OFF WAIT TIME
zuintlé ul60ffWaitTime;

#endif

#ifdef CLD ONOFF ATTR STARTUP ONOFF

/* ZLO extension for OnOff Cluster */
zenums eStartUpOnOff;
#endif

#ifdef CLD_ ONOFF_ATTR ATTRIBUTE REPORTING STATUS

zenums u8AttributeReportingStatus;
#endif
#endif

zuintlé uléClusterRevision;

} tsCLD _OnOff;

where:
® bOnOff is the on/off state of the device (TRUE = on, FALSE = off).
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® bGlobalSceneControl is an optional attribute for lighting that is used with

the global scene - the value of this attribute determines whether to permit
saving the current light settings to the global scene:

TRUE - Current light settings can be saved to the global scene
FALSE - Current light settings cannot be saved to the global scene

ulé0OnTime is an optional attribute for lighting used to store the time, in tenths
of a second, for which the lights will remain ‘on’ after a switch-on with ‘timed off’
(i.e. the time before starting the transition from the ‘on’ state to the ‘off’ state).
The special values 0x0000 and OxFFFF indicate the lamp must be maintained
in the ‘on’ state indefinitely (no timed off).

ulé0ffWaitTime is an optional attribute for lighting used to store the waiting
time, in tenths of a second, following a ‘timed off’ before the lights can be again
switched on with a ‘timed off’.

) Note: If the bGlobalSceneControl attribute and
' global scene are to be used, the Scenes and Groups
clusters must also be enabled - see Chapter 13 and
Chapter 12.

eStartUpOnOff is an optional attribute that is used in the lighting domain to
define the required start-up behaviour of a light device when it is supplied with
power. It determines the initial value of bOnOf £ on start-up. The possible
values and behaviours are as follows:

eStartUpOnOff Behaviour

0x00 Put the light in the off state - set bOnof £ to FALSE
0x01 Put the light in the on state - set bonof f to TRUE
0x02 Toggle the light from its previous state:

* If bonOf £ was FALSE, set it to TRUE
» If bonof £ was TRUE, set it to FALSE

0x03-0xFE Reserved

OxFF Put the light in its previous state - set bOnOf £ to its previous value

u8AttributeReportingStatus is an optional attribute that should be
enabled when attribute reporting is used for the cluster (see Section 2.3.5). The
value of this attribute indicates whether there are attribute reports still pending
(0x00) or the attribute reports are complete (0x01) - all other values are
reserved. This attribute is also described in Section 2.4.

uléClusterRevision is a mandatory attribute that specifies the revision of
the cluster specification on which this cluster instance is based. The cluster
specification in the ZCL r6 corresponds to a cluster revision of 1. The value is
incremented by one for each subsequent revision of the cluster specification.
This attribute is also described in Section 2.4.
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14.3 Attributes for Default Reporting

The following attribute of the On/Off cluster can be selected for default reporting:

® bOnOff

Attribute reporting (including default reporting) is described in Appendix B. Enabling
reports for this attribute is described in Appendix B.3.6.

14.4 Initialisation

The function eCLD_OnOffCreateOnOff() is used to create an instance of the On/Off
cluster. The function is generally called by the initialisation function for the host device.

Note: If the global scene is to be used to remember light
“ settings then Scenes and Groups cluster instances must

also be created - see Chapter 13 and Chapter 12.

14.5 Sending Commands

The NXP implementation of the ZCL provides functions for sending commands
between an On/Off cluster client and server. A command is sent from the client to one
or more endpoints on the server. Multiple endpoints can usually be targeted using
binding or group addressing.

14.5.1 Switching On and Off

A remote device (supporting the On/Off cluster server) can be switched on, switched
off or toggled between the on and off states by calling the function
eCLD_OnOffCommandSend() on a cluster client. In the case of a toggle, if the
device is initially in the on state it will be switched off and if the device is initially in the
off state it will be switched on.

14.5.1.1 Timeout on the ‘On’ Command

On receiving an 'On' command, a timeout can be applied such that the 'on' state will
be maintained for a specified duration before automatically switching to the 'off' state.
This timeout is defined using the optional attributes u160nConfigurableDuration
and eDurationUnitOfMeasurement. The timeout duration in seconds is given by:

ule0OnConfigurableDuration * 10*(power from eDurationUnitOfMeasurement)

The attribute u160nConfigurableDuration can be set locally or remotely, while
the attribute eDurationUnitOfMeasurement must be set locally. A maximum
timeout duration can be defined locally via the optional attribute ul1é6MaxDuration,
which puts an upper limit on the value of ul60nConfigurableDuration.
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The attribute u160nConfigurableDuration can be set remotely using the
eZCL_SendWriteAttributesRequest() function. On receiving this write request, the
local ZCL will check that the requested duration is within the permissible range (see
Section 2.3.3.1) - if the request exceeds the maximum permitted value, the timeout
duration will be clipped to this maximum.

For full details of the above attributes, refer to Section 14.2.

When an ‘On’ command is received, an E_ZCL_CBET_CLUSTER_CUSTOM eventis
generated. The application is responsible for implementing the timeout described
above, if it is enabled. First, the application must check the attributes
uléOnConfigurableDuration and eDurationUnitOfMeasurement to make
sure they have valid values. If this is the case, the application must start a timer to
implement the timeout for the duration defined by these attributes. On expiration of the
timer, the application must switch from the ‘on’ state to the ‘off’ state by (locally) writing
to the bOnoOf £ attribute.

14.5.1.2 On/Off with Transition Effect

If the Level Control cluster (see Chapter 16) is also used on the target device, an ‘On’
or ‘Off command can be implemented with a transition effect, as follows:

= [f the optional Level Control ‘On Transition Time’ attribute is enabled, an ‘On’
command will result in a gradual transition from the ‘off’ level to the ‘on’ level
over the time-interval specified by the attribute.

= [f the optional Level Control ‘Off Transition Time’ attribute is enabled, an ‘Off’
command will result in a gradual transition from the ‘on’ level to the ‘off’ level
over the time-interval specified by the attribute.

14.5.2 Switching Off Lights with Effect

In the case of lighting, lights can be (remotely) switched off with an effect by calling the
function eCLD_OnOffCommandOffWithEffectSend() on an On/Off cluster client.

Two ‘off effects’ are available and there are variants of each effect:
= Fade, with the following variants:
Fade to off in 0.8 seconds (default)
Reduce brightness by 50% in 0.8 seconds then fade to off in 4 seconds
No fade
= Rise and fall, with (currently) only one variant:

Increase brightness by 20% (if possible) in 0.5 seconds then fade to off in
1 second (default)
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14.5.3 Switching On Timed Lights

In the case of lighting, lights can be switched on temporarily and automatically
switched off at the end of a timed period. This kind of switch-on can be initiated
remotely using the function CLD_OnOffCommandOnWithTimedOffSend() on an
On/Off cluster client. In addition, a waiting time can be implemented after the
automatic switch-off, during which the lights cannot be switched on again using the
above function (although a normal switch-on is possible).

The following values must be specified:
= Time for which the lights will remain on (in tenths of a second)
= Waiting time following the automatic switch-off (in tenths of a second)

In addition, the circumstances in which the command can be accepted must be
specified - that is, accepted at any time (except during the waiting time) or only when
the lights are already on. The latter case can be used to initiate a timed switch-off.

14.6 Saving Light Settings

In the case of lighting, the current light (attribute) settings can be automatically saved
to a ‘global scene’ when switching off the lights using the function
eCLD_OnOffCommandOffWithEffectSend(). If the lights are subsequently switched
on with the E_CLD_ONOFF_CMD_ON_RECALL_GLOBAL_SCENE option in
eCLD_OnOffCommandSend(), the saved light settings are re-loaded. In this way,
the system remembers the last light settings used before switch-off and resumes with
these settings at the next switch-on. This feature is particularly useful when the light
levels are adjustable using the Level Control cluster (Chapter 16) and/or the light
colours are adjustable using the Colour Control cluster (Chapter 31).

The attribute values corresponding to the current light settings are saved (locally) to a
global scene with scene ID and group ID both equal to zero. Therefore, to use this
feature:

m  Scenes cluster must be enabled and a cluster instance created
= Groups cluster must be enabled and a cluster instance created
m  Optional On/Off cluster attribute bGlobalSceneControl must be enabled

The above attribute is a boolean which determines whether to permit the current light
settings to be saved to the global scene. The attribute is set to FALSE after a switch-
off using the function eCLD_OnOffCommandOffWithEffectSend(). Itis setto TRUE
after a switch-on or a change in the light settings (attributes) - more specifically, after
a change resulting from a Level Control cluster ‘Move to Level with On/Off command,
from a Scenes cluster ‘Recall Scene’ command, or from an On/Off cluster 'On’
command or 'On With Recall Global Scene' command.
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14.7 Functions

The following On/Off cluster functions are provided in the NXP implementation of the

ZCL:

Function Page
eCLD_OnOffCreateOnOff 314
eCLD_ OnOffCommandSend 316
eCLD_OnOffCommandOffWithEffectSend 318
eCLD_OnOffCommandOnWithTimedOffSend 320
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eCLD_OnOffCreateOnOff

teZCL_Status eCLD_OnOffCreateOnOff(
tsZCL_Clusterinstance *psClusterinstance,
bool_t bisServer,
tsZCL_ClusterDefinition *psClusterDefinition,
void *pvEndPointSharedStructPtr,
uint8 *pu8AttributeControlBits,
tsCLD_OnOffCustomDataStructure

*psCustomDataStructure);

Description

This function creates an instance of the On/Off cluster on an endpoint. The cluster
instance is created on the endpoint which is associated with the supplied
tsZCL_ClusterInstance structure and can act as a server or a client, as
specified.

The function should only be called when setting up a custom endpoint containing one
or more selected clusters (rather than the whole set of clusters supported by a
standard ZigBee device). This function will create an On/Off cluster instance on the
endpoint, but instances of other clusters may also be created on the same endpoint
by calling their corresponding creation functions.

Note: This function must not be called for an endpoint on

' which a standard ZigBee device will be used. In this case, the
device and its supported clusters must be registered on the
endpoint using the relevant device registration function.

When used, this function must be the first On/Off cluster function called in the
application, and must be called after the stack has been started and after the ZCL
has been initialised.

The function requires an array to be declared for internal use, which contains one
element (of type uint8) for each attribute of the cluster. The array length should
therefore equate to the total number of attributes supported by the On/Off cluster.
The function will initialise the array elements to zero.

Parameters

psClusterinstance Pointer to structure containing information about the
cluster instance to be created (see Section 6.1.16). This
structure will be updated by the function by initialising
individual structure fields.

blsServer Type of cluster instance (server or client) to be created:

TRUE - server
FALSE - client
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psClusterDefinition

pvEndPointSharedStructPtr

pu8AttributeControlBits

psCustomDataStructure

E_ZCL_SUCCESS
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Pointer to structure indicating the type of cluster to be
created (see Section 6.1.2). In this case, this structure
must contain the details of the On/Off cluster. This
parameter can refer to a pre-filled structure called
sCLD_ OnOff which is provided in the OnOff.h file.

Pointer to the shared structure used for attribute
storage. This parameter should be the address of the
structure of type tsCLD_0OnOf £ which defines the
attributes of On/Off cluster. The function will initialise
the attributes with default values.

Pointer to an array of uint8 values, with one element for
each attribute in the cluster (see above)

Pointer to a structure containing the storage for internal
functions of the cluster (see Section 14.8.1)

E_ZCL_ERR_PARAMETER_NULL
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eCLD_OnOffCommandSend

teZCL_Status eCLD_OnOffCommandSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
teCLD_OnOff_Command eCommand);

Description

This function sends a custom command instructing the target device to perform the
specified operation on itself: switch off, switch on, toggle (on-to-off or off-to-on), or
switch on with settings retrieved from the global scene, This last option (On with
Recall Global Scene) is described in Section 14.6 and, if used, must be enabled in
the compile-time options on the server (target), as indicated in Section 14.10.

The device receiving this message will generate a callback event on the endpoint on
which the On/Off cluster was registered.

If the Level Control cluster (see Chapter 16) is also used on the target device, an ‘On’
or ‘Off command can be implemented with a transition effect, as follows:

® | the optional Level Control ‘On Transition Time’ attribute is enabled, an ‘On’ command
will result in a gradual transition from the ‘off’ level to the ‘on’ level over the time-interval
specified in the attribute.

® | the optional Level Control ‘Off Transition Time’ attribute is enabled, an ‘Off command
will result in a gradual transition from the ‘on’ level to the ‘off’ level over the time-interval
specified in the attribute.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request
eCommand Command code, one of the following:
E_CLD_ONOFF_CMD_OFF
E_CLD_ONOFF_CMD_ON
E_CLD_ONOFF_CMD_TOGGLE
E_CLD_ONOFF_CMD_ON_RECALL_GLOBAL_SCENE
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_OnOffCommandOffWithEffectSend

teZCL_Status eCLD_OnOffCommandOffWithEffectSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_OnOff_OffWithEffectRequestPayload *psPayload);

Description

This function sends a custom ‘Off With Effect’ command instructing the target lighting
device to switch off one or more lights with the specified effect, which can be one of:

® fade (in two phases or no fade)
® rise and fall

Each of these effects is available in variants. The required effect and variant are
specified in the command payload. For the payload details, refer to “Off With Effect
Request Payload” on page 322.

The device receiving this message will generate a callback event on the endpoint on
which the On/Off cluster was registered.

Following a call to this function, the light settings on the target device will be saved
to a global scene, after which the attribute bGlobalSceneControl will be set to
FALSE - for more details, refer to Section 14.6.

If used, the ‘Off With Effect’ command must be enabled in the compile-time options
on both the client and server, as described in Section 14.10.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for
this message (see Section 14.8.2)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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eCLD_OnOffCommandOnWithTimedOffSend

teZCL_Status eCLD_OnOffCommandOnWithTimedOffSend(
uint8 u8SourceEndPointld,
uint8 u8DestinationEndPointld,
tsZCL_Address *psDestinationAddress,
uint8 *pu8TransactionSequenceNumber,
tsCLD_OnOff_OnWithTimedOffRequestPayload
*psPayload);

Description

This function sends a custom ‘On With Timed Off command instructing the target
lighting device to switch on one or more lights for a timed period and then switch them
off. In addition, a waiting time can be implemented after switch-off, during which the
light(s) cannot be switched on again.

The following functionality must be specified in the command payload:
= Time for which the light(s) must remain on
= Waiting time during which switched-off light(s) cannot be switched on again

= Whether this command can be accepted at any time (outside the waiting time) or only
when a light is on

For the payload details, refer to “On With Timed Off Request Payload” on page 323.

The device receiving this message will generate a callback event on the endpoint on
which the On/Off cluster was registered.

If used, the ‘On With Timed Off command must be enabled in the compile-time
options on both the client and server, as described in Section 14.10.

Parameters

u8SourceEndPointld Number of the local endpoint through which to
send the request. This parameter is used both to
send the message and to identify the instance of
the shared structure holding the required
attribute values

u8DestinationEndPointld Number of the endpoint on the remote node to
which the request will be sent. This parameter is
ignored when sending to address types
eZCL_AMBOUND and eZCL_AMGROUP

psDestinationAddress Pointer to a structure holding the address of the
node to which the request will be sent

pu8TransactionSequenceNumber Pointer to a location to receive the Transaction
Sequence Number (TSN) of the request

psPayload Pointer to a structure containing the payload for
this message (see Section 14.8.2)
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Returns

E_ZCL_SUCCESS

E ZCL ERR_PARAMETER_NULL

E_ZCL_ERR_EP_RANGE

E_ZCL ERR_EP_UNKNOWN

E_ZCL_ERR_CLUSTER_NOT_FOUND

E_ZCL ERR ZBUFFER_FAIL

E_ZCL_ERR_ZTRANSMIT_FAIL

If an error is returned by the ZigBee PRO stack function which is invoked by this

function to transmit the data, this error may be obtained by calling
eZCL_GetLastZpsError().
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14.8 Structures

14.8.1 Custom Data Structure

The On/Off cluster requires extra storage space to be allocated to be used by internal
functions. The structure definition for this storage is shown below:

typedef struct

{

uint8 u8Dummy ;
} tsCLD_OnOffCustomDataStructure;

The fields are for internal use and no knowledge of them required.

14.8.2 Custom Command Payloads

Off With Effect Request Payload

typedef struct

{

zuints8 u8EffectlId;
zulints u8EffectVariant;
} tsCLD OnOff OffwWithEffectRequestPayload;

where:
m ugEffectId indicates the required ‘off effect’
0x00 - Fade
0x01 - Rise and fall
All other values are reserved.

m ygEffectVariant indicates the required variant of the specified ‘off effect’ -
the interpretation of this field depends on the value of usEffectid, as
indicated in the table below.
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u8Effectid u8EffectVariant | Description
0x00 0x00 Fade to off in 0.8 seconds (default)
(Fade)
0x01 No fade
0x02 Reduce brightness by 50% in 0.8 seconds then
fade to off in 4 seconds
0x03-0xFF Reserved
0x01 0x00 Increase brightness by 20% (if possible) in 0.5
(Rise and fall) seconds then fade to off in 1 second (default)
0x01-0OxFF Reserved
0x02-0xFF 0x00-0xFF Reserved

On With Timed Off Request Payload
typedef struct

{
zulints u80nOff;
zuintlé6 uleOnTime;
zulntlé ul60ffTime;

} tsCLD OnOff OnWithTimedOffRequestPayload;

where:
® u8OnOff indicates when the command can be accepted:
*  0x00 - at all times (apart from in waiting time, if implemented)
= 0x01 - only when light is on

All other values are reserved.

® yl60nTime is the ‘on time’, expressed in tenths of a second in the range
0x0000 to OxFFFE.

® ul60ffTime is the ‘off waiting time’, expressed in tenths of a second in the
range 0x0000 to OxXFFFE
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14.9 Enumerations

14.9.1 teCLD_OnOff_ClusterlD

The following structure contains the enumerations used to identify the attributes of the
On/Off cluster.

typedef enum

{
E_CLD_ONOFF_ATTR ID ONOFF
E_CLD ONOFF_ATTR ID GLOBAL SCENE_CONTROL
E_CLD ONOFF_ATTR ID ON TIME,
E_CLD ONOFF ATTR ID OFF WAIT TIME,
#ifdef CLD ONOFF_ATTR STARTUP ONOFF

0x0000,
0x4000,

/* ZLO extension for OnOff Cluster */
E_CLD ONOFF_ATTR ID STARTUP_ ONOFF,
#endif

} teCLD OnOff ClusterID;

14.9.2 teCLD_OOSC_SwitchType (On/Off Switch Types)

typedef enum
{

E _CLD OOSC_TYPE TOGGLE,

E CLD OOSC_TYPE MOMENTARY
} teCLD 00SC_SwitchType;

14.9.3 teCLD_OOSC_SwitchAction (On/Off Switch Actions)

typedef enum

{
E_CLD OOSC_ACTION S20N_S1OFF,
E_CLD OOSC_ACTION S20FF S1ON,
E _CLD_OOSC_ACTION_TOGGLE

} teCLD 00SC SwitchAction;
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14.10 Compile-Time Options

To enable the On/Off cluster in the code to be built, it is necessary to add the following
to the zcl_options.h file:

#define CLD ONOFF

In addition, to include the software for a cluster client or server or both, it is necessary
to add one or both of the following to the same file:

#define ONOFF_CLIENT
#define ONOFF_SERVER

The On/Off cluster contains macros that may be optionally specified at compile-time
by adding some or all of the following lines to the zcl_options.h file.

Optional Attributes
Add this line to enable the optional On Configurable Duration attribute:

#define CLD ONOFF ATTR ID ON_ CONFIGURABLE DURATION

Add this line to enable the optional Duration Unit of Measure attribute:

#define CLD ONOFF_ATTR_ID DURATION UNIT OF MEASUREMENT

Add this line to enable the optional Maximum Duration attribute:

#define CLD ONOFF_ATTR_ID MAX DURATION

Add this line to enable the optional Global Scene Control attribute:

#define CLD ONOFF ATTR GLOBAL SCENE CONTROL

Add this line to enable the optional On Time attribute:

#define CLD ONOFF ATTR ON TIME

Add this line to enable the optional Off Wait Time attribute:

#define CLD ONOFF_ATTR OFF WAIT TIME

Add this line to enable the optional Start-up On/Off attribute:

#define CLD ONOFF_ATTR_STARTUP ONOFF

Add this line to enable the optional Attribute Reporting Status attribute:

#define CLD ONOFF_ATTR ID ATTRIBUTE REPORTING STATUS
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Optional Commands

Add this line to enable processing of the On With Recall Global Scene command
on the server:

#define CLD ONOFF_CMD ON WITH RECALL GLOBAL SCENE

Add this line to enable the optional On With Timed Off command on the client and
server:

#define CLD ONOFF_CMD ON WITH TIMED OFF

Add this line to enable the optional Off With Effect command on the client and
server:

#define CLD ONOFF CMD OFF WITH EFFECT

Cluster Revision
Add this line to define the value (n) of the Cluster Revision attribute:

#define CLD ONOFF CLUSTER REVISION <n>

The default value is 1, which corresponds to the revision of the cluster in the ZCL r6
specification (see Section 2.4).
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15. On/Off Switch Configuration Cluster

This chapter describes the On/Off Switch Configuration cluster.
The On/Off Switch Configuration cluster has a Cluster ID of 0x0007.

Note: When using this cluster, the On/Off cluster must
“ also be used (see Chapter 14).

15.1 Overview

The On/Off Switch Configuration cluster allows the switch type on a device to be
defined, as well as the commands to be generated when the switch is moved between
its two states.

To use the functionality of this cluster, you must include the file OOSC.h in your
application and enable the cluster by defining CLD_OOSC in the zcl_options.h file.

It is also necessary to enable the cluster as a server or client, or as both:

®m The cluster server is able to receive commands to define a switch
configuration.

m The cluster client is able to send commands to define a switch configuration.

The inclusion of the client or server software must be pre-defined in the application’s
compile-time options (in addition, if the cluster is to reside on a custom endpoint then
the role of client or server must also be specified when creating the cluster instance).

The compile-time options for the On/Off Switch Configuration cluster are fully detailed
in Section 15.6.
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